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This report is transmitted in accordance with the E-Government Act of 2002 (Pub. L. No.
107-347). Section 205(c)(3)(C) of the Act directs the Judicial Conference (the “Conference”)
periodically to report to Congress on the “adequacy” of rules prescribed by the Supreme Court to
protect the privacy and security of certain kinds of information in electronic filings. The Judicial
Conference transmitted its first report to Congress in April 2009. This is the second report.

In accordance with the E-Government Act, the Federal Rules of Appellate, Bankruptcy, Civil,
and Criminal Procedure were amended effective December 1, 2007,' to prevent dissemination of
personal identifier information in documents filed in federal courts. The amended rules were
proposed after years of study under the Rules Enabling Act rulemaking process, including open
committee meetings and public hearings. The amended rules generally require that federal court
filings be available electronically to the same extent they are available at the courthouse, provided
that certain personal identifier information, including social security numbers, is redacted from those
filings by the attorney or the party making the filing. Certain categories of filings are not publicly
accessible by remote electronic means because these filings generally have extensive personal
information, including identifiers. For good cause in specific cases, the court may order more
extensive redaction or restrict internet access to designated confidential or sensitive information.

The Judicial Conference’s April 2009 report on the 2007 rules noted the emergence of new
issues requiring a careful balance of privacy interests with the public interest in continued access to
court filings. The report explained that two issues, in particular, warranted attention—court filings
that did not have social security numbers redacted as required and, in criminal cases, plea agreements
with cooperation provisions retrieved from the electronic case filings and posted on the internet. The
April 2009 report also noted that the Judicial Conference’s Committee on Rules of Practice and
Procedure (the “Standing Rules Committee™) had established a privacy subcommittee, composed
of a representative from each of the advisory rules committees and representatives from the
Conference’s Committee on Court Administration and Case Management. The privacy
subcommiittee developed and proposed the 2007 rules implementing the E-Government Act. Since
then, the privacy subcommittee has made a comprehensive assessment of the operation of those
rules.

As explained in the privacy subcommittee’s attached report, the subcommittee examined four
general subjects, including the two issues raised in the April 2009 report. The four general subjects
included: (1) the effectiveness of the implementation of the privacy rules; (2) privacy concerns in
criminal cases; (3) electronic access to court transcripts; and (4) possible amendments to the privacy

" Fep.R. App. P. 25(a)(5); FEp. R. Baxkr. P. 9037; Fep. R. Civ. P. 5.2; and Fep. R. Cram, P 49 1,
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rules. The subcommittee examined whether rule changes were needed to improve the protection of
social security numbers in electronic case filings from disclosure, whether procedures should be
adopted to prevent the disclosure of highly sensitive information contained in plea agreements, and
whether there should be remote public access to court filings in immigration cases. The privacy
subcommittee convened a major conference on April 13,2010 at the Fordham University School of
Law to examine these and related questions. This conference brought together civil and criminal
lawyers, prosecutors and defense attorneys, academics, judges, members of the media, and various
staff who serve the courts, all with experience in the privacy issues raised by electronic court filings.
The subcommittee also gathered information from a variety of other sources, including a report
submitted by PublicResource.org on unredacted social security numbers in court filings; a survey
conducted by the Federal Judicial Center of unredacted social security numbers; local rules
governing redaction of private information in court filings; and surveys sent to randomly selected
district judges, clerks of court, and attorneys with electronic filing experience.

In examining the issue of unredacted social security numbers appearing in electronic filings,
the privacy subcommittee reviewed extensive surveys conducted by the Administrative Office and
the Federal Judicial Center. These surveys found only a small number of instances in which
unredacted social security numbers were accessible online and that such mistakes were rare. The
privacy subcommittee concluded that no new amendments to the rules are necessary. The
subcommittee recommended that education and monitoring continue, to ensure that information
subject to redaction is properly removed from court filings and that the number of mistakes is
reduced even more.

The privacy subcommittee also recommended against proposing a single uniform national
rule limiting public access to plea agreements. The arguments for limiting public access are based
on concerns about revealing cooperation provisions in plea agreements. District courts around the
country are using different methods to address these concerns. A single best practice that would
form the basis for a uniform national rule and meet the needs of all the districts has not yet emerged.
The subcommittee’s report recommends that district courts be encouraged to continue discussions
about the relative benefits of various practices and to work toward developing a consensus on a best
practice that might provide a basis for a national rule.

With respect to privacy concerns raised by electronic filing of transcripts, the privacy
subcommittee concluded that the policies and practices for protecting personal identifier information
in electronically filed transcripts are in place and being effectively applied. The report recommends
continued monitoring of the policies and practices on the electronic filing of transcripts as well as
continued efforts to educate attorneys and court reporters about privacy issues and redaction
obligations.

The report also recommends retaining the rule provision that exempts immigration cases
from the redaction requirements in the privacy rules. The provision is based on the large amount of
sensitive information that can be in immigration case files, the burden of redacting that information,
and the large volume of such cases. The report states that this exemption should be subject to future
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review in light of possible changes in technology and case volumes that could ease the burden of
redacting. The report suggests that such review also consider whether the exemption might be
narrowed to particular types of immigration cases.

The Judicial Conference’s Standing Rules Committee and Rules Advisory Committees have
taken steps to address the small number of unredacted social security numbers appearing in
electronic filings. The Rules Committees will continue to monitor the courts’ experiences with
providing the public access to electronic court filings, particularly with respect to plea and
cooperation agreements in criminal cases, with a view to identifying any potential new problems and
determining whether additional measures should be taken to address them.

Attachment
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Operation of the Federal Privacy Rules

A Report to the Judicial Conference Standing Committee on the Rules of Practice and
Procedure by the Subcommittee on Privacy

1. Introduction

A. The 2007 Adoption of the Privacy Rules

The E-Government Act of 2002 required the federal judiciary to formulate rules “to
protect the privacy and security concerns relating to electronic filing of documents” in federal
courts.' In response to this mandate, the Judicial Conference Committee on the Rules of
Practice and Procedure (the “Standing Committee™) established a Privacy Subcommittee,
composed of a representative from each of the Advisory Rules Committees and
representatives from the Committee on Court Administration and Case Management
(CACM), to make rule recommendations. That Subcommittee’s proposals for amendments
to the Federal Rules of Civil Procedure,” Criminal Procedure,’ Bankruptcy Procedure* and
Appellate Procedure’ (referred to collectively hereafter as “the “Privacy Rules”) were
adopted by the Standing Committee and went into effect on December 1, 2007. The
Standing Committee recognized a likely need to review the operation of the Privacy Rules
in the near future given the challenges of implementation, rapid technological advances, and
ongoing concerns about the proper balance between public access to court proceedings and
various claims to privacy.

B. Request for a Status Report on the Operation of the Privacy Rules

Since the Privacy Rules took effect, members of all three branches of government and
of the public have raised questions about implementation and operation. Meanwhile, courts
and litigants have gained practical experience in using the Privacy Rules in the context of
expanding electronic access to court proceedings under CM/ECF and PACER. Thus, when
in 2009, the Executive Committee of the Judicial Conference directed the Standing

' Pub. L. 107-347, § 205(c)(3).
? Fed. R.Civ.P. 5.2,

* Fed. R. Crim. P. 49.1.

* Fed. R. Banky. P. 9037,

* Fed. R. App. P. 25(a)(5).
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Committee to report on the operation of the Privacy Rules, the Standing Committee revived
its Privacy Subcommittee to conduct the necessary investigation. Once again, each Advisory
Committee designated a member to serve on the Privacy Subcommittee, with the Advisory
Committee Reporters serving as consultants. CACM also designated four members to serve
on the Subcommittee, with former CACM Chair, Judge John Tunheim, serving as a member-
at-large.

C. Principles Controlling Review

In undertaking its review, the Privacy Subcommittee recognized that its task was
discrete. It was not charged with developing new policy, but only with assessing how the
Privacy Rules operate consistent with existing policy established by the Judicial Conference
(largely on the basis of extensive research and consideration by CACM). This policy
generally favors making the same information that is available to the public at the courthouse
available to the public electronically.

In urging this “public is public” policy, CACM was mindful of an irony: thata system
of public access that required a trip to the courthouse to see court filings, while outdated, may
have afforded litigants, witnesses, and jurors more privacy — “practical obscurity” — than a
system of easy electronic access. CACM further recognized that some persons availing
themselves of electronic access might have illegitimate motives: identity theft, harassment,
and even obstruction of justice. Nevertheless, CACM concluded that the judiciary’s access
policy should generally draw no distinction between materials available at the courthouse and
online. This policy not only promotes long-standing principles of judicial transparency; it
ensures against profiteering in information available only at the courthouse by entrepreneurs
who could gather such information and market it over the Internet. CACM determined that
privacy interests in electronically available information could be protected sufficiently by
imposing redaction obligations on parties filing documents containing private information,
specifically, social-security numbers, financial-account numbers, dates of birth, names of
minor children, and, in criminal cases, home addresses.

The Standing Committee implemented these policy determinations in drafting the
Privacy Rules. The Privacy Subcommittee’s review of the operation of these rules is

® The Judicial Conference’s privacy policy incorporated several policies, including those

adopted by the Conference in 2001 and 2003 regarding clectronic public access to appellate, bankruptey,
civil, and criminal case files (JCUS-SEP/OCT 01, pp. 48-50; JCUS-SEP 03, pp. 15-16), as well as
guidance with respect to criminal case files (JCUS-MAR 04, p. 10).
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informed by the judiciary’s continued adherence to the stated policy.’

11. Organization and Work of the Privacy Subcommittee

A. Subjects Addressed By Working Groups

The Privacy Subcommittee quickly identified four general subjects for consideration
and constituted itself into corresponding working groups to address each matter.

1. Implementation of the Privacy Rules

Members of Congress and of the public have questioned how effectively the courts
have implemented the Privacy Rules, with particular concern for the appearance of
unredacted social-security numbers in some court filings. The Privacy Subcommittee has
reviewed this matter. It has further reviewed the efforts of individual courts and the
Administrative Office to educate attorneys about their redaction responsibilities. The
Subcommittee has reviewed local court rules addressing privacy concerns to determine their
compliance with the national Privacy Rules. Finally, the Subcommittee has considered other
procedures that might be implemented better to protect private information in court files.

2. Privacy Concerns in Criminal Cases

In criminal cases, a particular privacy concern has arisen with respect to electronic
access to plea and cooperation agreements, aggravated by the emergence of various websites
publicizing such information, of which whosarat.com is simply one example. In response
to a Department of Justice request for a judicial policy denying any electronic access to plea
agreements, CACM issued a March 2008 report to the Judicial Conference recommending
against such a policy because it would deny public access to all plea agreements, including
those that did not disclose cooperation.® In so reporting, CACM noted that the district courts
vary widely in affording public access to plea and cooperation agreements. Thus, the Privacy
Subcommittee has reviewed and evaluated these approaches with a view toward facilitating
any future consideration of a uniform policy or rule.

7 The Privacy Rules provide exceptions for Social Security cases and immigration cases. These

cases are not subject to the redaction requirements, but non-partics can obtain access only at the
courthouse. The Privacy Subcommittec reviewed the continuing viability of these exceptions, and its
conclusions are stated later in this report.

¥ See Report of CACM to Judicial Conference, March 2008 at 9.
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3. Electronic Access to Court Transcripts

Consistent with the E-Government Act, clerks of court are responsible for placing
transcripts of court proceedings on PACER. The Judicial Conference has made clear that it
is the parties, not the clerks, who are responsible for making necessary redactions from such
transcripts. The Privacy Subcommittee has considered the operation of this division of labor
in practice as well as the efforts made by courts and parties to minimize references to private
information in records that will eventually be transcribed. Special attention has been given
to voir dire transcripts containing private information about jurors.

4. Possible Amendments to the Privacy Rules

The Privacy Subcommittee was asked to consider whether the redaction requirements
of the existing Privacy Rules needed to be expanded to include more information, such as
alien registration numbers, driver’s license numbers, mental health matters, etc. Atthe same
time, the Subcommittee was asked to consider whether the Privacy Rules should be
contracted to eliminate or modify two exceptions to the basic “public is public” policy for
social security and certain immigration cases.

B. Information Obtained by the Privacy Subcommittee

In conducting its review, the Privacy Subcommittee made extensive efforts to obtain
information about how the Privacy Rules were working and how they might be improved.
In addition to considering existing sources of information, the Subcommittee conducted its
own surveys of court filings and of persons experienced with the operation of the Privacy
Rules. Finally, the Subcommittee conducted a conference at which it heard from over thirty
persons — judges, court personnel, attorneys, legal scholars, and mediarepresentatives — who
expressed diverse views on the issues of public access to court filings and the need to protect
private information. The results of the Subcommittee’s efforts, which should assist in the
future development of policies and rules regulating access to private information in court
filings, are detailed in multiple attachments to this report. The Subcommittee here briefly
describes its research efforts.

1. Review of Existing Report on Court Filings by PublicResource.org

A report published at PublicResource.org indicates that social-security numbers
remain unredacted in a number of publicly available court files. With the assistance of Henry
Wigglesworth of the Administrative Office, the Subcommittee conducted an in-depth
analysis of the data contained in the PublicResource.org report. That analysis is attached to
this Report. As the attachment indicates, very few cases (relative to the large number of
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court filings) in fact revealed unredacted social-security numbers. Most of the disclosures
cited by PublicResource.org related to filings made before the Privacy Rules were enacted,
while others reflected a common disclosure made multiple times in the same case.

2. Survey of Court Filings for Unredacted Social-Security Numbers

Atthe request of the Privacy Subcommittee, the Federal Judicial Center conducted its
own survey of court filings from a two-month period in 2010 to determine the frequency with
which unredacted social-security numbers appear in court filings. The FIC found roughly
2400 documents — out of 10 million documents searched — with unredacted social-security
numbers that did niot appear to be subject to the exceptions to redaction provided by the
Privacy Rules. Joe Cecil, who conducted the principal research, concluded that while the
number of unredacted documents should not be ignored, it was proportionally minimal and
did not indicate a widespread failure in the implementation of the Privacy Rules.’

3. Review of Local Rules

With the assistance of Heather Williams of the Administrative Office, the Privacy
Subcommittee collected and reviewed all local rules governing redaction of private
information in court filings. The Subcommittee determined that most local rules are intended
to educate attorneys about their redaction obligations consistent with the Privacy Rules. The
Subcommittee identified only a few local rules that conflict with the Privacy Rules, generally
by requiring more redactions than the national rules. Such conflicts are easily addressed by
an appropriate communication from the Standing Committee to the district chief judge.

4, Survey of Practical Experience with Privacy Rules

The Subcommittee early determined a need to know how those who regularly work
with the Privacy Rules view their operation. With the assistance of Joe Cecil and Meghan
Dunn of the FJC, the Subcommittee prepared and sent out surveys to a large number of

’ Joe Cecil provides the following illustration:

If those 2,400 documents were the equivalent of one sheet of paper, and those papers were piled on
top of each other, the stack of 2,400 sheets of paper would be just over nine and a half inches high.
That sounds like a lot, but keep in mind that if we stack up 10 million sheets of paper to represent
the almost 10 million documents that we searched, the stack of 10 million sheets of paper would be
well over twice the height of the Empire State Building.

5
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randomly selected district judges, clerks of court, and attorneys with electronic filing
experience. The survey sought experiential information and invited opinions on the need for
any rules changes. The results of this survey — including a description of methodology —
are attached to this report. The survey data indicates that the Privacy Rules are generally
working well and do not require amendment, but that continuing education efforts are
necessary to ensure compliance.

5. Fordham Conference

The Privacy Subcommittee asked its reporter, Fordham Professor Daniel Capra, to
identify persons with diverse views on the four areas of identified interest and to secure their
participation at an all-day conference at Fordham Law School on April 13,2010. Thanks to
Professor Capra’s efforts and Fordham’s hospitality, the Subcommittee heard panel
discussions on

L the broad question of transparency and privacy relating to court filings by a
judge and various legal scholars;

° the exemption of immigration cases from electronic filing by private and
public attorneys, a legal scholar, a member of the media, and a court
representative;

L the present implementation of the Privacy Rules by a judge, a legal scholar, a

member of the media, an AO representative, and a clerk of court;

L electronic access to plea and cooperation agreements and the need for a
uniform rule on this subject by a prosecutor, criminal defense lawyers, a legal
scholar, and a Bureau of Prisons official;

L the same subject by judges from districts affording different degrees of public
access to such information; and

L electronic access to transcripts, including voir dire transcripts by a judge, two
United States Attorneys, a First Amendment lawyer, and a jury clerk.

A transcript of these proceedings is attached to this report and will be published in the
Fordham Law Review. Insights gained at the Fordham Conference inform all aspects of the
findings and recommendations contained in this Subcommittee report.
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III.  Findings

A. Implementation of the Privacy Rules

1. Overview

The Privacy Subcommittee was charged with reviewing and reporting on the operation
of the existing Privacy Rules throughout the federal courts, with particular attention to
protection of the specified private identifier information in electronic filings available on
PACER. The Subcommittee reports considerable success in the implementation of these
Rules. At the same time, the Subcommittee identifies a continuing need for education
efforts, monitoring, and study to ensure continued effective implementation.

2. Specific Findings

a. Administrative Office Efforts

The Privacy Subcommittee reports that the Administrative Office has made significant
and effective efforts to implement the Privacy Rules’ redaction requirements, while still
providing the public with remote electronic access to court filings. For example:

° In 2003, the AO modified CM/ECF so that only the last four digits of a social
security-number can be seen on the docket report in PACER. In the same vein, in
May 2007 the AO’s Forms Working Group, comprising judges and clerks of court,
reviewed over 500 national forms to ensure that they did not require
personal-identifier information. The Working Group identified only six forms that
required personal identifier information, and those forms were revised or modified to
delete those fields.

L In August 2009, the AO asked the courts to implement a new release of
CM/ECF specifically designed to heighten a filer’s awareness of redaction
requirements. The CM/ECF log-in screen now contains a banner notice of redaction
responsibility and provides links to the federal rules on privacy. CM/ECF users must
check a box acknowledging their obligation to comply with the Privacy Rules
redaction requirements in order to complete the log-in process. CM/ECF also
displays another reminder to redact each and every time a document is filed.

° The Judicial Conference approval of a pilot project providing PACER access
to audio files of court hearings raised concerns about audio disclosure of personal
information. The eight courts participating in the pilot project employ various means



1 to discourage attorneys and litigants from introducing personal identifier information
2 except where absolutely necessary. Lawyers and litigants are also warned that they
3 could and should request that recorded proceedings containing information covered
4 by the Privacy Rules or other sensitive matters not be posted, with the final decision
5 made by the presiding judge. The AO has endeavored to ensure that courts and
6 litigants are mindful of their redaction obligations as they participate in this project.
7
8 b. Efforts by the Courts
9
10 (1)  Generally
11
12 All aspects of the Subcommittee’s review confirm that federal courts throughout the
13 country are undertaking vigorous and highly effective efforts to ensure compliance with the
14 Privacy Rules generally and with the requirement that personal identifier information be
15 redacted from or never included in court filings in particular. These efforts include:
16
17 . ECF training programs for both lawyers and non-attorney staff at law firms.
18 The extension of training to staff is important because experience indicates that
19 redaction failures, while infrequent, are frequently the result of filings made by staff
20 who are unaware of the Rules requirements.
21
22 L ECF newsletters containing reminders about the redaction requirements.
23
24 L Making counsel aware of the Privacy Rules at the initial court conference and
25 atevidentiary hearings, and also specifically advising counsel againstunnecessary use
26 of personal identifiers.
27
28 L Discouraging counsel from asking questions that would elicit testimony that
29 would disclose private identifier information.
30
31 ° Requiring redaction of exhibits containing personal identifier information as
32 a condition of admissibility.
33
34 L Providing notices at counsel’s table that describe the Rules’ redaction
35 requirements and that caution counsel not to put unredacted personal identifier
36 information into the record.
37
38 o Reading a prepared statement to witnesses cautioning against disclosure of
39 private identifier information.
40
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. Assisting pro se filers, especially in bankruptcy cases, in redacting personal
identifier information.

L Remedial action by clerks and courts when unredacted private identifiers are
found, including consultation with filers who are repeat violators.'’

(2) Social-Security Numbers in Court Filings

As discussed in an earlier section of this Report, surveys conducted by the AQ and the
FJC found only a small number of instances in which unredacted social-security numbers
have been accessible online in violation of the Privacy Rules. Of the 10 million recently filed
documents that the FIC researchers reviewed, less than .03 percent were found to contain
unredacted social-security numbers. And of those, 17 percent appeared to be subject to
some exception to redaction, such as waiver by the filing party.

The results indicate that such redaction failures as do occur are generally inadvertent.
Some lawyers and staff remain unaware of the redaction policy. The results also indicate that
the number of redaction failures is decreasing with time as courts continue and expand
education efforts. The Privacy Subcommittee concludes that no redaction system can be
error-free; nevertheless, continued education efforts should ensure that mistakes are rare and
that almost all information subject to redaction is in fact removed from court filings.

3) Implementation Challenges in Bankruptcy Cases

The Subcommittee’s research indicates that most identified Privacy Rules violations
occurred in bankruptcy cases. That is not surprising given the high number of first-time
bankruptcy filers, the need for disclosure of substantial personal information in bankruptcy
filings, and the probability that exhibits and proofs of claim will contain private identifiers.
The Privacy Subcommittee reports that while the number of disclosures of unredacted
personal identifiers is proportionately higher in bankruptcy cases, the actual number of

'™ The Privacy Subcommittee unanimously agrees with the basic premise of the Privacy
Rules — that the redaction obligation is on the parties, not clerks or judges. Nonetheless, the
Subcommittee notes and applauds the efforts of clerks and courts in taking remedial action when a failure
to redact has been discovered.
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disclosures remains small."" This is a tribute to the court efforts described generally in the
preceding subsection, which include efforts by the bankruptcy courts.'” The Subcommittee
is, therefore, confident that, as educational efforts continue and other initiatives are pursued,
the instances of errors in filing unredacted personal identifier information in bankruptcy
cases will be reduced even further.

(4)  Use of Local Rules

The Privacy Subcommittee conducted a comprehensive review of local court rules
intended to implement the national Privacy Rules. The Subcommittee recognizes that local
rules can have some value in educating filers about their redaction obligations. But local
rules cannotimpose obligations inconsistent with national rules. See, e.g., Fed.R.Civ.P. 83(a).
The Privacy Subcommittee has identified a few local rules inconsistent with the national
Privacy Rules, notably, local rules demanding the redaction of more information than
required by the national rules. National rules are a product of a carefully considered policy
that calibrates the balance between the judiciary’s commitment to public access and its
protection of personal privacy. Local rules requiring more information to be redacted alter
that balance.

An attached report identifies local rules that the Privacy Subcommittee finds
inconsistent with the Privacy Rules. 1t recommends that the procedure employed in the last
local rules project be employed here: the Standing Committee should inform the chief judge
of a district with an inconsistentrule, and the Standing Committee should work together with
the chief judge to remedy the situation.

"' Notably, Bankruptcy Rule 1003, as amended in 2003, now provides that the petitioner
disclose only the last four digits of the petitioner’s social-security number. Other Bankruptcy Rules
require disclosure of the full social-security number, but that information is not available to the public.
See, e.g., Bankruptey Rule 1007(f), which requires an individual debtor to “submit” to the clerk, rather
than “file” a verified statement containing an unredacted social-security number. At this point, in a
bankruptcy case as in any other, unredacted social-security numbers are not accessible to the public
unless permitted by one of the exceptions to the Privacy Rules.

"t A paper prepared by Hon. Elizabeth Stong and submitted for the Fordham Privacy Conference
provides a helpful description of how the Privacy Rules are implemented in the Eastern District of New
York Bankruptcy Court. That paper is attached to this Report.

10
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3. Possible Future Initiatives

Given inevitable advances in technology, the Subcommittee suggests that future

attention be given to two possible developments.

° Current technology permits detection of unredacted social-security numbers
in court filings, as the Federal Judicial Center did in the attached report. Current
technology does not permit a comparable search for other unredacted personal
identifiers, such as names of minor children. Nevertheless, at the Fordham
Conference, Professor Edward Felten predicted that future technological
developments might well provide such capacity. The Privacy Subcommittee
recommends that the AO continue to monitor the state of search technology.

L Technology might also make it easier for a filing party to search for material
to redact in a transcript or in a document that the party is going to file. For example,
a pdf document is obviously easier to search if it is in searchable format. More
broadly, as stated above, software might be developed in the future that would make
it easier to search exhibits, immigration records, or indeed any document. While it is
not the obligation of the courts to redact filings for litigants, to the extent the courts
are already engaged in extensive and highly effective educational efforts, they might
be encouraged to include relevant technological advances in the information
conveyed.

While such future initiatives should be pursued, the Privacy Subcommittee concludes

that the most important means of ensuring effective implementation of the Privacy Rules is
to continue the current efforts to educate filers and other court participants about the need (a)
to redact private identifiers from documents that must be filed, and (b) to avoid disclosure
of private identifiers except when absolutely necessary.

Finally, the Subcommittee suggests continued monitoring of the implementation of

the Privacy Rules. Specifically, a study of court filings for unredacted personal identifiers,
such as that conducted by the Federal Judicial Center for this report, should be conducted on
a regular basis, possibly every other year.

B. Criminal Cases: Affording Electronic Access to Plea and Cooperation
Agreements

1. Overview

The Privacy Subcommittee quickly identified electronic public access to plea and

11
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cooperation agreements in criminal cases as an area warranting careful review. Survey
information and the Fordham Conference indicate that easy electronic access to such
information, coupled with Internet sites committed to its collection and dissemination, have
heightened concerns about retaliation against cooperators and prosecutors’ ability to secure
cooperation.

The Privacy Subcommittee views the recruitment and protection of cooperators as
matters generally committed to the executive branch. Atthe same time, it recognizes judicial
responsibility to minimize opportunities for obstruction of justice. How to do so without
compromising public access to court proceedings — especially proceedings that may be of
particular public interest, including the treatment of defendants who cooperate with the
prosecution — admits no easy answer.

The Subcommittee has identified varied approaches by the district courts to the public
posting of pleaand cooperation agreements and general court resistance to a uniform national
rule. To the extent the Department of Justice, some defense attorneys, and legal scholars
support a national rule, the Subcommittee has identified no consensus on what that rule
should be. Nor can it presently identify a “best practice.”

The Subcommittee suggests that CACM and the Standing Committee encourage
district courts to continue the discussion begun at the Fordham Conference about the relative
advantages of various practices in order to determine if a consensus emerges in favor of a
particular practice or rule. It further suggests that courts might consider methods, where
appropriate, to avoid permanent sealing of plea or cooperation agreements — possibly by
providing for such orders to expire at a fixed time subject to extension by the court upon
further review.

2. Specific Findings

a. Existing District Court Practices for Posting Plea and
Cooperation Agreements

The Privacy Subcommittee identified various approaches by the district courts in
publicly posting plea and cooperation agreements,”” which are summarized here in

" A chart of the various approaches, prepared by Susan Del Montc of the Administrative
Office, is attached to this Report.
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descending order of accessibility:

. Full electronic access to plea and cooperation agreements, except when sealed
on a case-by-case basis.

L No remote electronic access to plea or cooperation agreements, but with such
agreements fully available at the courthouse unless sealed in an individual case.

L Full electronic access to plea agreements, but with a separate sealed document
filed in every case indicating whether or not the defendant has entered into a
cooperation agreement.'*

. No public access to plea or cooperation agreements either electronically or at

the courthouse, because these documents are not made part of the case file.

b. Concerns with the Identified District Court Practices

At the Fordham Conference, prosecutors, defense counsel, and legal scholars

expressed concerns about the various district court approaches. Again, working from the
least to most restrictive approach, these concerns are summarized as follows:

L Fullremote access to plea agreements with sealing of cooperation information
in individual cases means a sealing order effectively raises a red flag signaling
cooperation.

® Prohibiting electronic access to plea and cooperation agreements but allowing
courthouse access to such documents encourages the development of cottage
industries to acquire and post such information (often for sale), the very concern that
prompted the Judicial Conference to adopt the “public is public” policy.

. Posting plea agreements that say nothing about any cooperation, or posting
documents that use the same boilerplate language whether a party is cooperating or
not, result in misleading court documents and preclude public scrutiny of how the
judicial system treats cooperating defendants.

" This approach is intended to minimize the ability to identify a cooperating defendant from the

presence on the public record of sealed document. The Subcommittee notes the possibility of such
identification from other public record entrics, such as delayed or frequently adjourned sentencing
proceedings.

13


http:agreement.14

Neliv RN e R0 A R )

W L W W W2 NN N 2NN DN B R = e e bt e el e e et e
B DN e D 00 N1 SN WA DN e D000 =N R W N = O

L Not posting plea or cooperation agreements at all hampers public scrutiny
not only of the treatment of cooperators but of the process by which guilty pleas are
obtained.

Some Conference participants also raised a general concern: that as defendants from
different districts found themselves housed together in the federal prison system, some might
misconstrue records from districts with which they were not familiar. For example, a
prisoner from a district where individual sealing signaled likely cooperation might mistakenly
infer that every prisoner with a sealed record entry was a cooperator without realizing that
some districts made a sealed entry in every case to ensure no difference between the dockets
of cooperators and non-cooperators.

c. Support for a Uniform Rule

While prosecutors, most defense attorneys, and legal scholars urged a uniform rule
for posting plea and cooperation agreements, they did not agree as to the content of thatrule.
Some urged few, if any, limits on public access to such agreements, while others supported
strict limitations."?

The Subcommittee has considered the uniform rule proposal recommended by
Professor Caren Myers in her article, Privacy, Accountability, and the Cooperating
Defendant: Towards a new Role for Internet Access to Court Records, 62 Vand. L. Rev. 921
(2009), a copy of which is attached to this Report. Professor Myers, a former federal
prosecutor, urges a rule that would (1) generally deny public access to individual plea and
cooperation agreements except where ordered by the court on a case-by-case basis; and (2)
provide public access to plea and cooperation information in the aggregate, without
identifying individual defendants. As Professor Myers explained at the Fordham
Conference, she thinks that in most cooperation cases, the risk to a defendant from public
disclosure of the defendant’s cooperation far outweighs any public interest in knowing that
the defendant decided to cooperate. To the extent there is a public interest in knowing what
kinds of deals the government is making with cooperators and what kinds of benefits they
are receiving from the courts, Professor Myers submits that information can be provided
anonymously or in the aggregate.

" Because the Department of Justice has historically supported a uniform rule with strict
limitations, the Subcommittee, early in its work, invited DOJ to propose a draft rule as a basis for
Subcommittee discussion. DOJ continues to work on the issue, including the viability of a national rule,
but has not at this time submitted draft language.

14
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Some participants at the Fordham Conference questioned the sweep of Professor
Myers’s proposal, which would severely limit public access to plea and cooperation
agreements in individual cases. They also questioned the effectiveness of such a rule in
protecting cooperators, given the ability to infer cooperation from delayed or adjourned
sentences or from the sealing of sentencing minutes, in whole or in part.

d. Judicial Opposition to a Uniform National Rule

At the Fordham Conference, the Subcommittee also heard the views of judges drawn
from districts pursuing each of the identified approaches. Their thoughtful responses to the
concerns and suggestions of lawyers and legal scholars and their explanations for how and
why their courts employed various approaches to posting plea and cooperation agreements
were particularly informative. This discussion revealed that the various practices employed
by courts with respect to plea and cooperation agreements were not casually developed.
Rather, district courts have carefully considered the question of public access to such
agreements, with individual courts soliciting the views of attorneys and other interested
parties and engaging in substantial internal discussion before settling on an approach. The
discussion further revealed that each district is strongly committed to its chosen approach,
convinced that the approach satisfactorily balances the twin concerns of public access and
cooperator safety, and resistant to the idea of a uniform national rule (particularly if it would
differ from its own practice).

e. Subcommittee Conclusions

The Subcommittee concludes that no best practice has yet emerged supporting a
uniform national rule with respect to granting public access to plea and cooperation
agreements. The Subcommittee suggests that CACM and the Standing Committee encourage
district courts to continue the discussion begun at the Fordham Conference as to the relative
benefits of various practices, with a view toward determining if a consensus emerges in the
coming years as to a best practice that might provide a basis for a uniform national rule.

At the same time, the Subcommittee is of the view that the rationale for limiting
public access to such agreements — cooperator safety — does not necessarily support the
permanent sealing of most cooperation agreements, much less plea agreements. Courts
limiting access to such agreements might consider whether it is appropriate to include a
“sunset” provision that allows sealing orders within a time prescribed either automatically
for every case or specifically in individual cases with further sealing dependent on a court
determination of a continued need.

15
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C. Redacting Electronic Transcripts

1. Overview

Judicial Conference policy requires that court transcripts be posted on PACER within
90 days of delivery to the court clerk.'® The Privacy Subcommittee has considered the
judiciary’s ability to comply with this policy while ensuring the redaction of personal
identifier information as required by the Privacy Rules. The Subcommittee reports that the
redaction of private information from transcripts on PACER is still a work in progress.
Nevertheless, that work appears to be going well. Because the process relies on the vigilance
and sensitivity of lawyers, judges, and court staff, continuing education is important to ensure
these persons’ awareness of the need to minimize record references to private identifier
information and to redact such information when it appears in transcripts.

The Privacy Subcommittee has separately considered the privacy issues implicated by
the electronic posting of voir dire transcripts, which may reveal personal information about
potential jurors not required to be redacted by the Privacy Rules. Such information could be
used to retaliate against jurors and could compromise the identification of prospective jurors
able to serve without fear or favor. Because the Judicial Conference has recently provided
the courts with guidance as to how to balance the competing interests in public access to voir
dire and juror privacy, the Subcommittee suggests that the Standing Committee request
CACM to monitor the operation of these guidelines to determine the need for any further
policy action.

2. Specific Findings

a. The Redaction of Electronically Posted Transcripts

(1)  Judicial Conference Policy for Electronic Filing

Consistent with the mandate of the E-Government Act to create a complete electronic
file in the CM/ECF systems for every federal case, in 2003, the Judicial Conference, as stated
above, adopted a policy requiring courts electronically to post transcripts of court
proceedings within 90 days of their receipt by the clerk of court. In the 90-day period
preceding electronic filing, each party’s attorney {or each pro se party) must work with the

" See JCUS Sep. 07 at 7. Extensive guidance on the implementation of the transcripts policy is

found in a letter to clerks from Robert Lowney of the AQ, dated January 30, 2008. Sce also Report of
CACM to the Judicial Conference on Electronic Transcripts, June 2008.
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court reporter according to a prescribed schedule to ensure that any electronically filed
transcript is properly redacted of personal identifier information consistent with the
requirements of the Privacy Rules.

(2)  Survey Results Indicate General Compliance with
Transcript Policy

The FIC survey reveals that, as of December 2009, all bankruptcy courts and all but
a few district courts are posting trial transcripts on PACER, though most courts do not
routinely post deposition transcripts. A majority of the surveyed courts have established
local rules or policies to address privacy concerns arising from the electronic posting of trial
transcripts. The number of clerks and judges who reported complaints about personal
identifier information appearing in electronically filed transcripts is small.

The survey further revealed that clerks of court, judges, and lawyers are actively
engaged in ensuring proper redaction of electronically filed transcripts. Specifically, a
significant number of clerks reported that their courts require that transcripts be filed as text-
searchable PDFs to facilitate redactions. Other clerks reported using software programs
specifically developed to identify personal identifier information. Still more clerks expressed
interest in the development of such programs.

The survey revealed that judges employ various means to educate counsel about their
redaction obligations with respect to electronically filed transcripts. A common practice is
to provide counsel with a card urging that personal identifier information not be elicited on
the record and that any such information that appears in transcripts be redacted. Similar
guidance is provided to counsel at the initial case conference, in formal written orders, and
through communication with chambers staff. Judges also intervene to cut off a line of
questions that appears to be eliciting personal identifier information. Judges report that they
also rely on chambers staff and docket clerks to alert them to the appearance of personal
identifier information in a transcript that will require redaction.

The survey confirms general attorney awareness of the Privacy Rules’ redaction
requirements. Two-thirds of attorneys responding reported that they redacted personal
identifier information before transcripts were electronically filed. Half of attorneys surveyed
reported that they actively sought to avoid eliciting personal identifier information on the
record. Nevertheless, because 17% of responding attorneys reported that they made no effort
to redact transcript before electronic filing, there is plainly a need for continuing education
and monitoring in this area,
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(3)  The Fordham Conference

Participants at the Fordham Conference reinforced the conclusions drawn from the
survey: (a) that courts and attorneys are striving to avoid disclosure of personal identifying
information on the record, and (b) that the redaction procedure for electronic transcripts
adopted by the Judicial Conference 1s generally working as intended.

Two United States Attorneys stated that although the redaction requirements were
initially met with some displeasure by their Assistants, experience had shown that the
required procedures were workable and not unduly burdensome. One of the United States
Attorneys reported developing a standard form to facilitate the specification of pagesand line
numbers where personal identifier information needed to be redacted.

Both government and private attorneys stated that they generally sought to avoid
eliciting personal identifier information in proceedings that could be transcribed. They
agreed that there was rarely a need for such information, and that attorneys could usually
avoid personal information coming into the record by applying some forethought to questions
asked and documents introduced into evidence. The lawyers discussed the value of reaching
advance agreements with opposing counsel to minimize the introduction of personal
identifier information.

Some Conference participants identified concern that parties in civil cases were urging
court reporters to redact from transcripts confidential information — such as proprietary
information - not falling within the categories specified in Fed. R. Civ. P. 5.2(a). Parties and
court reporters need to be made aware that redactions beyond those specified in Rule 5.2(a)
require a court order pursuant to Rule 5.2 (e) and its counterparts.

b. The Electronic Filing of Voir Dire Transcripts

(1)  Concerns Attending Voir Dire Transcripts

Electronic filing of voir dire transcripts raises unique concerns and, thus, was
considered separately by the Privacy Subcommittee. Voir dire may elicitarange of personal,
sensitive, or embarrassing information from a juror that need not be redacted under the
Privacy Rules. The possibility of such information making its way from PACER access to
broad disclosure on the Internet poses real risks for juror harassment or even retaliation.
Many jurors may presently be unaware that voir dire transcripts will be electronically filed.
With such awareness, courts may find it more difficult to identify potential jurors able to
serve without fear or favor.
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Because it is the court that summons persons for jury service, the judiciary’s
responsibility to safeguard jurors is arguably stronger than its responsibility to safeguard
persons who enter into cooperation agreements with the executive branch. Nevertheless,
some circuit precedent holds that voir dire proceedings should generally be open to public
scrutiny. Further, if the transcript of an open voir dire proceeding is available at the
courthouse, the judiciary’s “public is public” policy suggests that it should also be
electronically accessible.

(2)  Judicial Conference Guidance for Voir Dire

Mindful of these competing concerns, the Judicial Conference, at its March 2009
session, provided courts with guidance on how to balance the public nature of jury selection
with the protection of juror privacy.'” Under the policy, Judges should inform jurors that they
may approach the bench to share personal information in an on-the-record in camera
conference with the attorneys, and should make efforts to limit references on the record to
potential jurors’ names by, for example, referring to them by their juror number. The policy
further states that in deciding whether to release a voir dire transcript, a judge should
balance the public’s right of access with the jurors’ right to privacy — consistent with
applicable circuit precedent — and, only if appropriate, seal the transcript."

Such guidance necessarily informs the Subcommittee’s review of how courts and
parties treat voir dire transcripts and juror privacy.

(3)  Survey Results Respecting Voir Dire Transcripts

Courts presently vary widely in their policies on posting voir dire transcripts. Sixty
percent of courts surveyed indicated that they did not place voir dire transcripts on PACER.
Thirty-two percent indicated that they posted such transcripts in both civil and criminal cases.

7 JCUS-MAR 09, pp. 11-12.

'* In the event the court scals the entire voir dire proceeding, the policy provides that the
transcript should be docketed separately from the rest of the trial transcript. In the event the court seals
only bench conferences with potential jurors, that part of the transcript should be docketed separately
from the rest of the voir dire transcript. The parties should be required to seek permission of the court to
use the voir dire transcript in any other proceeding.
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Only a handful of clerks and judges reported problems or complaints about the proper
redaction of personal identifier information in voir dire transcripts. The reason why few
problems arise appears to be judicial vigilance. Over 70 percent of district and magistrate
judges reported using one or more procedures to protect juror privacy during voir dire
proceedings and in resulting transcripts. The most frequent procedure used is in camera
conferences pursuant to the Judicial Conference policy. Judges also report the following
procedures designed to protect juror privacy:

® sealing juror questionnaires or voir dire transcripts,
e referring to jurors by numbers rather than names,

¢ reminding court reporters that voir dire proceedings are to be transcribed only if the
appropriate section of the transcript request form is completed, and

® limiting transcript accessibility to the courthouse.

Significantly, most judges reported that they considered the measures available to them
adequate to protect juror privacy.

(4)  The Fordham Conference

Participants at the Fordham Conference expressed some concern that posting voir
dire transcripts could make it more difficult to select juries. They discussed various efforts
to protect juror privacy, which generally tracked the methods reported by judges in the survey
results, described above. Some additional procedures suggested included:

® using juror questionnaires to reduce courtroom questioning,

® providing for the automatic redaction of juror personal identification information
from voir dire transcript by the court reporters,

® providing the names of persons selected for jury pools only upon request, with such
a request denied if the court determines that the interests of justice require

confidentiality, and

® withholding the names of jurors until the conclusion of trial and releasing them
only on order of the court.
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c. Subcommittee Conclusions

The Privacy Subcommittee concludes that the policies and practices for protecting
personal identifier information in electronically filed transcripts are in place and, on the
whole, being effectively applied by litigants and the courts. The Subcommittee suggests that
CACM regularly review these policies and practices in light of constant technological
advances. The Subcommittee also suggests continuing and expanding education efforts by
the courts to raise attorneys’ awareness of their redaction obligations with respect to
electronically filed transcripts. Attorneys and court reporters also need to be made aware that
the redaction of material not specified in subsection (a) of the Privacy Rules requires a court
order.

With respect to voir dire transcripts, the Judicial Conference has recently provided
guidance for courts in balancing the right of public access ~ including electronic access — to
such transcripts with juror claims to privacy. The Subcommittee suggests that the Standing
Committee request CACM to monitor whether this guidance is adequate to ensure the
selection of fair and impartial jurors from a broad pool of persons and to safeguard against
retaliation and harassment.

D. The Need For Rule Changes

I. Overview

Upon careful review of the survey data and the information provided at the Fordham
Conference, the Privacy Subcommittee reports that, with the possible exception of the rules’
treatment of immigration cases, there is no significant call by the bench or bar for changes
to the Privacy Rules. Users of the rules generally agree that existing redaction requirements
are manageable and provide necessary protection against identity theft and other threats to
privacy presented by remote public access. Such complaints or suggestions as were heard
derive from the necessary learning curve involved in recent implementation of the Privacy
Rules. The Subcommittee thus concludes that the data collected do not support either
expansion or contraction of the types of information subject to redaction requirements.

2. Areas Specifically Considered for Changes to the Rules

a. Alien Registration Numbers

In considering possible amendments to the Privacy Rules, the Subcommittee gave
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particular attention to the need to redact alien registration numbers insofar as they might be
analogized to social-security numbers. After extensive discussion and debate, including
consideration at the Fordham Conference, the Subcommittee concludes that redaction of
alien registration numbers is not warranted at this time.

Disclosure of an alien registration number, unlike a social-security number, poses no
significant risk of identity theft. Moreover, the Subcommittee heard from a number of court
clerks and Department of Justice officials, all of whom stressed that redacting alien
registration numbers would make it extremely difficult for the courts to distinguish among
large numbers of aliens with similar or identical names and to ensure that rulings were being
entered with respect to the correct person. Redaction would create a particularly acute
problem in the Second and Ninth Circuits, which have heavy immigration dockets. Given
the lack of any expressed support for the redaction of alien registration numbers, the Privacy
Subcommittee sees no reason to add them to the list of information subject to redaction under
subdivision (a) of the Privacy Rules.

b. The Exemption for Social Security Cases

The Privacy Subcommittee considered the continued need for exempting Social
Security cases from the redaction requirements of the Privacy Rules. The Subcommittee
reports no call for a change to that exemption. Further, the reason for the exemption
identified in 2007 pertains equally today: Social Security cases are rife with private
information, individual cases hold little public interest, and redaction would impose
unusually heavy burdens on filing parties.

c. The Exemption for Immigration Cases

The Privacy Subcommittee also considered the continued need for exempting
immigration cases from the redaction requirements of the Privacy Rules.'” Participants at the
Fordham Conference vigorously argued both sides of the question. The argument for
abrogating the exemption and affording remote public access to immigration case files was
that the current system gives “elite access” to those with resources to go to a courthouse that,

" 1t should be noted that the Judicial Conference policy drafted by CACM provided an
exemption from the redaetion requirements for Social Security cases but not for immigration cases.
During the process of drafting the Privacy Rules, the Department of Justice made arguments and
provided data that persuaded the Privacy Subcommittee and eventually the Standing Comunitiee that an
exemption for immigration cases was warranted.
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especially in transfer cases, might be hundreds of miles away from a party interested in the
information. It was argued that limiting access to the courthouse was particularly burdensome
for members of the media. Under the current rule, the media must often depend on the parties
to get information about habeas petitions and complaints in an immigration matter. It was
also suggested that the exemption is ineffectual in that certain information in immigration
cases is available over PACER — including the docket, identity of the litigants, and the
orders and decisions, which will frequently contain sensitive information about asylum
applicants. Thus, the media argues that the current system of access impairs First
Amendment interests without providing much privacy protection.

On the other hand, the Privacy Subcommittee also heard forceful arguments from
DOJ and court personnel in favor of the current system of limiting remote public access to
immigration cases. They note the explosion of immigration cases since 2002, particularly in
the Second and Ninth Circuits, and argue that immigration cases, especially asylum cases,
are replete with private information on a par with or greater than Social Security cases. That
personal and private information is necessary to the court’s disposition, so there is no way
to keep it out of the record. Moreover, it is woven throughout the record, precluding easy
redaction.”’ Further, the burden of redaction would inevitably fall on the government because
many petitioners are unrepresented, and imposing redaction requirements on pro bono
counsel could discourage such representation. DOI represents that there is no simple
technological means presently available to redact all personal information in all the
immigration cases. It urges that any change to current limitations on remote public access
be deferred until technological advances facilitate redaction.

A compromise solution emerged at the Fordham Conference: maintaining existing
limitations on remote public access for immigration cases most likely to include sensitive
information, such as cases seeking asylum or relief under Convention Against Torture, but
removing the exemption for immigration cases involving transfer, detention, or deportation.
The Privacy Subcommittee agrees that a more nuanced approach to exempting immigration
cases from remote public access warrants further consideration. One area for investigation
is the plausibility of segregating cases by subject. For example, removal cases often present
claims for asylum. Another factor to be considered is a possible decline in the volume of
immigration cases, or types of immigration cases, which could lessen the burdens of
redaction. A third factor — referred to earlier in other sections of this Report — is the
possibility that advances in technology will ease the burdens of redaction.

The Privacy Subcommittee urges further research and consultation with interested

A DOJ official estimated that one FOIA officer would have to spend an entire work day with
one case to get the average asylum case moved to the Court of Appeals in redacted form.
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parties before any decision is made to abrogate the exemption for immigration cases. But,
mindful of the significant public interest in open access generally, and in immigration policy
in particular, the Subcommittee suggests that the current approach to immigration cases be
subject to future review and possible modification.

1II. Summary of Findings and Recommendations
The Privacy Subcommittee summarizes its findings and recommendations as follows:

1. The Privacy Rules are in place and are generally being implemented effectively
by courts and parties.

2. To ensure continued effective implementation, every other year the FIC should
undertake a random review of court filings for unredacted personal identifier information.

3. Also to ensure continued effective implementation of the Privacy Rules, the
courts should continue to educate their own staffs and members of the bar about (a)
redaction obligations under the Privacy Rules, (b) steps that can be taken to minimize the
appearance of private identifier information in court filings and transcripts, and (c) the need
to secure a court order under Fed. R. Civ. P. 5.2(e) or its counterparts before redacting any
information beyond that specifically identified in the Privacy Rules.

4. The AO should monitor technological developments and make courts and litigants
aware of software that would make it easier to search documents, transcripts, and court
records for unredacted personal identifier information.

5. At present, no best practice can be identified to support a uniform national rule
with respect to making plea and cooperation agreements publicly available. District courts
should, however, be encouraged to continue discussing their different approaches, and the
Standing Committee might request CACM to monitor these approaches to see if, at some
future time, a best practice emerges warranting a uniform rule.

6. To the extent district courts seal plea or cooperation agreements, consideration
might be given, where appropriate, to a “sunset provision” providing for their expiration

unless sealing is extended after further review and order of the court.

7. There is no need to amend the Privacy Rules either to expand or to contract the
type of information subject to redaction.
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8. The exemption for Social Security cases should be retained in its current form.

9. The exemption for immigration cases should be retained in its current form.
Nevertheless, this exemption should be subject to future review in light of possible changes
in technology and case volumes that could ease the burden of redaction. Such review should

also consider whether the exemption might be narrowed to particular types of immigration
cases.

December, 2010

25



00 - O\ B L D e

R o D T R VL NI S T N T (5 I S i (N I 0% I S I S L et e e i i et
=IO B L B2 = OND 00 N O W B D = OO 00~ Oy B W N e OWD

Judicial Conference Standing Committee on the Federal Rules
Subcommittee on Privacy

Hon. Reena Raggi, Chair

Hon. Robert L. Hinkle (Chair of Working Group on Rules Changes)
Hon. John G. Koeltl (Chair of Working Group on Transcripts)
Hon. Ronald B. Leighton (Chair of Working Group on Implementation)
Hon. Steven D. Merryday (Chair of Working Group on Criminal Cases)
Hon. David H. Coar
Hon. James B. Haines, Jr.

Hon. John R. Tunheim
James F. Bennett, Esq.

Leo P. Cunningham, Esq.

Elizabeth J. Shapiro, Esq., Department of Justice
Jonathan Wroblewski, Esq., Department of Justice
Professor Sara Sun Beale
Professor Edward H. Cooper
Professor S. Elizabeth Gibson
Professor Catherine T. Struve

Professor Daniel J. Capra, Reporter

26



Attachment 1 to Privacy Subcommittee Report

Report by Administrative Office on Research into Unredacted

Social Security Numbers Reported by PublicResource.org
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August 24, 2009

Via F-muail

MEMORANDUM TO: PRIVACY SUBCOMMITTEE
FROM: HENRY WIGGLESWORTH & HEATHER WILLIAMS

SUBJECT: SOCIAL SECURITY NUMBERS IN DISTRICT COURT CASE FILES

BACKGROUND

On December 1, 2007, Federal Rule of Criminal Procedure 49.1 and Federal Rule of
Civil Procedure 5.2 (“the privacy rules”) took effect, providing that any “electronic or paper
filing” in district court that contains a social security number (SSN) must be redacted so that only
the last four digits of the SSN appear in the filing. In October 2008, Carl Malamud, President of
Public.Resource.Org, sent Judge Lee H. Rosenthal a letter concerning the appearance of
unredacted SSN’s in the electronic case files of federal district courts — publicly available
through PACER - notwithstanding the redaction requirement of the privacy rules. Mr. Malamud
referred in his letter to having found 2,282 “suspect documents” in the case files of 32 different
districts. He provided a CD to Judge Rosenthal containing a spreadsheet of these 32 districts. A
copy of Mr. Malamud’s letter and spreadsheet are attached as Appendix A. This memorandum
analyzes the post-2007 cases from Mr. Malamud’s list.

RESULTS OF ANALYSIS

As shown in Table A below, we found 217 documents containing 368 SSN’s filed after
December 1, 2007. This number excludes 93 documents (30% of the 310 documents on
Malamud’s list), which were inaccessible either because they were illegible or had been scaled
by the district court after the court had become aware that the document contained one or more
SSN’s. Table A also shows the number of SSN’s that were either waived by the party filing it
(91 SSN’s) or exempted from the redaction requirement (23 SSN’s). Please note that, for the
purposes of this analysis, multiple filings of the same document containing the same SSN were
counted only once.
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Approximately 70% of the SSN’s we found (260 out of 368)" did not fall into either the
waiver or exemption categories. Two thirds of this amount (178) appear to have been filed by a
handful of actors in eight districts. For example, in Alaska, 10 of the 11 unredacted SSN’s
appeared in applications for writs of gamishment filed by the U.S. Attorney; in Massachusetts,
all 7 SSN’s were filed by defendants in a single case who were seeking to obtain the criminal
history of plaintiff’s witnesses; and in the Southern District of California, 81 out of 85 SSN’s
were filed as part of a list of shareholders by a defendant corporation. This information is
detailed in Table B, below.

As Table A further demonstrates, 24% of the SSN’s we located (91 out of 368) were filed
by the possessor of the SSN and therefore constituted a waiver under the privacy rules. Of this
amount, one tenth (9 out of 91) were filed by a party proceeding pro se. [n addition, about 6% of
the total number of SSN’s (23 out of 368) were exempt from the redaction requirement. These
exemptions fell largely into categories related to law enforcement: records of other courts or
agencies, arrest or search warrants, and official records of state-court proceedings.

The remaining SSN’s that were neither exempt from the redaction requirement, nor
waived, nor filed by one of the handful of actors mentioned above, thus constituted 22% of the
total (82 out of 368). They fell into a variety of categories, from pleadings themselves to various
medical, financial, employment, and law-enforcement records. A specific break-down of all the
SSN’s is provided in Table C.

Finally, seven of the 32 districts on Malamud’s list — the Districts of Arizona, Oregon,
Southern Texas, Eastern Louisiana, Southemn Ohio, Middle Pennsylvania, and Puerto Rico - had
no SSN’s filed afier December 1, 2007. In addition, one district — the Central District of Illinois —
did not list dates of filings and therefore could not be analyzed. Another — the Eastern District of
Pennsylvania — had only one case, but that case was unavailable on PACER.

METHODOLOGY

We analyzed the data from the 32 district courts submitted by Mr. Malamud using
PACER to access the electronic case file for each case that appeared to have had a SSN posted
after December 1, 2007, the effective date of the privacy rules. We examined the specific
document and page number cited by Mr. Malamud where one or more SSN’s supposedly
appeared. Once we located a document that contained one or more SSN’s, we printed the page
where the SSN appeared and also the first page of the document in which it appeared. These
print-outs are attached as Appendix B and are numbered, sequentially within cach district.
These numbers correspond to handwritten numbers in the left-hand margin of the list provided
by Mr. Malamud.

After locating the documents, we analyzed each appearance of a SSN to determine
whether it fell into an exemption to the privacy rules. Due to the volume of SSN’s, this
determination was made based upon a plain reading of the rule, rather than extensive research

* There is a discrepancy of six SSN’s between this amount (260), as reflected in Table C, and the
number of non-exempt, non-waived SSN’s that can be derived from Table A (254).

A TRADION OF SERVICE 10 THE FEDERAL JUDICIARY
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into case law interpreting the rule. The privacy rules exempt the following documents from the
redaction requirement:

(1

2
€))
%)

(%)

(6)
(7

(8)
9)

a financial account number or real property address that identifies the property allegedly
subject to forfeiture in a forfeiture proceeding;

the record of an administrative or agency proceeding;
the official record of a state-court proceeding;

the record of a court or tribunal, if that record was not subject to the redaction
requirement when originally filed;

a filing covered by Criminal Rule 49.1(d) [“Filings made Under Seal”] or Civil Rule
5.2(c) or (d) [“Social Security Appeals and Immigrations Cases”]

a pro se filing in an action brought under 28 U.S.C. §§ 2241, 2254, or 2255,

a court filing that is related to a criminal matter or investigation and that is prepared
before the filing of a criminal charge or is not filed as part of any docketed criminal case;

an arrest or search warrant; and
a charging document and an affidavit filed in support of any charging document.

We also looked at each SSN to determine whether it fell under the waiver provision of the

privacy rules, which provides that a person waives the protection of the rules as to that person’s
own information by filing it without redaction and not under seal. See Fed. Crim. P. 49.1(h);
Fed. R. Civ. P. 5.2(h).

A TRADYIION OF SERVICE 10 YHE FEDERAL JUBICIARY
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TABLE A: Incidence of SSN’s in District Court Case Files
Documents on
Malamud’s 1 Number
. . List Filed naccessible . .
District Court After 12/01/07 | Documents Ssﬁ’sz Waivers | Exemptions
That Contain
: SSN’S
M.D. Ala. 78 9 67 32 13
D. Alaska 11 0 11 0 0
N.D. Cal. 17 0 15 2 1
S.D. Cal, 14 0 93 7 1
D. Col. 2 0 2 2 0
D. Conn. 1 0 1 1 0
D. Del. 11 1 13 3 0
D.D.C. 25° 24 1 1 0
S.D. Fla. 1 0 2 0 0
D. Guam 5 i 4 0 0
D. Haw, 1 0 1 0 0
N.D. 1l 19 0 71 6 1
D. Md. 2 0 2 2 0
D.N. Mar. L 1 0 1 1 0
D. Mass. 14 11 7 0 0
D. Minn. 1 0 1 1 0
D.N.J. 3 0 3 2 0
S.D.N.Y. 41° 0 58 21 4
W.D. Pa. 4 1 2 0 2
D.R.L 6 2 4 2 1
D. V. 1 1 N/A N/A N/A
E.D. Va, 9 0 9 8 0
Fed. ClL 43 43 N/A N/A N/A
Total 310 93 368 91 23
% of Total 100% 30% 100% | 24% 6%

? Approximately 24% (69) of these SSN’s had been redacted by the court or parties. (Almost all
redacted SSN's — 65 out of 69 -- were from the Middle District of Alabama).

*Two of the SSN’s on Malamud’s list appear to be hearing numbers, not SSN’s, and were not
counted.

“ Several of the SSN’s on Malamud’s list appear to be inmate 1dentification numbers and were
not counted.

A TRADITION OF SERVICL TO THE FEDFRAL TUBICIARY



Memorandum on SSN's

Page 5
TABLE B: Multiple Filings of SSN’s by Same Actor
Number of SSN’s Filed by |
One Actor Out of Total
District Court® ' Number of Non-exempt, Type of Actor Type of Filing
;  Non-waived SSN’s Filed
in This District
D. Alaska 10/11 United States Attorney Applications for writ of
garnishment
N.D. Cal. 6/12 Attorneys on both sides | Ouaranty form as an exhibit to a
variety of pleadings and motions
S.D. Cal. 81/85 Defendant corporation Shareholder list
D. Del 5/10 Represented plaintiff Creditor mailing list as an exhibit to
T trustees of litigation trust an Affidavit of Mailing
D. Guam 3/4 United States Attorney Exhibit Lists
ND. I 50/64 Two labor unions (two Exhxblts to a variety
separate cases) of pleadings and motions
D. Mass. 717 Defendants in one case S.e eking to o‘ptam the c.rxmmal
history of plaintiff’s witnesses
(1) Defendant company; | (1) Payroll audit as an exhibit to
S.D NY. 16/33 (2) Attorney for a statement of damages; (2)
defendant Declarations of Service
Total 178/226 N/A N/A

* This chart does not contain all district courts from Malamud’s list. It contains only those courts

whose records included multiple filings of SSN’s by the same actor.

A TRADITION OF SERVICE 1O 11HE FEDERAL JUDICIARY
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TABLE C: Types of Filings with SSN’s

Number of Such Number of
ype ¢
Contain SSN’s* Document
Pleadings’ 24 29
Declaration/Affidavit of Service 14 18
Payroll Information 9 48
Guaranty Waiver 8 13
Criminal Offender Information 8 16
Medical Records 6 6
Personnel Records 5 10
Declaration of IRS Agent 4 4
Plaintiff Profile Form 3 4
Employee Service Record 3 3
Exhibit List 3 3
Subpoena 3 3
B Report of Investigation 3 3
Report and Recommendation 2 3
Sharehold List 2 87
Income Tax Return 2 2
Accident Report 1 2
o Imentory of Procured Evidence 1 1
Cuyrriculum Vitae 1 1
Record of Arrest 1 1
Military Records 1 1
Record of Judgment 1 1
Authorization for Interpreting Services 1 |
Total - 106

260

® This column does not include documents that were sealed, waivers, or exemptions.
" This category includes all SSN’s that were located in a pleading, rather than in an exhibit.

Pleadings included writs of garmishment (10 documents, 11 SSN’s), complamts (4 documents, 4
SSN’s), replies to motions (4 documents, 5 SSN’s}, motions (3 documents and 3 SSN’s), and one

answer {1 document, 1 SSN).
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Memorandum

To: Hon. Reena Raggi, Chair, Privacy Protection Subcommittee
From: George Cort and Joe Cecil, Federal Judicial Center

Subject: SOCIAL SECURITY NUMBERS IN FEDERAL COURT DOCUMENTS

Summary of Findings: The Center identified 2,899 documents with one or more
unredacted Social Security numbers among the almost ten million documents filed in
federal district and bankruptcy courts in a recent two-month period. Seventeen
percent of these documents appeared to qualify for an exemption from the redaction
requirement under the relevant privacy rules. An unknown number of the remaining
documents may qualify for a waiver of the privacy protection under the rules, but we
could not determine whether such a waiver applied to the documents identified in
this study.

Search Methodology: Your Subcommittee asked the Center to identify unredacted
Social Security nimbers in recently filed federal court documents." We first
identified almost ten million unsealed documents filed during November and
December 2009, in all 94 district courts and 92 of the 94 bankruptcy courts.” We

" The Federal Rules of Civil, Criminal, Bankruptcy, and Appellate Procedure werc amended in
December 2007 to protect privacy of individuals identified in court documents by requiring redaction
of Social Security numbers, taxpayer-identification numbers, birth dates, the names of minors, and
financial-account numbers. Our study sought to identify only documents containing Social Security
numbers, including Social Security numbers designated in the document as taxpayer identification
numbers, employee identification numbers, and financial account numbers. Gencerally, the privacy
rules include exceptions from the redaction requirement for filings made under seal; official records
of a state court; administrative or agency proceedings; financial account numbers identifying property
that may be subject to forfeiture; court records filed before Deceinber, 2007; pro se filings in actions
seeking a writ of habeas corpus or to set aside a criminal sentence; and actions for Social Security or
uninigration benefits or detention. The eriminal privacy rule includes additional exceptions for
documents related 10 a criminal investigation prepared before filing of a criminal charge; charging
documents and affidavits prepared in support of charging documents: and arrest or search warrants.
The bankruptcy privacy rule includes an additional exception recognizing the statutory requirement
that the Social Security number of a non-altorney bankruptcy petition preparer appear on the proper
form. All of the privacy rules recognize that a filer waives the protection as to the filer's own
information by filing it without redaction and not under seal. These rules appear in Appendix A. This
study did not examine documents filed in appellate cases or documents filed in paper forni,

* Onc bankruptey court did not maintain its documents in a format that permitted an electronic search
of the text. A second bankruptcy court was not included in the study because of a miscommunication
in our office that delayed our access to the court’s data.
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identified documents to search by using a computer scripting language to query
bankruptcy and district court electronic case management data in the courts’
CM/ECF backup databases. The Structure Query Language (SQL) program
identified all documents filed in the bankruptcy and district courts from November 1
through December 31 2009. We excluded all sealed records and other documents
that were designated as unavailable on the courts’ electronic public access systems
(PACER).

We then ran a Practical Extraction and Report Language (PERL) program to identify
text that corresponded to the distinct Social Security number format (e.g., 123-45-
6789). The PERL program was unable to convert certain types of non-text
documents, such as PDF documents stored as static images, and we were unable to
detect Social Security numbers that might reside within such documents. We then
reviewed the search output files and visually reviewed over 3,200 filed documents to
determine if the string of characters appeared to be a valid Social Security number.
Where multiple numbers appeared in a document, we examined each number in
order until we located a valid Social Security number. If the number appeared to be
a valid Social Security number, we then examined the context of the number within
the document to make a preliminary determination of the basis for a possible
exemption from the redaction requirement under the privacy rules.

Incidence of Unredacted Social Security Numbers: As indicated in Table 1
below, we found 2,899 documents with unredacted Social Security numbers, which
is approximately one out of every 3,400 court documents examined. We found a
greater number of documents containing Social Security numbers filed in bankruptcy
courts, which proportionally have more documents filed than in district courts.

Table 1: Documents with Unredacted Social Security Numbers

DOCUMENTS Total Bankruptcy  Civil + Criminal
Examined 9,830,721 7,738,541 2,092,080
With SSN numbers 2,899 2,244 655
Ratio SSN/Examined 1:3,391 I:3,448 1:3,194

[ncluded among the documents with Social Security numbers were 71 instances of
unsuccessfully redacted Social Security numbers. Such unsuccessful attempts
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included strikeovers, scratchouts, blackouts, and use of word processing applications
that remove sections of text. These unsuccessful redaction efforts still allowed the
Center’s electronic text search program to detect the full Social Security number. Of
particular concem is the apparent use of word processing redaction techniques that
retain the Social Security number in the metadata that are retained when the
documents is converted to a PDF format for filing in court.® The full Social Security
number appeared when the apparently redacted text was cut and pasted into a word
processing document.

Approximately 91% of the 2,899 documents (or 2,629 documents) contain entries
that clearly appear to be Social Security numbers. Nine percent of the documents {or
270 documents) contain entries following the Social Security number format that
were identified as taxpayer identification numbers, financial account numbers, or
employee identification numbers. We believe these numbers are identical to the
Social Security number of the person identified in the document.*

We counted only documents containing Social Security numbers and did not attempt
to count the number of distinct Social Security numbers that appeared in the
documents. Still, we were surprised by the prevalence of documents with Social
Security numbers for more than one individual. We estimate that approximately
20% of the 2,899 documents included an unredacted Social Security number for
more than one person, most often the Social Security number of a joint debtor. We
also found numerous documents containing Social Security numbers for persons who
were not part of the litigation. For example, some bankruptcy documents included
the debtor’s income tax return with the Social Security number of the tax preparer
remaining unredacted. Some commercial bankruptcy documents listed the Social
Security numbers of creditors, employees or investors in the bankrupt enterprise.
One such bankruptcy document listed 122 Social Security numbers for creditors.
The problem of Social Security numbers of third parties is not limited to bankruptcy
documents. One document filed in an MDL product liability action, for example,
listed unredacted Social Security numbers for over 300 of the claimants,

3 For a discussion of the problems of redacting metadata in elcctronically-filed court documents, see
Guidance on Redacting Personal Data Ideutifiers in Electronically-Filed Documents

(http:/iwww cade.uscourts.gov/internethome nsf/Content/Guidance®20on%20R edacting % 20Persona
1%620D0atu% 20 dentifiers%20in% 20 Blectronically%20Filed%20Documents/SFILE/ECF%20R edactio
n%20Guide.pdf} and Effective Personal-ldentity and Metadata Redaction Techniques for E-Filing
(http://www njd.uscourts. goviem-ccf/RedactTips.pdf).

* We also believe that our results underestimate the extent to which Social Security nunbers may be
deduced from the documents examined in this sample. We did not count among the documents with
Social Security numbers those documents that identitied the suspect number as a general account
number. student identification number, and other identification number, even if the suspect number
conformed to the Social Sceurity number format. Many of the excluded documents with commercial
and personal services account numbers and student wdentification numbers appeared to be based on
Social Security numbers and often shared the last four digits of the redacted Social Sccurity number.


http://www.njd.uscourts.gov/cm-cef/RedactTips.pdf
http://www
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We noticed that full Social Security numbers in bankruptcy documents often
appeared in response to a request on official bankruptcy forms for only the last four
digits of the Social Security number. For example, we estimate that approximately
450 of the 2,899 documents we identified as containing unredacted Social Security
numbers were Bankruptcy Form 7: Statement of [Debtor’s] Financial Affairs. The
form requires debtors to list the names of businesses of the debtor and the Social
Security number or tax 1D number associated with the business. Even though the
current version of the form asks for only the last four digits of the Social Security
number, these documents reported the full Social Security number. (Some of these
forms also appeared to be outdated and asked for the full Social Security number
instead of just the last four digits.) Social Security numbers also frequently appeared
on the debtor’s employee pay stubs submitted as exhibits in bankruptcy filings.

We also found Social Security numbers appearing on 284 submissions of Bankruptcy
Form 21: Statement of Social Security Number or Individual Tax Identification
Number. This form requires the debtor to enter the unredacted Social Security
number and is not supposed to be filed as part of the court record. When such
documents do appear with unredacted Social Security numbers, they often are
inserted among numerous other documents that had been combined into a single
bankruptcy filing.

Unredacted Social Security numbers in civil and criminal cases tend to show up in
exhibits, depositions, and interrogatories. In criminal cases, Social Security numbers
often appear in judgment and sentencing orders. Social Security numbers also appear
in habeas corpus petitions filed by US attorneys seeking custody of an inmate
serving a sentence in a state or local facility.

Exemptions to the Redaction Requirement: As indicated in Table 2 below,
approximately 17% of the 2,899 documents (or 491 documents) we identified as
containing Social Security numbers appear to qualify for an exemption from the
redaction requirement under the rules. We made only a preliminary assessment of
the basis for an exemption since we were able to examine only the specific document
containing the Social Security number and were not able to interpret the role of this
document in the larger context of the litigation. For example, we were unable to
identify the party filing the document and were, therefore, unable to identify
documents filed by pro se litigants that might be exempt from the redaction
requircment. (We do note in the table those instances where the document on its
face indicates that it was obviously filed by a pro se litigant, which more accurately
can be regarded as a waiver of the privacy protection.)
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Table 2: Preliminary Assessment of Documents with Social Security Numbers that
May Qualify as Exemptions to the Redaction Requirement’

DOCUMENTS TOTAL | BANKRUPTCY CIVIL CRIMINAL
Possible Basis for Exemption
|
State Court Proceeding 160 a8 58 4
Non-Afty. Bankruptcy Preparer 125 125 0 0
Obviously Pro Se : g 68 9
‘ Agency Proceeding 56 13 40 3
i SSN of Filing Attorney 34 28 5 1
Charging Document/Affidavit 17 0 0 17
Filed before December, 2007 4 0 0 4
Arrest/Search Warrant 4 0 0 4
Criminal Investigation 3 0 0 3
| Order Regarding SS Benefits 1 0 0 1
Forfeiture Account Number 1 0 1 0
SUBTOTAL 491 273 172 46
No Apparent Basis for 2.408 1,871 352 85
Exemption or Waiver - (83%) {87%:} {67%) (65%})
i : :
TOTAL 2,899 } 2,244 524 131

* Although the privacy rules allow an exemption for an action for immigration benefits or detention,
no such document was found.
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The most common basis for an exemption was the filing of a record of a state court
proceeding. In bankruptcy-proceedings this occurred, for example, when a state
court order resolving a previous dispute or granting a divorce was included among
the filings. Criminal cases sometimes included state court records indicating state
prosecution of previous criminal activity.

We found 125 documents that included the Social Security number for a non-
attorney bankruptcy petition preparer. This number 1s required by statute to appear

" on the document in unredacted form.® In addition we found 34 documents where the
filing attorney included his or her Social Security number with the filing, even
though no Social Security number was requested. Often this was the result of some
request for payment for services rendered or to be rendered.

An unknown number of the 2,408 documents that do not appear to meet the
standards for an exemption may still involve a waiver of protection under the privacy
rules. Such a waiver arises when a person files his or her own private information
without redaction and not under seal.” As noted above, our search technique did not
permit us to identify the party filing the document and accurately assess the
likelihood of such a waiver. However, we did determine that among those
documents containing Social Security numbers with no apparent basis for an
exception to the redaction requirement were 248 documents from cases with one or
more pro se litigants. (These are not included in the “obviously pro se” count in
Table 2.) Itis likely that some of these documents may involve a waiver of the
redaction requirement.

*HUSC §110.

7 A waiver also may arise when a party authorizes his or her attorney to file a document with the
private information unredacted. We have no basis on which 0 assess whether such an expheit
authorization was made in counseled cases.
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Appendix A: Federal Procedural Rules Protecting Individual Privacy
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Federal Rules of Civil Procedure

Rule 5.2. Privacy Protection for Filings Made with the Court

(a) Redacted Filings.

Unless the court orders otherwise, in an electronic or paper filing with the court that
contains an individual’s social-security number, taxpayer-identification number, or
birth date, the name of an individual known to be a minor, or a financial-account

number, a party or nonparty making the filing may include only:

(1) the last four digits of the social-security number and taxpayer-identification
number;

(2) the year of the individual’s birth;

(3) the minor’s initials; and

(4) the last four digits of the financial-account number.

(b) Exemptions from the Redaction Requirement.

The redaction requirement does not apply to the following:

(1) a financial-account number that 1dentifies the property allegedly subject to
forfeiture in a forfeiture proceeding;

(2) the record of an administrative or agency proceeding;
(3) the official record of a state-court proceeding;

(4) the record of a court or tribunal, if that record was not subject to the redaction
requircment when originally filed,

(5) a filing covered by Rule 5.2(c) or (d); and

(6) a pro se fihng in an action brought under 28 U.S.C. §§ 2241, 2254, or 2255.

(c) L.imitations on Remote Access to Electronic Files; Social-Sccurity Appeals and
tmmigration Cases.

Unless the court orders otherwise, i an action for benefits under the Social Security
Act, and m an action or proceeding relating o an order of removal, to relief from
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removal, or to immigration benefits or detention, access to an electronic file is
authorized as follows:

(1) the parties and their attorneys may have remote electronic access to any part of
the case file, including the administrative record;

(2) any other person may have electronic access to the full record at the courthouse,
but may have remote electronic access only to:

(A} the docket maintained by the court; and

(B) an opinion, order, judgment, or other disposition of the court, but not any other
part of the case file or the administrative record.

(d) Filings Made Under Seal.

The court may order that a filing be made under seal without redaction. The court
may later unseal the filing or order the person who made the filing to file a redacted
version for the public record.

(e) Protective Orders.

For good cause, the court may by otrder in a case:

(1) require redaction of additional information; or

{(2) limit or prohibit a nonparty’s remote electronic access to a document filed with
the court.

(f) Option for Additional Unredacted Filing Under Seal.

A person making a redacted filing may also file an unredacted copy under seal. The
court must retain the unredacted copy as part of the record.

(g) Option for Filing a Reference List.

A filing that contains redacted information may be filed together with a reference list
that identities each item of redacted information and specifies an appropriate
identifier that uniquely corresponds to each item listed. The list must be filed under
seal and may be amended as of right. Any reference in the case to a listed identitfier
will be construed to refer to the corresponding item of information.

(h) Waiver of Protection of Identifiers.

A person waives the protection of Rule 5.2(a) as to the person’s own information by
filing 1t without redaction and not under seal.
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Federal Rules of Criminal Procedure
Rule 49.1. Privacy Protection For Filings Made with the Court

(a) Redacted Filings.

Unless the court orders otherwise, in an electronic or paper filing with the court that
contains an individual’s social-security number, taxpayer-identification number, or
birth date, the name of an individual known to be a minor, a financial-account
number, or the home address of an individual, a party or nonparty making the filing

may include only:

(1) the last four digits of the social-security number and taxpayer-identification
number;

(2) the year of the individual’s birth;

(3) the minor’s initials;

(4) the last four digits of the financial-account number; and
(5) the city and state of the home address.

(b) Exemptions from the Redaction Requirement.

The redaction requirement does not apply to the following:

(1) a financial-account number or real property address that identifies the property
allegedly subject to forfeiture in a forfeiture proceeding;

(2) the record of an administrative or agency proceeding;
(3) the official record of a state-court proceeding;

{4) the record of a court or tribunal, if that record as not subject to the redaction
requirement when originally filed;

(5) a filing covered by Rule 49.1(d);

(6) a pro se filing in an action brought under 28 U.S.C. §§ 2241, 2254, or 2255;

(7) a court filing that 1s related to a criminal matter or investigation and that is
prepared before the filing ot a criminal charge or is not filed as part of any docketed

criminal case:

{8) an arrest or search warrant; and
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(9) a charging document and an affidavit filed in support of any charging document.
(c) Immigration Cases.

A filing in an action brought under 28 U.S.C. § 2241 that relates to the petitioner’s
immigration rights is governed by Federal Rule of Civil Procedure 5.2.

(d) Filings Made Under Seal.

The court may order that a filing be made under seal without redaction. The court
may later unseal the filing or order the person who made the filing to file a redacted
version for the public record.

(e) Protective Orders.

For good cause, the court may by order in a case:

(1) require redaction of additional information; or

(2) hmit or prohibit a nonparty’s remote electronic access to a document filed with
the court.

(f) Option for Additional Unredacted Filing Under Seal.

A person making a redacted filing may also file an unredacted copy under seal. The
court must retain the unredacted copy as part of the record.

(g) Option for Filing a Referenée List.

A filing that contains redacted information may be filed together with a reference list
that identifies each item of redacted information and specifies an appropriate
identifier that uniquely corresponds to each item listed. The list must be filed under
scal and may be amended as of right. Any reference in the case to a listed identifier
will be construed to refer to the corresponding item of information.

(h) Waiver of Protection of ldentifiers.

A person waives the protection of Rule 49.1(a} as to the person’s own information by
filing it without redaction and not under seal.
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Federal Rules of Bankruptcy Procedure
Rule 9037. Privacy Protection For Filings Made with the Court

(a) Redacted filings.

Unless the court orders otherwise, in an electronic or paper filing made with the
court that contains an individual's social-security number, taxpayer-identification
number, or birth date, the name of an individual, other than the debtor, known to be
and identified as a minor, or a financial-account number, a party or nonparty making
the filing may ciude only:

(1) the last four digits of the social-security number and taxpayer-identification
number;

(2) the year of the individual's birth;

(3) the minor's initials; and

(4) the last four digits of the financial-account number.

{b) Exemptions from the redaction requirement.

The redaction requirement does not apply to the following:

(1) a financial-account number that identifies the property allegedly subject to
forfeiture in a forfeiture proceeding;

(2) the record of an administrative or agency proceeding unless filed with a proof of
claim;

(3) the official record of a state-court proceeding;

(4) the record of a court or tribunal, if that record was not subject to the redaction
requirement when originally filed;

(5) a filing covered by subdivision (c) of this rule; and

(6) a filing that is subject to § 110 of the Code.

(¢) Filings made under seal.

The court may order that a filing be made under seal without redaction. The court

may later unseal the filing or order the entity that made the filing to file a redacted
version for the public record.
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(d) Protective orders.
For cause, the court may by order in a case under the Code:
(1) require redaction of additional information; or

(2) limit or prohibit a nonparty's remote electronic access to a document filed with
the court.

(e) Option for additional unredacted filing under seal.

An entity making a redacted filing may also file an unredacted copy under seal. The
court must retain the unredacted copy as part of the record.

(f) Option for filing a reference list.

A filing that contains redacted information may be filed together with a reference list
that identifies each item of redacted information and specifies an appropriate
identifier that uniquely corresponds to each item listed. The list must be filed under
seal and may be amended as of right. Any reference in the case to a listed identitier
will be construed to refer to the corresponding item of information.

(g) Waiver of protection of identifiers.

An entity waives the protection of subdivision (a} as to the entity's own information
by filing it without redaction and not under seal.



Attachment 3 to Privacy Subcommittee Report

Report by Administrative Office on Local Rules

on Redaction of Private Information



TO: Privacy Subcommittee

DATE: September 1, 2010

FROM: Heather L. Williams, Administrative Office
RE: Local Privacy Rules

MEMORANDUM

i. BACKGROUND.

In September 2009, Professor Capra requested that I complete a comprehensive survey of
the redaction requirements found in the local civil and criminal rules of the ninety-four district
courts. This survey was designed to focus particularly on reporting those rules that: (1) add
redaction requirements that do not exist in the federal privacy rules; (2) subtract redaction
requirements that exist in the federal rules; (3) modify other requirements or standards set forth
in the federal rules; and (4) purport to replicate the federal rule, but state the standard in a
different way. My original survey (completed in 2009) has been updated to include the most
recent local rule amendments, many of which were made in January and February 2010.

2. PRELIMINARY FINDINGS.

My survey of local redaction rules produced a variety of interesting results, each of which
is detailed at length in the appendices to this memorandum. To begin, fifty-nine districts do not
include a stand-alone redaction provision in their local rules. (See Appendix 1.A for a list of
these fifty-nine districts. A *‘stand-alone” redaction provision is a rule provision in which
standards relating to redaction are discussed at some length.) Thirty-five districts do, however,
include a stand-alone redaction provision in their local rules. (See Appendix 1.B for this list.)

Of the thirty-five districts whose local rules contain a stand-alone redaction provision,
thirty districts have rules that outline standards for redacting pleadings, but do not mention
redacting transcripts. Three districts have rules that outline standards for redacting transcripts,
but do not mention redacting pleadings. Two districts have rules that outline standards for
redacting pleadings and transcripts. (See Appendix 2 for a complete list of these districts.)
Because transcript redaction is not explicitly mentioned in the federal privacy rules, local rules
that outline standards for transcript redaction are excluded from the remainder of this report.
Instead, the report focuses on those rules that satisfy one or more of the criteria listed above.

3. RULES THAT ADD REQUIREMENTS TO THE FEDERAL RULES.

My survey focused, first, on locating local rules that add redaction requirements not
found in the federal rules. (Districts whose local rules suggest or recommend additional
redactions or include warnings to usc additional caution when filing certain types of documents
are not included in this category. Only those districts whose local rules impose a mandatory
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additional redaction requirement are included here.) Of the thirty-five districts that have local
redaction rules, ten districts’ local rules add one or more redaction requirements that are not
included in the federal rules. These requirement-adding rules fall into one of two categories.

First, nine districts’ local redaction rule includes “home address” in the redaction
requirements for civil cases. The redaction of home addresses is required by Fed. R. Crim. P.
49.1. 1t is not required under Fed. R. Civ. P. 5.2. Therefore, any inclusion of a home address in a
civil rule’s redaction requirements, or in a rule that does not specify its type, but presumably
applies to both civil and cniminal cases, was counted as adding a requirement not found in the
federal rules. (See Appendix 3.A for a list of these districts and their relevant rules.)

Second, one district has a local redaction rule that contains a unique redaction
requirement not found in either the federal civil or criminal privacy rules. The District Court for
the Southern District of Illinois requires that drivers’ license numbers be redacted (so that only
the last four digits of the number are used in filings). This requirement is not found in either
Fed. R. Civ. P. 5.2 or Fed. R. Crim. P. 49.1 and is therefore a unique local rule addition.

4. RULES THAT SUBTRACT REBACTION REQUIREMENTS FROM THE FEDERAL RULES.

Of the thirty-five districts that have local redaction rules, seven districts’ rules subtract
one or more of the redaction requirements included in the federal rules. These requirement-
subtracting rules fall into one of two categories. First, six districts’ local redaction rule does not
include “home address™ in the redaction requirements for cniminal cases. Fed. R. Crim. P. 49.1
requires that home addresses be redacted in criminal cases. Therefore, the absence of a
statement requiring that “home addresses” be redacted in a local criminal rule or in a rule that
applies to both criminal and civil cases (prefaced, as many districts do, by a statement such as “in
criminal cases only”) was counted as subtracting a requirement from the federal rule. (See
Appendix 4.A. for a list of districts whose rules subtracted this element from the federal rule.)

Second, one district has a local redaction rule that eliminates a redaction requirement
other than “home address™ found in the federal rule. The Distrnict Court for the Eastern District
of North Carolina only requires that minors’ names be redacted. Therefore, the local rule
subtracts the following elements from the federal rule: (1) social security numbers or taxpayer-
identification numbers; (2) birth dates; (3) financial account numbers; and (4) home addresses in
criminal cases. (See Appendix 8 for the full text of the local redaction rule from this district.)

5. RULES THAT MODIFY OTHER REQUIREMENTS FOUND IN THE FEDERAL RULES.

Excluding the addition or subtraction of the redaction requirements discussed above, the
local rules differ from the federal rules in a vanety of ways. Many local rules do not mclude or
address the requirements specified in the other subsections of the federal pnivacy rules. For
example, of the thirty-five districts with local redaction rules, twenty-six do not mention the
requirements set out in subsection (b) of the federal rules. (Subsection (b) provides a list of
certain kinds of documents that are exempt from the redaction requirement.) Three districts
outline exemptions lo the redaction requirement, but do not include all of the exemptions
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provided for in the federal rules. (See Appendix 5.A. for a list of these districts.) Appendix 5
provides a comprehensive list of those local redaction rules that do not include or reference one
or more of the various requirements found in subsections (b) through (h) of the federal rules.

6. OTHER DIFFERENCES OF INTEREST AND STATING THE STANDARDS DIFFERENTLY.

In six districts, the local redaction rule incorporates “suggestions” for exercising
additional caution when filing certain kinds of documents. (See Appendix 6.A.) In two districts
(the Central District of California and the District of Idaho), the local redaction rule includes a
list of documents that must be excluded from the public case file. (See Appendix 6.B.) Three
districts have included unique requirements in their local rules that are not included in the federal
rules. (A list and brief description of each of these rules is provided in Appendix 6.C.)

In one district, the amount of information that must be redacted differs from the amount
required under the federal rules. The local rules for the Eastern District of California require
filers to use a minor’s initials in criminal actions. In civil actions, the local rule directs filers to
use a minor’s initials “when federal or state law requires the use of initials, or when the specific
identity of the minor is not necessary to the case or individual document.” The local rule also
provides that the “the name or type of account and the financial institution where maintained”
should be redacted, in addition to financial account numbers whenever the latter are included.
(See Appendix 6.D. The full text of this rule (and all others) is available in Appendix 8.)

Twenty-five local rules explicitly state that lawyers are responsible for satisfying
redaction requirements when filing documents. (See Appendix 6.E.) A statement of this nature is
recommended by the “Proposed Guidelines for United States District Courts Addressing Judicial
Conference Privacy Policy Regarding Public Access to Electronic Case Files,” a copy of which
is attached to this memorandum. Twenty local rules also include the additional language
(typically stating that the rule 1s created “in compliance with the policy of the Judicial
Conference) recommended by the “Proposed Guidelines” document. (See Appendix 6.F.).

Appendix 6 also lists those rules that either use a particularly unique format when stating
their local redaction requirements, or follow a commonly-used format for local privacy rules.
(Often, the formatting chosen affects the manner in which the redaction standard is stated.)



APPENDIX 1 — WHICH DISTRICTS HAVE LOCAL REDACTION RULES?

Districts Whose Local Rules Do Not Contain a Stand-Alone Redaction Provision:

Alabama Middle
Alabama Northern
Alabama Southern
Alaska

Arizona

Arkansas Eastern
Arkansas Western
California Northern
California Southern
. Colorado

. Delaware

. Fionda Middle

. Florida Northern

. Flonda Southern

. Georgia Northern
16. Guam

17. Hawaii

18. Central Iliinois
19. Northemn Illinois
20. Indiana Northemn
21. Indiana Southern
22. Kansas

23. Kentucky Eastern
24. Kentucky Western
25. Mame

26. Maryland

27. Michigan Western
28. Missouri Eastern
29. Missouri Western
30. Montana

31. Nebraska

32. Nevada

33. New Hampshire
34. New Mexico

35. New York Eastern
36. New York Southern
37. New York Western
38. North Dakota

39, Ohio Southemn

40. Oklahoma Eastern
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41. Oregon

42. Pennsylvania Western
43. Rhode Island

44. South Carolina

45. South Dakota

46. Tennessee Eastern
47. Tennessee Middle
48. Tennessee Western
49. Texas Northern

50. Texas Southern

51. Texas Western

52. Federal Claims Court
53. Vermont

54. Virginia Eastern

55. Washington Eastern
56. Washington Western
57. West Virginia Southern
58. Wisconsin Eastern
59. Wisconsin Western

Districts Whose Local Rules Contain a Stand-Alone Redaction Provision:

California Central
Califomnia Eastemn
Connecticut
District of Columbia
Georgia Middle
Georgia Southern
Idaho
Ilinois Southern
[owa Northern
. Towa Southern
. Louisiana Eastern
. Louisiana Middle
. Louisiana Westem
. Massachusetts
. Michigan Eastern
16. Minnesota
17. Mississippt Northem
18. Mississippi Southern
19. New lersey
20. New York Northern
21. North Carolina Eastern
22. North Carolina Middle
23. North Carolina Western
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24
25
26
27
28

29.
30.
31
32.
33.
34.
35.

. Northern Mariana Islands
. Ohio Northemn

. Oklahoma Northern

. Oklahoma Western

. Pennsylvania Eastern
Pennsylvania Middle
Puerto Rico

Texas Eastern

Utah

Virginia Western
Virgin Islands

West Virginia Northern

-G~



APPENDIX 2 — Torics COVERED BY THE LOCAL REDACTION RULES:

Districts Whose Redaction Rules Qutline Standards for Redacting Pleadings:

California Central
California Eastern
Connecticut

District of Columbia
Georgia Middle
Georgia Southern
Idaho

Southern Iliinois

9. Jlowa Northern

10. Iowa Southern

11. Louisiana Eastern

12. Louisiana Middle

13. Louisiana Western

14. Massachuseits

15. Michigan Eastern

16. Mississippi Northern
17. Mississippi Southern
18. New Jersey

19. New York Northemn
20. North Carolina Eastern
21. North Carolina Middle
22. North Carolina Western
23. Northern Mariana Islands
24. Ohio Northern

25. Oklahoma Northern

26. Pennsylvania Eastern
27. Pennsylvanma Middle
28. Puerto Rico

29. Virginia Western

30. Virgin Islands

e - ol e

Districts Whose Redaction Rules Outline Standards for Redacting Transcripts:

1. Minnesota
2. Oklahoma Western
3. Texas Eastern

Districts Whose Redaction Rules Discuss Redacting Pleadings and Transcripts:

{. Utah
.7-



2. West Virginia Northern

APPENDIX 3 - ApDITIONAL REDACTION REQUIREMENTS:

Districts Whose Local Redaction Rule Includes “Home
Address” in its Requirements for Redaction in Civil Cases:

California Central ~ L.R. 79-5.4
Georgia Southern - LR 8

Idaho -~ CIVIL RULE 5.5
Louisiana Eastern -~ LR 5.7.12W
Louisiana Middle - LR 5.7.12W
Lowsiana Western — LR 5.7.12W
New York Northern - Rule 8.1
Northermn Mariana Islands - LR 5.2
Puerto Rico -~ RULE 5.2

bl e i ol ol b e

Districts Whose Local Redaction Rule Includes a Unique Requirement for
Redaction That Does Not Exist in Either the Federal Civil or Criminal Rules.

1. Southem Illinois — Rule 5.1(d)



APPENDIX 4 — SUBTRACTED REDACTION REQUIREMENTS:

Districts Whose Local Redaction Rule Does Not Inclnde “Home
Address” in the Redaction Requirements for Criminal Cases.

Jowa Northern - LR 10

fowa Southern - LR 10
Massachusetts — RULE 5.3

North Carolina Middle - LR 7.1
North Carolina Western — LCrR 8.2
Virgin Islands — Rule 5.4

A i i

Districts Whose Local Redaction Rule Subtracts Other Redaction Requirements.

1. North Carolina Eastern - Rule 17.1



APPENDIX 5 — MODIFICATION OR OMISS10ON OF OTHER REQUIREMENTS:

Districts Whose Local Redaction Rule Does Not Include the Requirements Set out in
Subsection (b) of the Federal Rules. Fed R. Civ. P. 5.2(b) and Fed. R. Crim. P. 5.2(b)
provide a list of certain kinds of documents that are exempt from the redaction
requirement. The federal civil and criminal rules do exempt different documents.
Because by and large, the local rules do not include this requirement at all, I have not
listed precisely which exemptions are missing from each local rule. Rules followed by an
asterisk list some exemptions, but not all of the exemptions covered in the federal rules.

California Central - L.R. 79-5.4

California Eastern - RULE 39-140°

Connecticut - CIVIL RULE 5, CRIMINAL RULE 57
District of Columbia — LCvR 5.4

Georgia Southern — LR 8

idaho — CIVIL RULE 5.5

Southern Hlinois - RULE 5.1

lowa Northern - LR 10

9. lowa Southem -~ LR 10

10. Louisiana Eastern - LR 5.7.12W

11. Louisiana Middle - LR 5.7.12W

12. Louisiana Western — LR 5.7.12W

13. Massachusetts — Rule 5.3

14, Mississippi Northern — Rule 8.1

15. Mississippi Southern — Rule 8.1

16. New Jersey — ECF Policy 17.

17. New York Northern — Rule 8.1

18. North Carolina Eastern — Rule 17.1

19. North Carolina Middie - LR 7.1

20. North Carolina Westemn - LCrR 5.2

21. Northern Manana Islands - LR 5.2

22. Ohio Northern — Local Civ Rule 8.1," Crim Rule 49.1
23. Oklahoma Northemn —- L CvR 5.3

24. Pennsylvania Eastern —~ CRIMINAL RULE 53.2
25. Pennsylvania Middle - LR 5.2

26. Puerto Rico — RULE 5.2

27. Virginia Western — Rule 8

28. Virgin Islands — Rule 5.4

29. West Virginia Northern - LR Gen P 5.08

S A Sl o

Districts Whose Local Redaction Rule Does Not Include the Requirements Set OQut
in Subsection (¢) of the Federal Rules. ted. R. Civ. P. 5.2(c) provides information
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about electronic files for immigration cases and social secunty appeal cases. Fed. R.
Crim. P. 49.1(c) states that immigration-related filings are governed by Civil Rule 5.2(c).

California Central - L.R. 79-5.4

California Eastern — RULE 39-140
Connecticut — CIVIL RULE 5, CRIMINAL RULE 57
District of Columbia - LCVR 5.4

Georgia Middle — Rule 5.4

Georgia Southern - LR 8

Idaho - CIVIL RULE 5.5

Southern Iilinois — RULE 5.1

9. Towa Northern - LR 10

10. lowa Southern - LR 10

11. Louisiana Eastern — LR 5.7.12W

12. Louisiana Middle - LR 5.7.12W

13. Louisiana Western — LR 5.7.12W

14. Massachusetis — Rule 5.3

15. Mississippi Northern — Rule 8.1

16. Mississippi Southern — Rule 8.1

17. New Jersey - ECF Policy 17.

18. New York Notrthern — Rule 8.1

19. North Carolina Eastern — Rule 17.1

20. North Carolina Middle - LR 7.1

21. North Carolina Western — LCrR 5.2

22. Northern Marniana Islands - LR 5.2

23. Ohio Northern — Civ Rule 8.1, Crim Rule 49.1
24, Oklahoma Northern - L. CvR 5.3

25. Pennsylvania Eastern - CRIMINAL RULE 53.2
26. Pennsylvania Middle — LR 5.2

27. Puerto Rico - RULE 5.2

28. Virginia Western — Rule 8

29. Virgin Islands - Rule 5.4

30. West Virginia Northern — LR Gen P 5.08

Eea A Gl e

Districts Whose Local Redaction Rule Does Not Include the Requirements Set Out
in Subsection (d) of the Federal Rules. Fed R. Crim. P. 49.1{d) and Fed. R. Civ. P.
5.2(d) provide that the court may order a filing to be made under seal without redaction.

Califorma Central L.R. 79-5.4

Connecticut - CIVIL RULE 5, CRIMINAL RULE 57
Georgia Southern ~ LR 8

Idaho — C}IVIL RULE 5.5

Southern Illinois - RULE 5.1

Louisiana Eastern — LR 5.7.12W

Louisiana Middle - LR 5.7.12W
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8. Louisiana Western — LR 5.7.12W

9. Mississippi Northern - Rule 8.1

10. Mississippi Southern — Rule 8.1

11. New Jersey — ECF Policy 17.

12. New York Northern - Rule 8.1

13, North Carolina Eastern — Rule 17.1

14. North Carolina Middle - LR 7.1

15. North Carolina Western — LCrR 5.2

16. Northern Mariana Islands - LR 5.2

17. Ohio Northern - Civ Rule 8.1, Crim Rule 49.1
18. Pennsylvania Middle — LR 5.2

19. Puerto Rico - RULE 5.2

20. Virginia Western -- Rule 8

21. Virgin Islands — Rule 5.4

22. West Virginia Northem — LR Gen P 5.08

Districts Whose Local Redaction Rule Does Not Include the Requirements Set Out
in Subsection (e) of the Federal Rules. Fed R. Civ. P. 5.2(e) and Fed. R. Crim. P. 5.2(e)
provide information relating to a court’s authority to grant a protective order.

California Central — L.R., 79-5.4
Connecticut — CIVIL RULE 5, CRIMINAL RULE 57
District of Columbia - LCYR 5.4
Georgia Southemn - LR 8
Idaho — CIVIL RULE 5.5
Southem Illinois — RULE 5.1
fowa Northern — LR 10
lowa Southernn - LR 10
Louisiana Eastern — LR 5.7.12W
. Louisiana Middle - LR 5.7.12W
. Lowtsiana Western ~ LR 5.7.12W
. Massachusetts — Rule 5.3
. Mississippi Northern — Rule 8.1
. Mississippi Southern — Rule 8.1
. New Jersey — ECF Policy 17.
. New York Northern - Rule 8.1
. North Carolina Eastern -- Rule 17.1
. North Carolina Middle - LR 7.1
19. North Carolina Westemm - LCrR 5.2
20. Northern Manana Islands - LR 8.2
21. Ohio Northern — Civ Rule 8.1, Crim Rule 49.1
22. Oklahoma Northern - LCvR 8.3
23. Pennsylvania Eastern ~ CRIMINAL RULE 53.2
24. Pennsylvania Middle - LR 5.2
25. Puerto Rico RULE 5.2
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26. Virgin Islands - Rule 5.4
27. Virginia Western — Rule 8
28. West Virginia Northern — LR Gen P 5.08

Districts Whose Local Redaction Rule Does Not Include the Requirements Set Out
in Subsection (f) of the Federal Rules. Fed R. Civ. P. 5.2(f) and Fed. R. Crim. P. 5.2(f)
provide that a filer making a redacted filing has the option of filing an unredacted copy
under seal, which the court must retain as part of the record.

California Central — L.R. 79-5.4

Conmnecticut ~ CIVIL RULE 3, CRIMINAL RULE 57
District of Columbia - LCVR 5.4

lowa Northern — LR 10

lowa Southern — LR 10

Massachusetts — Rule 5.3

North Carolina Eastern — Rule 17.1

Virginia Western — Rule 8

b AN i

Districts Whose Local Redaction Rule Does Not Include the Requirements Set Out
in Subsection (g) of the Federal Rules. Fed R. Civ. P. 5.2(g) and Fed. R. Crim. P. 5.2(g)
state that the filer has the option of filing a reference list along with a redacted filing.

California Eastern — RULE 39-140
Connecticut —~ CIVIL RULE 5, CRIMINAL RULE 57
District of Columbia - LCVR 5.4
{daho - CIVIL RULE 5.5
Southern Illinois —~ RULE 5.1
Iowa Northem - LR 10
lowa Southern — LR 10
Massachusetts — Rule 5.3
North Carolina Eastern — Rule 17.1
. Northern Mariana Islands - LR 5.2
. Pennsylvania Eastern - CRIMINAL RULE 53.2
. Puerto Rico - RULE 5.2
{3. Virginia Western — Rule 8

W00 R W -
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Districts Whose Local Redaction Rule Does Not Include the Requirements Set Out
in Subsection (h) of the Federal Rules. Fed R. Civ. P. 5.2(h) and Fed. R. Crim. P. 5.2(h)
provide information about the waiver of the protection of personal identifiers.

California Central — L.R. 79-54

California Eastern — RULE 39-140

Connecticut - CIVIL RULE 5, CRIMINAL RULE 57
District of Columbia - LCVR 5.4

Georgia Southern - LR 8
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10.
. Louisiana Middle - LR 5.7.12W
12.
13.
14.
15.
16.
17.
18.
19.
20.

21
22

ldaho —- CIVIL RULE 5.5
Southern Illinois — RULE 5.1
lowa Northem -~ LR 10

lowa Southern — LR 10
Louisiana Eastern — LR 5.7.12W

Louisiana Western - LR 5,7.12W

Massachusetts — Rule 5.3

Mississippi Northern — Rule 8.1

Mississippi Southern — Rule 8.1

New Jersey — ECF Policy 17.

New York Northern — Rule 8.1

North Carolina Eastern District Court ~ Rule 17.1
North Carolina Middle District Court — LR 7.1
North Carolina Western District Court — LCrR 5.2

. Northern Mariana Islands District Court - LR 5.2

. Ohio Northern District Court — Civ Rule 8.1, Crim Rule 49.1
23.
24,
25,
26.
27.
28.
29.

Oklahoma Northern District Court — L CvR 5.3

Pennsylvania Eastern District Court - CRIMINAL RULE 53.2
Pennsylvania Middle District Court - LR 5.2

Puerto Rico District Court — RULE 5.2

Virginia Westem —~ Rule 8

Virgin Islands District Court — Rule 5.4

West Virginia Northern — LR Gen P 5.08
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APPENDIX 6 ~ OTHER DIFFERENCES BETWEEN THE LOCAL FEDERAL RULES:

Districts Whose Local Redaction Rule Incorporates “Suggestions” For
Exercising Additional Caution in Filing Certain Kinds of Documents.

AN e

Idaho — CIVIL RULE 5.5

lowa Northern — LR 10

fowa Southern ~ LR 10

New Jersey —~ ECF Policy 17.
New York Northern — Rule 8.1
Oklahoma Northern - L CvR 5.3

Districts Whose Local Redaction Rule Includes a List of
Documents to Be Excluded From the Public Case File.

1.
2.

California Central — L.R. 79-5.4
ldaho - CIVIL RULE 5.5

Districts Whose Local Redaction Rule Imposes Unique Requirements Not Found in
the Federal Rules. Note: Because these requirements may take a wide variety of forms, |
have included the title of the specific section of the rule and a brief summary below.

I.

N

Califorma Eastem — RULE 39-140(e) — No Sua Sponte Sealing or Redaction --
stating that neither the Clerk nor the court is responsible for reviewing filed
documents for comphance with the rule.

District of Columbia- LCvR 5.4(f) - PRIVACY REQUIREMENTS - the rule
requires exclusion or redaction of personal identifiers “from all electronically filed
documents.” The national rule, however, requires redaction for all “electronic or
paper filings.”

Idaho- CIVIL RULE 5.5(b) - the rulc states that “a party wishing to file a document
containing [personal data identifiers ...] may file an unredacted document under seal
only if the party believes maintenance of the unredacted material in the Court record
is critical to the case.” The national rule, however, does not require that the filing
party have any such belief that “maintenance 1s critical;” it states only that “A person
making a redacted filing may also file an unredacted copy under seal.” (See Fed. R.
Crim. P.49.1(f) and Fed. R. Civ. P. 5.2(f)).

Districts Whose 1.ocal Redaction Rule Specifies Standards for Redaction
That Are Different Than Those Specified in the National Rule.

l.

Califorma Eastern — RULE 39-140
-1 5_



Districts Whose Local Redaction Rule States That Lawyers Are Responsible
For Ensuring That Their Filings Satisfy the Redaction Requirements.

California Central — L.R. 79-5.4

Georgia Southem —- LR 8

ldaho - CIVIL RULE 5.5

Southern Illinois — RULE 5.1

Iowa Northern - LR 10

Iowa Southern—- LR 10

Louisiana Eastern - LR 5.7.12W
Louisiana Middle — LR 5.7.12W

. Louisiana Western - LR 5.7.12W

10. Massachusetts - RULE 5.3

11. Mississippi Northern — Rule 8.1

12. Mississippi Southern - Rule 8.1

13. New Jersey — ECF Policy 17.

14. New York Northern — Rule 8.1

15. North Carolina Middle - LR 7.1

16. North Carolina Western - LCrR 5.2

17. Northern Mariana Islands - LR 5.2

18. Ohio Northern —~ Civ Rule 8.1, Crim Rule 49.1
19. Oklahoma Northern ~ L CYR 5.3

20. Pennsylvania Eastern — CRIMINAL RULE 53.2
21. Pennsyivania Middle — LR 5.2

22. Puerto Rico — RULE 5.2

23. Virginia Eastern — Rule 8

24. Virgin Islands — Rule 5.4

25. West Virginia Northern — LR Gen P 5.08

Y00y B =

Districts Whose Local Redaction Rule Follows the Sample Format Provided in the
“Proposed Guidelines” Document. A copy of the “Proposed Guidelines” is attached.

California Central — L.R. 79-5.4
Califorma Eastern — RULE 39-140
Georgia Southern - LR 8
ldaho - CIVIL RULE 4.5
Southern Iilinois — RULE 5.1
Louisiana Eastern - LR 5.7.12W
Louisiana Middle — LR 5.7.12W
Louistana Western - LR 5.7.12W
Massachusetts - RULE 5.3

. Mississippi Northern -- Rule 8.1

. Mississippi Southern — Rule 8.1

. New Jersey — EFC Policy 17.
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3. New York Northern — Rule 8.1

14. North Carolina Middie - LR 7.1

15. North Carolina Western — LCrR 5.2

16. Ohio Northern — Civ Rule 8.1, Crim Rule 49.1
17. Oklahoma Northern - L. CvR 5.3

18. Pennsylvania Eastern - CRIMINAL RULE 53.2
19. Puerto Rico - RULE 5.2

20. West Virginia Northern — LR Gen P 5.08

Districts Whose Local Redaction Rules Have Particularly Unique Formatting and
Have Therefore Stated the Standards of the Federal Rules in a Unique Manner.

l.

[N

Connecticut - CIVIL RULE 5, CRIMINAL RULE 57 - these two rules
begin with the following phrase: “Except as otherwise provided by federal
statute or the Federal Rules of Civil/Criminal Procedure...” Each rule then
goes on to list redaction requirements. It contains no further information
beyond this list of redaction requirements.

District of Columbia -- LCvR 5.4 -- perhaps because this rule is found as a
subsection of a larger rule, it does not contain as much information as
some of the other local rules from other districts. It also addresses only
electronically filed documents, which may be a feature of its falling under
a larger rule titled “CASES  ASSIGNED TO  CASE
MANAGEMENT/ELECTRONIC CASE FILING (CM/ECF) SYSTEM.”

Michigan Eastern — R20 E-Government Act of 2002 — this “rule” (found
in an appendix to the local rules in this district) states only that: “Effective
December 1, 2007, privacy protection for filings made with the Court is
governed by Fed. R. Civ. P. 5.2 and Fed. R. Crnim. P. 49.1. To supplement
the federal rules, the Court has entered an administrative order (EXHIBIT
E) which makes it clear that counsel and the parties are responsible for

redacting filings with the Court. The Clerk’s Office will not review papers
for compliance with the federal rules.”

North Carolina Eastern — Rule 17.1 — this rule is titled “MINORS AND
INCOMPETENTS AS PARTIES.” Most likely for that reason, it only
addresses redaction of minors’ names. It is worth noting that this is the
only redaction rule in the North Carolina Eastern District.

Districts Whose Local Rule Includes the Requirements of Fed. R. Civ.
P. 5.2(f) and (g) and Fed. R. Crim. P. 49.1(f} and (g) in the Following Format:

“A party or persun wishing to file a document containing the personal identifiers listed

above may:



(a) file an unredacted version of the document under seal, or

(b)  file a reference list under seal. [And then the rule typically goes on to
describe the district’s specific rules as to filing a sealed reference list.]”

Note: the exact language used in each of these rules is not always the same.
However, all of the districts below use the format explained above, which
combines the federal standards at subdivisions (f) and (g) into one section. This is
fairly common, so 1 felt that it was worth noting this particular formatting choice.

Georgia Southern —~ LR 8

Louisiana Eastern - LR 5.7.12W
Louisiana Middle - LR 5.7.12W
Louisiana Western — LR 5.7.12W

New Jersey — EFC Policy 17.

New York Northern — Rule 8.1

Ohio Northern — Civ Rule 8.1, Crim Rule 49.1
Oklahoma Northern - L. CvR 5.3

. Pennsylvania Middle - LR 5.2

10. Virgin Islands - Rule 5.4

11. West Virginia' Northern — LR Gen P 5.08
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APPENDIX 7 — DISCREPANCIES BETWEEN THE LOCAL AND FEDERAL RULES, BY DISTRICT:

1. California Central District Court

* & & & & & o

Local rule includes “home address” in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection {c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection () of the national rules
Local rule does not include the requirements in subsection (f) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule includes a specific list of documents to be excluded from the public case file
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the samiple format provided in the Proposed Guidelines Memo

2. California Eastern District Court

. o * o

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c¢) of the national rules
Local rule does not include the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Procedures specified for the redaction of minors names and financial account
numbers are different than the redaction procedures specified in the national rule
Section (e) imposes a unique requirement (about sua sponte sealing/redaction)
Rule follows the sample format provided in the Proposed Guidelines Memo

3. Connecticut District Court

* & & ¢ o & o

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Lecal rule does not include the requirements in subsection (f) of the national rules
Local rule does not include the requirements in subsection (g} of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule has formatting particularly unique from national rule (please see full text)

4. District of Columbia District Court

-

[ ]

Local rule does not include the requirements in subsection (b) of the national rules
Local rule docs not include the requirements in subsection (¢} of the national rules
Local rule does not include the requirements in subsection (¢) of the national rules
Local rule does not include the requirements in subsection (f) of the national rules
Local rule does not mclude the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
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*

Section (f) implies that the rule applies only to electronic documents; the federal
rule, however, specifically states that it applies to both electronic and paper filings
Rule has formatting particularly unique from national rule (please see full text)

5. Georgia Middle District Court

.

L]

Local rule does not include the requirements in subsection (c) of the national rules
Local rule uses the exact language and formatting found in the national rules

6. Georgia Southem District Court

. & & &5 & o ¢ »

Local rule includes “home address” in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

Rule combines subsections (f) and (g) into one (fairly common) format

7. 1daho District Court

¢ & ® 5 & & o o o »

Local rule includes “home address” in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c¢) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection {g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule incorporates suggestions for exercising caution in filing certain documents
Rule includes a specific list of documents to be excluded from the public case file
Section (b) imposes a unique requirement (relating to a party’s ability to file a
document under seal only if they believe so including it is critical to the case)
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

8. Southern lllinois District Court

.

”* % = ¢ 5 & »

Rule includes “drivers’ license numbers” as an additional redaction requirement
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (¢) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection {g) of the national rules
Local rule does not include the requirements in subsection (h) ol the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
-20-
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Rule follows the sample format provided in the Proposed Guidelines Memo

9. lowa Northem District Court

*® & & & & & & » O

Does not include “home address” in the redaction requirement for criminal cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (f) of the national rules
Local rule does not include the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule incorporates suggestions for exercising caution in filing certain documents
Rule mentions who bears the responsibility of ensuring redaction compliance

10. lowa Southern District Court

¢ & & & & = s

Does not include “home address” in the redaction requirement for criminal cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection {(c) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not inciude the requirements in subsection (f) of the national rules
Local rule does not include the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule incorporates suggestions for exercising caution in filing certain documents
Rule mentions who bears the responsibility of ensuring redaction compliance

11. Louisiana Eastern District Court

[

. 2 o * &

Local rule includes “home address™ in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

Rule combines subsections (f) and (g) into one (fairly common) format

12. Louisiana Middle District Court

Local rule includes “home address” in the redaction requirement for civil cases

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (¢) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules

Rule mentions who bears the responsibility of ensuring redaction compliance
23



Rule follows the sample format provided in the Proposed Guidelines Memo
Rule combines subsections (f) and (g) into one (fairly common) format

13. Louisiana Western District Court

Local rule includes “home address™ in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e} of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

Rule combines subsections (f) and {g) into one (fairly common) format

14. Massachusetts District Court

® & * @

Does not include “home address” in the redaction requirement for criminal cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (f} of the national rules
Local rule does not include the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

15. Michigan Eastern District Court

Rule has formatting particularly unique from national rule (please see full text)

16. Mississippi Northern District Court

® & 0 ¢ @ 0

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c¢) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (¢} of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

17. Mississippi Southern District Court

* & o

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection {e} of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
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Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

18. New Jersey District Court

s ® 9 & ¢ 5 & o

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c¢) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (¢) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule incorporates suggestions for exercising caution in filing certain documents
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

Rule combines subsections (f) and (g) into one (fairly common) format

19. New York Northern District Court

* & * » » ¢ - 0+ 9

Local rule includes “home address” in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule incorporates suggestions for exercising caution in filing certain documents
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

Rule combines subsections (f) and (g) into one (fairly common) format

20. North Carolina Eastern District Court

e & & » & B O

Rule does not include the following redaction requirements found in the national
rule: (1) social security numbers or taxpayer-identification numbers in civil and
criminal cases; (2) birth dates in civil and criminal cases; (3) financial account
numbers in civil and criminal cases; and (4) home addresses in criminal cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection {d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (f) of the national rules
Local rule does not include the requirements 1n subsection {g) of the national rules
TLocal rule does not include the requirements in subsection (h) of the national rules
Rule has formatting particularly unique from national rule (please see full text)

21. North Carolina Middle District Court

Does not include “home address™ in the redaction requirement for criminal cases
Local rule does not include the requirements in subsection (b) of the national rules
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Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

22. North Carolina Western District Court

Does not include “home address” in the redaction requirement for criminal cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

23, Northern Manana Islands District Court

Local rule includes “home address” in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance

24. Ohio Northern District Court

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

Rule combines subsections (f) and (g) into one (fairly common) format

25. Qklahoma Northemn District Court

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c¢) of the national rules
L.ocal rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules

Rule imcorporates suggestions for exercising caution in filing certain documents
24.



Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo
Rule combines subsections (f) and (g) into one (fairly common) format

26. Pennsylvama Eastern District Court

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

27. Pennsylvania Middle District Court

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule combines subsections (f) and (g) into one (fairly common) format

28. Puerto Rico District Court

e ¢ & o & o @

Local rule includes “home address” in the redaction requirement for civil cases
Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (c) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (g) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

29, Virgin [slands District Court

Does not include “home address” in the redaction requirement for criminal cases
Local rule does not include the requirements in subsection {b) of the national rules
Local rule does not include the requirements in subsection {¢) of the national rules
Local rule does not include the requirements n subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not mnclude the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule combines subsections (f) and (g) into one (fairly common) format
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30. West Virginia Northern District Court

*

¢ & e & © 9

Local rule does not include the requirements in subsection (b) of the national rules
Local rule does not include the requirements in subsection (¢) of the national rules
Local rule does not include the requirements in subsection (d) of the national rules
Local rule does not include the requirements in subsection (e) of the national rules
Local rule does not include the requirements in subsection (h) of the national rules
Rule mentions who bears the responsibility of ensuring redaction compliance
Rule follows the sample format provided in the Proposed Guidelines Memo

Rule combines subsections (f} and (g) into one (fairly common) format
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APPENDIX 8 — FuLL TEXT OF THE LOCAL REDACTION RULES;

California Central District Court:

L.R. 79-5.4 Responsibilities of Parties to Redact or Exclude Personal Identifiers. In
compliance with the policy of the Judicial Conference of the United States and the E-
Government Act of 2002 (as Amended), the parties shall refrain from including, and /or shall
redact where inclusion is necessary, the following personal data identifiers from all documents,
exhibits, and attachments filed with the Court, except as specifically excluded below.

(a) Social Security Numbers: [f an individual’s Social Security Number must be
included in a document, only the last four digits of that number should be used;

(b)  Names of Minor Children: If the involvement of a minor child must be
mentioned, only the initials of that child should be used;

(c) Dates of Birth: If an individual’s date of birth must be included in a document,
only the year should be used;

(d) Financial Account Numbers: If financial account numbers are relevant, identify
the name or type of account and the financial institution where maintained, and
only indicate the last four digits of the account number;

(¢) Home Address: If a home address must be included, only the city and state
should be listed.

A party who must file a document containing the personal data identifiers as listed above
shall: 1) file a redacted version of the document excluding the personal data identifiers; or 2) file
a redacted version of the document with unique identifiers {(e.g., 1, 2, 3 or A, B, C) used in place
of the personal data identifiers, along with a reference list, filed under seal, indicating the
complete personal data identifiers and unique identifiers used in their place.

Parties shall carefully examine the documents, exhibits or attachments to be filed with the
Court in order to protect any sensitive and private information. The responsibility for redacting
or placing under seal these personal data identifiers rests solely with counsel and the parties. The
Clerk will not review any pleadings or documents for compliance.

Counsel and the parties are cautioned that failure to redact or place under seal these
personal data identifiers may subject them to the full disciplinary power of the Court. If a
redacted version of the document is filed, counsel shall maintain the unredacted document in
their office pending further order of the Court or resolution of the action (including the appeal, if
any) and shall, at the request of opposing counsel or parties, provide a copy of the complete
document.



Documents to be excluded. In accordance with the policy of the Judicial Conference of
the United States, the documents listed below are not to be included in the public case file. These
documents and all social security cases are excluded from this Local Rule, redaction

requirement.

(a)
(b)
(c)
(d)
(e)
(f
(2)

(h)

(1)

(a)

Unexecuted summonses or warrants, supporting applications, and affidavits;
Pretrial bail reports;

Presentence investigation reports;

Statements of reasons in the judgment of conviction;

Juvenile records;

Documents containing identifying information about jurors or potential jurors;

Financial affidavits filed in seeking representation pursuant to the Criminal
Justice Act;

Ex parte requests for authorization of investigative, expert or other services
pursuant to the Criminal Justice Act; and

Sealed documents.

California Eastern District Court:

RULE 39-140
PRIVACY CONCERNS AND REDACTION

Privacy in General. Privacy In General. Except as set forth below, pursuant to
the Judicial Conference Policy on Privacy and Electronic Access to Case Files,
and the Egovernment Act of 2002, Pub. L. No. 107-347, effective April 16, 2003,
when filing documents, counsel and the Court shall omit or, where reference is
necessary, partially redact the following personal data identifiers from all
pleadings, documents, and exhibits, whether filed electronically or on paper,
unless the Court orders otherwise:

(1) Minors' names: In cniminal actions, use the minors’ initials; in civil actions
use initials when federal or state law require the use ol initials, or when
the specific 1dentity ol the minor 1s not necessary to the case or individual
document;



(b)

(c)

(d)

(e)

(ii) Financial account numbers: Identify the name or type of account and the
financial institution where maintained, but use only the last four numbers
of the account number;

(iti)  Social Security numbers: Use only the last four numbers;

(iv)  Dates of birth: Use only the year;

(v) Home addresses in criminal cases only; use only the city and state; and
(vi)  All other circumstances: Redact when federal law requires redaction.

Order Required for Other Redactions. No other redactions are permitted unless
the Court has authorized the redaction. Counsel has the responsibility to be
cognizant of federal privacy law and, when appropriate, state privacy law.
Moreover, counsel should recognize proprietary or trade secret information that is
protected from dissemination by law. When counsel seeks to submit protected
information, a protective order or order authorizing redaction should be sought. A
party that makes a redacted filing may also file an unredacted copy under seal if
the Court so orders. The unredacted copy will be retained by the Court under seal
as part of the record.

Reference List for Redacted Documents. If the Court so orders, a filing that
contains redacted information may be filed together with a reference list that
identifies each item of redacted information and specifies an appropriate identifier
that uniquely corresponds to each item of redacted information listed. The
reference list must be filed under seal and may be amended as of right. All
references in the action to the identifiers included in the reference list will be
construed to refer to the corresponding items of information.

Submission of Unredacted Documents. Pursuant to the terms of a protective
order or applicable law, counsel may seek to submit an unredacted document
containing protected information for review by the Court. In such an event,
counsel is required to file a motion to file the document under seal. See L.R. 39-
141. If the Court grants the motion, counsel shall then submit the unredacted
paper document to the Clerk's Office for review by the Court. The paper
document must have a cover page with the caption and number of the action and a
prominent designation stating the following: "Document filed under seal.”

No Suza Sponte Sealing or Redaction. Neither the Clerk's Office nor the Court
will review filed documents for compliance with privacy or other protective law,
nor will the Court as a matter of course seal on its own motion documents
containing personal data identifiers, or redact documents, whether filed
electronically or on paper. No procedure set forth herein will excuse a violation of
privacy or other law by counsel or party.
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10.

nH Redaction Exceptions. Filings of administrative transcripts, see L.R. 31-138(b),
need not be redacted to comply with this Rule. Filings of official records of a state
court proceeding in an action removed to federal court need not be redacted. In a
civil or criminal forfeiture proceeding, financial account numbers that identify the
property alleged to be subject to forfeiture need not be redacted.

Connecticut District Court:

CIVIL RULE 5 SERVING AND FILING PLEADINGS AND OTHER PAPERS

... 8. Except as otherwise provided by federal statute or the Federal Rules of Civil
Procedure, the party filing any document that will or could become publicly
available shall redact from that document:

(a)
(b)
(c)
(d

Social Security numbers to the last four digits;
Financial account numbers to the last four digits;
Dates of birth to the year; and

Names of minor children to the initials.

CRIMINAL RULE 57 RULES BY DISTRICT COURTS

Except as otherwise provided by federal statute or the Federal Rules of Criminal Procedure,
the party filing any document that will or could become publicly available shall redact from

that document:

(a) Social Security numbers to the last four digits;

(b) Financial account numbers to the last four digits;

{¢) Dates of birth to the year; and

{d) Names of minor children to the initials.
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District of Columbia District Court:

LCvR 5.4

CASES ASSIGNED TO CASE MANAGEMENT/ELECTRONIC
CASE FILING (CM/ECF) SYSTEM

..() PRIVACY REQUIREMENTS

The following personal identifiers shall be excluded, or redacted where inclusion
is necessary, from all electronically filed documents unless otherwise ordered by
the Court.

(1) Social Security numbers. If an individual's Social Security number must
be included in a pleading, only the last four digits of that number should
be used.

(2) Names of minor children. If the involvement of a minor child must be
mentioned, only the initials of that child should be used.

3 Dates of birth. If an individual's date of birth must be included in a
pleading, only the year should be used.

(4)  Financial account numbers. If a financial account number is relevant, only
the last four digits should be used.

A party wishing to file a document containing unredacted personal identifiers

listed in LCVR 5.4 (f) (1)-(4) may file an unredacted document under seal. This
document shall be retained by the Court as part of the record.

Georgia Middle District Court:

5.4 PRIVACY PROTECTION FOR FILINGS MADE WITH THE COURT.

a, Redacted Filings. Unless the court orders otherwise in an electronic or paper
filing with the court that contains an individual’s social security number,
taxpayer-identification number, or birth date, the name of an individual known to
be a minor, or a financial-account number, or the home address of an individual, a
party or nonparty making the filing may include only:

(1) The last four digits of the social security number and taxpayer-
identification number;

(2} The year of the individual’s birth,
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3) The minor’s initials;
(4)  The last four digits of the financial-account number; and

(5)  The city and state of the home address. (This restriction applies only in
criminal cases.)

Exemptions from the Redaction Requirement. The redaction requirement does
not apply to the following:

(1) A financial account number that identifies the property allegedly subject to
forfeiture in a forfeiture proceeding;

(2)  The record of an administrative or agency proceeding;
3) The official record of a state-court proceeding;

%) The record of a court or tribunal, if that record was not subject to the
redaction requirement when originally filed,

(%) A filing covered by Rule 5.4(c);

(6) A pro se filing in an action brought under 28 U.S.C. §§ 2241, 2254, or
2255,

(7 A court filing that 1s related to a criminal matter or investigation and that
1s prepared before the filing of a criminal charge or is not filed as part of
any docketed criminal case;

(8) An arrest or search warrant; and

% A crime charging document and an affidavit filed in support of any such
charging document.

Filings Made Under Seal. The court may order that a filing be made under seal
without redaction. The court may later unseal the filing or order the person who

made the filing Social Security Appeals and Immigration cases are subject to the
limitations set forth in Rule 5.2(c), Fed R.Civ P, effective December |, 2007,

Protective Orders. For good cause, the court may by order in a case:

(1Y Require redaction of additional information; or
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2) Limit or prohibit a nonparty’s remote electronic access to a document filed
with the court.

Option for Additional Unredacted Filing Under Seal. A person making a
redacted filing may also file an unredacted copy under seal. The court must retain
the unredacted copy as part of the record.

Option for Filing a Reference List. A filing that contains redacted information
may be filed together with a reference list that identifies each item of redacted
information and specifies an appropriate identifier that uniquely corresponds to
each item listed. The list must be filed under seal and may be amended as a right.
Any reference in the case to a listed identifier will be construed to refer to the
corresponding item of information.

Waiver of Protection of Identifiers. A person waives the protection of Rule 5.4a

or corresponding Local Criminal Rule 49.2 as to the person’s own information by
filing it without redaction and not under seal.

(zeorgia Southern District Court:

LR 8. In compliance with the policy of the Judicial Conference of the United States and
the E-Government Act of 2002, as amended, and in order to promote electronic access to case
files while also protecting personal privacy and other legitimate interests, any party or person
filing pleadings or other documents with the Court shall refrain from including, or shall partially
redact where inclusion is necessary, the following personal data identifiers from all such
pleadings or documents, including exhibits thereto, whether filed electronically or conventionally
in paper form, unless otherwise ordered by the Court:

a.

Social Security numbers. If an individual’s Social Security number must be
included in a pleading or document, only the last four digits of that number should
be used.

Names of minor children. If the involvement of a minor child must be
mentioned, only the initials of that child should be used.

Dates of birth. If an individual’s date of birth must be included, only the year
should be used.

Financial account numbers. If financial account numbers are relevant, only the
last four digits of these numbers should be used.

Home addresses. 1f a home address must be included, only the city and state
should be listed.



A party or person wishing to file a document containing the personal data identifiers
listed above may:

a. file an unredacted version of the document under seal, or

b. file a reference list under seal. The reference list shall contain the complete
personal data identifier(s) and the redacted identifiers(s) used in its (their) place in
the filing. All references in the case to the redacted identifiers included in the
reference list will be construed to refer to the corresponding complete personal
data identifier. The reference list must be filed under seal and may be amended as
of right.

The unredacted version of the document or the reference list shall be retained by the
Court as part of the record. A party or person filing under seal an unredacted document
containing personal data identifiers shall file simultaneously a redacted copy of the document for
the public file.

The responsibility for redacting these personal identifiers rests solely with counsel and

the filing party or person. The Clerk will not review each pleading or document for compliance
with this rule.

Idaho Distriect Court:

CIVIL RULE 5.5 PROTECTION OF PERSONAL PRIVACY

(a)  In compliance with the policy of the Judicial Conference of the United States, and
the E-Government Act of 2002, and in order to promote electronic access to case
files while also protecting personal privacy and other legitimate interests, parties
shall refrain from including or shall partially redact, where inclusion is necessary,
the following personal data identifiers from all pleadings filed with the Court,
including exhibits thereto, whether filed electronically or in paper, unless
otherwise ordered by the Court:

(1) Social Security numbers. If an individual’s social security number must
be included in a pleading, only the last four digits of that number should
be used.

(2) Names of minor children. 1f the involvement of a minor child must be
mentioned, only the initials of that child should be used.

3 Dates of birth. If an individual’s date of birth must be included in a
pleading, only the year should be used.



(b)

(c)

(d)

(e)

) Financial account numbers. If financial account numbers are relevant,
only the last four digits of these numbers should be used.

(5)  Home addresses. Only the city and state shall be identified.

In compliance with the E-Government Act of 2002, a party wishing to file a
document containing the personal data identifiers listed above may file an
unredacted document under seal only if the party believes maintenance of the
unredacted material in the Court record is critical to the case. The document must
contain the following heading in the document, “SEALED DOCUMENT
PURSUANT TO E-GOVERNMENT ACT OF 2002". This document shall be
retained by the Court as part of the record until further order of the Court. The
party must also electronically file a redacted copy of this document for the official
record.

In order to comply with the Judicial Conference Policy, in addition to the items
listed in section (a) above, the Court shall not provide public access to the
following documents: unexecuted warrants of any kind, pretrial bail or
presentence investigation reports; statement of reasons in the judgment of
conviction; juvenile records, documents containing identifying information about
jurors or potential jurors; financial affidavits filed in seeking representation
pursuant to the Criminal Justice Act; ex parte requests for expert or investigative
services at Court expense; and sealed documents.

In addition to the redaction procedures outlined above, the Judicial Conference
policy requires Counsel to redact the personal identifiers noted in (a), which are
contained in any transcripts filed with the Court. Counsel should follow the
transcript redaction procedures outlined on the Court’s website at:
http://www.id.uscourts.gov/CourtReporter/Transcripts.pdf

You are advised to exercise caution when filing documents that contain the
following:

) Personal identification number, such as driver’s license number;

) Medical records, treatment and diagnosis;

(3) Employment history;

(4 Individual financial information;

(5)  Proprietary or trade secret information;

{0) Information regarding an individual’s cooperation with the government;
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(7y  Information regarding the victim of any criminal activity;

(8)  National security information;

(9)  Sensitive security information as described in 49 U.S.C. section 1 14(s).
Counsel is strongly urged to share this information with all clients so that an
informed decision about the inclusion of certain materials may be made. If a
redacted document is filed, it is the sole responsibility of counsel and the parties

to be sure that the redaction of personal identifiers is done. The clerk will not
review each pleading for redaction.

Southern Illinois District Court:

RULE 5.1 SERVING AND FILING PLEADINGS AND OTHER PAPERS

(See FED.R. C1v.P. 5, 7.1, 11)

.. (d) Privacy Policy

In order to protect personal privacy and other legitimate interests, parties shall
refrain from including, or shall redact where inclusion is necessary, the following
personal identifiers from all pleadings filed with the court, which includes
exhibits attached thereto, unless otherwise ordered by the court.

n Social Security Numbers. If an individual’s social security number must
be included, only the last four digits of that number should be used.

(2)  Names of Minor Children. If the involvement of a minor child must be
mentioned, only the initials of that child should be used.

(3) Dates of Birth. If an individual’s date of birth must be included in a
document, only the year should be used.

(4) Drivers’ License Numbers. If a driver’s license number must be included,
only the last four digits should be used.

{5) Financial Account Numbers. If financial account numbers are relevant,
only the last four digits should be used.

(6) Home Addresses. If home addresses must be used, only the city and state
should be used.

The responsibility for redacting these personal identifiers rests solely with counsel and
the partics. The clerk will not review each pleading for comphance with this rule.
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Counsel and the parties are cautioned that failure to redact these personal identifiers may
subject them to the full disciplinary power of the court.

In compliance with the E-Government Act of 2002, a party wishing to file a document
containing the personal data identifiers specified above may file an unredacted document
under seal. This document shall be retained by the court as part of the record. The court
may, however, still require the party to file a redacted copy for the public file.

Iowa Northern and Iowa Southern District Courts:
The Northern and Southern Districts of Iowa share a uniform set of local rules.

LR 10 FORM OF DOCUMENTS FILED WITH THE COURT;
CITATIONS TO STATUTES; PERSONAL IDENTIFIERS

... b.  Personal Data Identifiers. Unless otherwise permitted or required by law, a
party filing a document containing personal data identifiers should, unless the
document is filed under seal, modify or partially redact the document to prevent
disclosure of the identifiers. (See Fed. R. Civ. P. 5.2(a).) Personal data identifiers
include the following:

1. Social Security numbers;

2. Dates of birth

3. Names of minor children; and
4, Financial account numbers.

By way of example, and not limitation, if the Social Security number of an individual
must be included in a document, only the last four digits of that number should be used. If an
individual’s date of birth is necessary, only the year should be used. 1f a minor child must be
mentioned, only that child’s initials should be used. If financial account numbers are relevant,

only incomplete numbers should be recited in the document. In addition, parties should exercise
caution when filing unsealed documents that contain the following information:

5. Other personal identifying numbers, such as driver’s license numbers;
6. Information concerning medical treatnient or diagnosis;

7. Employment history;

8. Personal financial information;

9. Proprietary or trade secret information;
7.



10.  Information concerning a person’s cooperation with the government;
11.  Information concerning crime victims;
12.  Sensitive security information; and
13.  Home addresses.
It is the responsibility of counsel and the parties to assure that appropriate redactions

from documents have been made before they are filed; the Clerk of Court will not review filings
to determine whether such redactions have been made.

Lounisiana Eastern, Louisiana Middle and Louisiana Western District Courts:
The Eastern, Middle and Western Districts of Louisiana share a uniform set of local rules.

LR 5.7.12W Public Access

In compliance with the policy of the Judicial Conference of the United States, and the E-
Government Act of 2002, and in order to promote electronic access to case files while also
protecting personal privacy and other legitimate interests, parties shall refrain from including, or
shall partially redact where inclusion is necessary, the following personal data identifiers from all
pleadings filed with the court, including exhibits thereto, whether filed electronically or in paper,
unless otherwise ordered by the Court.

a. Social Security numbers. If an individual's Social Security number must be
included in a pleading, only the last four digits of that number should be used.

b. Names of minor children. If the involvement of a minor child must be
mentioned, only the initials of that child should be used.

c. Dates of birth. If an individual's date of birth must be included in a pleading,
only the year should be used.

d. Financial account numbers. If financial account numbers are relevant, only the
last four digits of these numbers should be used.

e. Home Addresses. [f home addresses are relevant, only the city and state should
be used.

In comphiance with the E-Government Act of 2002, a party wishing to file a document
containing the personal data identifiers listed above may:

a. file an unredacted version of the document under seal, or
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b. file a reference list under seal. The reference list shall contain the complete
personal data identifier(s) and the redacted identifier(s) used in its (their) place in
the filing. All references in the case to the redacted identifiers included in the
reference list will be construed to refer to the corresponding complete personal
data identifiers. The reference list must be under seal, and may be amended as of

right.

The unredacted version of the filing or the reference list shall be retained by the Court.

- The Court may require the party to file a redacted copy for the public record.

The responsibility for redacting personal identifiers rests solely with counsel and the

parties. The Clerk will not review filing for compliance with this rule. [Adopted April 21, 2005]

(@

Massachusetts Distriet Court:

RULE 5.3 PERSONAL DATA IDENTIFIERS
Restrictions on Personal Identifiers in Filings

In compliance with the policy of the Judicial Conference of the United States, and the E-
Government Act of 2002, and in order to promote electronic access to case files while
also protecting personal privacy and other legitimate interests, parties shall refrain from
including, or shall partially redact where inclusion is necessary, the following personal
data identifiers from all filings submitted to the court, including exhibits thereto, whether
filed electronically or in paper, unless otherwise ordered by the Court.

H Social Security numbers. If an individual's social security number must be
included in a filing, only the last four digits of that number should be used.

(2)  Names of minor children. 1 the involvement of a minor child must be
mentioned, only the initials of that child should be used.

(3y  Dates of birth. 1f an individual's date of birth must be included in a
pleading, only the year should be used.

(4Y  Financial account numbers. If financial account numbers are relevant,
only the last four digits of these numbers should be used.

(b  Non-Redacted Filings under Seal

In comphance with the E-Government Act of 2002, a party wishing to file a document

contaimng the personal data identificrs listed above may file an unredacted document

under seal, pursuant to Local Rule 7.2. This document shall be retained by the court as
L9,



part of the record. The court may, however, still require the party to file a redacted copy
for the public file.

(c) Responsibility for Redaction
The responsibility for redacting these personal identifiers rests solely with counsel and

the parties The Clerk will not review each pleading for compliance with this rule.

Michigan Eastern District Court:
The following is from the Electronic Filing Policies and
Procedures Appendix to the local rules.

R20 E-Government Act of 2002

Effective December 1, 2007, privacy protection for filings made with the Court is governed by
Fed.R.Civ.P. 5.2 and Fed. R.Crim.P. 49.1. To supplement the federal rules, the Court has entered
an administrative order (EXHIBIT E) which makes it clear that counsel and the parties are
responsible for redacting filings with the Court. The Clerk's Office will not review papers for
compliance with the federal rules.

Minnesota District Court:

LR 5.5 Redaction of Transcripts

(a)  Review of Transcript for Personal Data Identifiers. After a transcript of any
Court proceeding has been filed under LR 80.1(a), the attorneys of record,
including attorneys serving as “standby™ counsel appointed to assist a pro se
defendant in his or her defense in a criminal case, and unrepresented parties shall
determine whether redaction of personal data identifiers in the transcript is
necessary to comply with Fed. R. Crim. P. 49.1 or Fed. R. Civ. P. 5.2. Attorneys
of record or unrepresented parties are responsible to request redaction of personal
data identifiers in the following portions of the transcript, unless otherwise
ordered by the Court:

(1) Statements by the party or made on the party’s behalf;
(2) The testimony of any witness called by the party;
(3) Sentencing proceedings; and

(4)  Any other portion of the transcript as ordered by the Court.
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(b)

(c)

(d)

(e)

Notice of Intent to Request Redaction. If any portion of the transcript reviewed
in accordance with subsection (a) of this rule is required to be redacted to comply
with Fed. R. Crim. P. 49.1 or Fed. R. Civ. P. 5.2, a Notice of Intent to Request
Redaction shall be filed within seven (7) calendar days from the date the
transcript was filed. The Court will assume redaction of personal data identifiers
from the transcript is not necessary if a Notice of Intent to Request Redaction is
not filed.

Statement of Redaction. If a Notice of Intent to Request Redaction is filed, the
party shall file a Statement of Redaction within 21 calendar days from the date the
transcript was filed. The Statement of Redaction shall consist of the following
information:

(13 Type of personal data identifier to be redacted, e.g., “social security
number’”;

(2)  Page number and line number of transcript on which the personal data
identifier to be redacted 1s located; and

(3)  How the transcript should read after redaction, e.g, “social security
number to read as XXX-XX-1234”

The Statement of Redaction shall not disclose the personal data identifier
to be redacted.

Redacted Transcript. After the Statement of Redaction is filed, the court
reporter has 31 calendar days from the date the original transcript was filed to file
the redacted transcript. The court reporter shall not charge any fees for redaction
services.

Extensions of Transcript Redaction Deadlines. Any extensions of the redaction
deadlines may be granted only by Court order. If an attorney of record or a party
fails to timely file a Statement of Redaction after a timely Notice of Intent to
Request Redaction was filed, the attorney or party shall:

(n) File a motion with the Court to request redaction; or

(2) Withdraw the Notice of Intent to Request Redaction.

The Court may issue an order to show cause as to why the attorney or party has
not met the requirernents of this rule.
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Mississippi Northern and Mississippi Southern District Courts:

The Districts of Northern and Southern Mississippi share a uniform set of local rules.

Rule 5.2. PROTECTION OF PERSONAL AND SENSITIVE INFORMATION; PUBLIC ACCESS TO

COURT FILES; REDACTED INFORMATION; SEALED INFORMATION,

Responsibilities of Counsel and Parties. Counsel should advise clients of the provisions
of this rule and Fed.R.Civ.P. 5.2 so that an informed decision may be made about the inclusion
of protected mformation.

(a)

(b)

(©)

Counsel and parties must consider that the £-Government Act of 2002 (as

~ amended) and the policies of the Judicial Conference of the United States require

federal courts eventually to make all pleadings, orders, judgments, and other filed
documents available in electronic formats accessible over the Internet and the
courts’ PACER [Public Access to Court Electronic Records] systems.
Consequently, personal and sensitive information and data that formerly were
available only by a review of the court’s physical case files will be available to
the world, openly, publicly, and near-instantaneously.

If a redacted documnent is filed, it is the sole responsibility of counsel and the
parties to ensure that all pleadings conform to the redaction-related standards of
this rule.

Neither the court nor the clerk will review pleadings or other documents for

compliance with this rule.

New Jersev District Court:

ELECTRONIC CASE FILING POLICIES AND PROCEDURES

.. 17. Sensitive Information

As the public may access case information through the Court’s ECF System,
sensitive information should not be included in any document filed unless the
Court orders otherwise. As required under Federal Rule of Civil Procedure 5.2(a)
and Federal Rule of Criminal Procedure49.1(a), when making any clectronic or
Paper Filing with the Court that contains an individual’s social-security number,
taxpayer-identification number, or birth date, the name of an individual known to
be a minor, or a financial-account number, a party or nonparty making the filing
may include only:

(N the last four digits of the Social-Security number and tax-identification
number;



(2)  the last four digits of the financial account numbers;

(3) the minor’s initials;

(4 the year of the individual’s birth; and

(5)  Incriminal cases for home addresses, use only the city and state.

In compliance with the E-Government Act of 2002, a party wishing to file a document
containing the personal data identifiers specified above may either:

(h File an unredacted version of the document under seal, or;

(2)  File aredacted version of the document and file a reference list under seal. The
reference list shall contain the complete personal identifier(s} and the redacted
identifier(s) used in its (their) place in the filing. All references in the case to the
redacted identifiers included in the reference list will be construed to refer to the
corresponding complete personal data identifier. The reference list may be
amended as of right. The Court may still require the party to file a redacted copy
for the public file.

In addition, caution must be exercised when filing documents that contain the following:

(1) Personal identifying numbers, such as a driver’s license number;

2) Medical records, treatment, and diagnoses;

3) Employment history;

4 Individual financial information; and

(5) Proprietary or trade secret information.

Additional items for criminal cases only:

(H Information regarding an individual’s cooperation with the government;

(2) Information regarding the victim of any criminal activity;

(3)  National security information; and

(4)  Sensitive security information as described in 49 U.S.C. § 114(s).

Counsel are strongly urged to share this information with all clients so that an informed

decision about the inclusion of certain material may be made. If a redacted document is filed, it
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is the sole responsibility of counsel and the parties to be sure that pleadings and other papers
comply with the rules and orders of this Court requiring redaction of personal identifiers. The
Clerk will not review each filing for redaction.

Counsel and the parties are cautioned that failure to redact personal identifiers and/or the
inclusion of irrelevant personal information in a document filed with the Court may subject them
to the full disciplinary and remedial power of the Court, including sanctions pursuant to Federal
Rule of Civil Procedure 11.

New York Northern District Court:

8.1 Personal Privacy Protection
Parties shall refrain from including, or shall redact where inclusion is necessary, the
following personal identifiers from all pleadings that they file with the Court, including exhibits
thereto, whether filed electronically or in paper form, unless the Court orders otherwise.

1. Social security numbers. If an individual’s social security number must be
included in a document, use only the last four digits of that number.

2. Names of minor children. If the involvement of a minor child must be
mentioned, use only the initials of that child.

3. Dates of birth. If an individual’s date of birth must be included in a document,
use only the year.

4. Financial account numbers. If financial account numbers are relevant, use only
the last four digits of those numbers.

5. Home Addresses. If a home address must be used, use only the City and State.

In addition, caution shall be exercised when filing documents that contain the following:

1. personal identifying number, such as a driver’s license number;
2. medical records, treatment and diagnosis;

3. employment history;

4. mdividual financial information; and

5. proprietary or trade secret information.

in compliance with the E-Government Act of 2002, a party wishing to file a document
A4



containing the personal data identifiers listed above may

1.

2.

file an unredacted version of the document under seal, or

file a reference list under seal. The reference list shall contain the complete
personal data identifier(s) and the redacted identifier(s) used in its (their) place in
the filing. All references in the case to the redacted identifiers included in the
reference list will be construed to refer to the corresponding complete personal
data identifier. The reference list must be filed under seal and may be amended as
of right.

Counsel is strongly urged to discuss this issue with all their clients so that they can make
an informed decision about the inclusion of certain information. The responsibility for redacting
these personal identifiers rests solely with counsel and the parties. The Clerk will not review
each pleading for compliance with this Rule. Counsel and the parties are cautioned that failure
to redact these personal identifiers may subject them to the Court's full disciplinary power.

Exception: Transcripts of the administrative record in social security proceedings and
state court records relating to a habeas corpus petitions are exempt from this requirement.

North Carolina Eastern District Court:

Rule 17.1 MINORS AND INCOMPETENTS AS PARTIES

.. (@) Incompliance with the E-Government Act of 2002, and to promote electronic

(b)

access to case files while also protecting personal privacy and other legitimate
interest, all parties to any litigation in which minor is a party, with the exception
of the paper administrative records in Social Security cases filed with the court,
shall redact the minor child’s name from all documents filed with the court. If the
name of the minor must be included in a document, including the caption, only
the initials of the child should be used.

North Carolina Middle District Court:

LR7.1 FORM OF PLEADINGS AND PAPERS

Personal Data Identifiers. [n compliance with the policy of the Judicial
Conference of the United States, and the E-Government Act of 2002, and in order
to promote electronic access to case files while also protecting personal privacy
and other legitimate interests, parties shall refrain from including, or shall
partially redact where inclusion 1s necessary, the following personal data
identifiers from all pleadings filed with the court, including exhibits thereto,
whether filed electronically or in paper, unless otherwise ordered by the court:
45,



(1) Social Security numbers. If an individual’s social security number must
be included in a pleading, only the last four digits of that number should
be used.

(2)  Names of minor children. If the involvement of a minor child must be
mentioned in a pleading, only the initials of that child should be used.

(3)  Dates of birth. If an individual’s date of birth must be included in a
pleading, only the year should be used.

(4)  Financial account numbers. If financial account numbers are relevant
and must be included in a pleading, only the last four digits of the
financial account number should be used.

In compliance with the E-Government Act of 2002, a party wishing to file a document
containing the personal data identifiers listed above may file an unredacted version of the
document under seal, or file a reference list under seal. The reference list shall contain the
complete personal data identifier(s) and the redacted identifier(s) used in its(their) place in the
filing. All references in the case to the redacted identifiers included in the reference list will be
construed to refer to the corresponding complete personal data identifier. The reference list must
be filed under seal, and may be amended as of right. The court may, however, still require a
redacted copy for the public file. The redacted version of the document or the reference list shall
be retained by the court as part of the record and disposed of in accordance with Local Rule 79.4.

Counsel who file personal identifier data under seal should be mindful that the
confidentiality of sealed documents transferred to the General Services Administration for
holding after the case is closed cannot be assured.

The responsibility for redacting these personal identifiers rests solely with counsel and
parties. The Clerk will not review each pleading for compliance with this rule.

North Carolina Western District Court:

LCrR 5.2 FILING OF PAPERS, PRESENTING JUDGMENTS,
ORDERS, AND COMMUNICATIONS TO JUDGE.

«.(E) Filing of a Redacted Pleading is Permitted to Eliminate Personal Data
Identifiers. In compliance with the Policy of the Judicial Conference of the
United States and the E-Government Act of 2002, and in order to promote
electronic access to case files while also protecting personal privacy and other
legitimate interests, parties shall refrain [rom including, or shall redact where
inclusion is necessary, the lollowing personal data identifiers from all pleadings
filed with the Court, including exhibits thereto, whether filed electronically or in
paper form, unless otherwise ordered by the Court:
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(1)

)

3)

()

)

Social Security Numbers. If the individual’s Social Security number must
be included in a pleading, only the last four digits of that number should
be used.

Names of Minor Children. If the involvement of a minor child must be
mentioned in a pleading, only the initials of that child should be used.

Dates of Birth. 1f the individual’s date of birth must be included in a
pleading, only the year should be used.

Financial Account Numbers. If financial account numbers are relevant
and must be included in a pleading, only the last four digits of the
financial account number should be used.

Other Identifying Information. Counsel may also redact any other
personal identifier information which they deem appropriate.

This redacted document will be made available in electronic format to the public.
A reference list containing the redacted personal information may be filed under
seal. LCIR 55.1

The responsibility for redacting these personal identifiers rests solely with counsel and
parties. The Clerk of Court will not review each pleading for compliance with this rule.

Northern Mariana Islands District Court:

LR 5.2 - General Format of Papers Presented for Filing.

..J.  Information to be Redacted. The parties shall refrain from including, or shall

partially redact where inclusion is necessary, the following personal data
identifiers from all pleadings filed with the court, including exhibits thereto,
whether filed electronically or on paper, unless otherwise ordered by the court:

1.

2%

Social Security Numbers. If an individual’s social security number must
be included in a pleading, only the last four digits of the number shall be
used.

Names of Minor Children. If the involvement of a minor must be
mentioned, only the initials of the child shall be used.

Dates of Birth. If an individual’s date of birth must be included in a
pleading, only the year shall be used.
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4. Financial Account Numbers. If financial account numbers are relevant,
only the last four digits of the numbers shall be used.

5. Home Addresses. If an individual’s home address must be included in a
pleading, only the city and state shall be given.

A party wishing to file a document containing the personal identifiers listed above may
file an unredacted document under seal. This document shall be retained by the court as
part of the record. The court may, however, still require the party to file a redacted copy
of the public file. The responsibility for redacting these personal identifiers rests solely
with counsel and the parties. The Clerk’s Office will not review each pleading for
compliance with this rule.

(a)

(b)

Ohio Northern District Conrt:

Local Civil Rule 8.1 General Rules of Pleading

In compliance with the policy of the Judicial Conference of the United States, and
the EGovernment Act of 2002, and in order to promote electronic access to case
files while also protecting personal privacy and other legitimate interests, parties
shall refrain from including, or shall partially redact where inclusion is necessary,
the following personal data identifiers from all documents filed with the Court,
including exhibits thereto, whether filed electronically or on paper, unless
otherwise ordered by the Court.

(1)  Secial Security numbers. If an individual’s Social Security number must
be included in a document, only the last four digits of that number should
be used.

(2) Names of minor children. If the involvement of 2 minor child must be
mentioned, only the initials of that child should be used.

3) Dates of birth. If an individual’s date of birth must be included in a
document, only the year should be used.

{(4) Financial account numbers. If financial account numbers are relevant,
only the last four digits of these numbers should be in the document used.

In compliance with the E-Government Act of 2002, a party wishing to file a
document containing the personal data identifiers listed above may

(1) file aredacted document in the public record and file a reference list under
seal. The reference list shall contain the complete personal data
identifier(s) and the redacted identifier(s) used in its(their) place in the
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(c)

(d)

(a)

filing. A1l references in the case to the redacted identifiers included in the
reference list will be construed to refer to the corresponding complete
personal data identifier. The reference list must be filed under seal, and
may be amended as of right, or

(2) file an unredacted version of the document under seal.

The unredacted version of the document or the reference list shall be retained by
the Court as part of the record. The Court may, however, still require the party to
file a redacted copy for the public file. The responsibility for redacting these
personal identifiers rests solely with counsel and the parties. The Clerk will not
review each document for compliance with this rule.

Exceptions: Transcripts of the administrative record in social security proceedings
and state court records relating to habeas corpus petitions will be exempt from
these redaction provisions because those documents will not be made available
online.

Local Criminal Rule 49.1.1 General Rules of Pleading

In compliance with the policy of the Judicial Conference of the United States, and
the E-Government Act of 2002, and in order to promote electronic access to case
files while also protecting personal privacy and other legitimate interests, parties
shall refrain from including, or shall partially redact where inclusion is necessary,
the following personal data identifiers from all documents filed with the Court,
including exhibits thereto, whether filed electronically or on paper, unless
otherwise ordered by the Court.

(1) Social Security numbers. If an individual’s Social Security number must
be included in a document, only the last four digits of that number should

be used.

2) Names of minor children. If the involvement of a minor child must be
mentioned, only the initials of that child should be used.

{3) Dates of birth. If an individual’s date of birth must be included in a
document, only the year should be used.

4) Financial account numbers. If financial account nambers are relevant,
only the last four digits of these numbers should be used.

(5) Home addresses. If a home address must be included, only the city and
state should be listed.
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(b)

(€)

(2)

In compliance with the E-Government Act of 2002, a party wishing to file a
document containing the personal data identifiers listed above may

(1)  file a redacted document in the public record and file a reference list under
seal. The reference list shall contain the complete personal data
identifier(s) and the redacted identifier(s) used in its(their) place in the
filing. All references in the case to the redacted identifiers included in the
reference list will be construed to refer to the corresponding complete
personal data identifier. The reference list must be filed under seal, and
may be amended as of right, or

@) file an unredacted version of the document under seal.

The unredacted version of the document or the reference list shall be retained by
the Court as part of the record. The Court may, however, still require the party to
file a redacted copy for the public file. The responsibility for redacting these
personal identifiers rests solely with counsel and the parties. The Clerk will not
review each document for compliance with this rule.

Oklahoma Northern District Court;

L CvR 5.3 Redaction of Personal Data Identifiers

In compliance with the policy of the Judicial Conference of the United States and
the EGovernment Act of 2002 (Pub. L. 107-347, which was enacted on December
17, 2002), and in order to promote electronic access to case files while also
protecting personal privacy and other legitimate interests, parties shall refrain
from including, or shall partially redact where inclusion is necessary, the
following personal data identifiers from all pleadings filed with the Court,
including exhibits thereto, whether filed electronically or in paper, unless
otherwise ordered by the Court:

. Social Security Numbers (in civil and criminal cases). I{ an individual’s
Social Security number must be included in a pleading, only the last four
digits of that number shall be used.

. Names of Minor Children (in civil and criminal cases). If the
mvolvement of a minor child must be mentioned, only the initials of that
child shall be used.

. Dates of Birth (in civil and criminal cases). If an individual’s date of
birth must be mcluded 1n a pleading, only the year shall be used.



. Financial Account Numbers (in civil and criminal cases). If financial
account numbers are relevant, only the last four digits of these numbers
shall be used.

. Home Addresses (in criminal cases only). If a home address must be
included, only the city and state shall be used.

The responsibility for redacting these personal data identifiers rests solely
with counsel and the parties. The clerk will not review each pleading for
compliance with this general rule.

In addition, parties should exercise caution when filing 2 document that contains
‘any of the following information and should consider filing such document under
seal, or may refrain from including, or may partially redact where inclusion is
necessary: personal identifying numbers such as driver’s license numbers;
medical records, treatment and diagnosis; employment history; individual
financial information; proprietary or trade secret information; information
regarding an individual’s cooperation with the government; information regarding
the victim of any criminal activity; national security information; and sensitive
security information as described in 49 U.S.C. § 114(s).

(b)  Incompliance with the E-Government Act of 2002, a party wishing to file a
document containing the personal data identifiers or other confidential
information listed above may:

. File an unredacted version of the document under seal, which shall be
retained by the Court as part of the record; or

. File a reference list under seal. The reference list shall contain the
complete personal data identifier(s) and the redacted identifier(s) used in
its (their) place in the filing. All references in the case to the redacted
identifiers included in the reference list will be construed to refer to the
corresponding complete identificr. The reference list must be filed under
seal, and may be amended as of right. The reference list shall be retained
by the Court as part of the record. The Court may, however, still require
the party to file a redacted copy of the document for the public file. The
unredacted version of the document or the reference list shall be marked
underneath the case number “SEALED UNREDACTED VERSION” or
*SEALED REFERENCE LIST.”



Oklahoma Western District Court:

L CvRS5.2.1 Redaction of Official Transcripts Prior to Remote Electronic Availability

(a) Responsibility for Identifying Personal Data Identifiers to be Redacted from
Transcripts. Once an official transcript is filed with the Court Clerk, the
attorneys in the case and pro se parties are responsible for identifying the personal
data identifiers that must be redacted from filings pursuant to Fed. R. Civ. P. 5.2.
Unless otherwise ordered by the Court, the attomey for a party and each pro se
party are responsible for identifying redactions required in the following portions
of the transcript:

(1)  opening and closing statements made on that party’s behalf;
(2)  statements of the party; and
(3)  the testimony of any witnesses called by the party.

The Court may also direct that an attorney or pro se party be responsible for
identifying redactions in other portions of an official transcript.

(b)  Redaction Request. To request redaction of personal data identifiers from an
official transcript, the attorney or pro se party must file a redaction request, using
the form in Appendix VI, within 21 days of the filing of the transcript. The
request shall identify the redactions to be made with respect to:

{1y  social security numbers and taxpayer-identification numbers: use only the
last four digits;

(2)  financial account numbers: use only the last four digits;
3) dates of birth: use only the year; and

(4) a minor’s name: redact in the manner that most effectively shields the
identity of the minor in the context of the proceeding.

{c) Request for Additional Redactions. For any redactions to a transcript other than
the personal data identifiers listed above, a separate Motion for Redaction must be
filed within 21 days of the filing of the transcript, unless otherwise ordered by the
Court.

L. CrR49.1.1 Redaction of Official Transcripts Prior to Remote Electronic Availability.
{a) Responsibility for Identifying Personal Data ldentifiers to be Redacted from

‘Transcripts. Once an official transcript is filed with the Court Clerk, the attorneys in the
W83
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case and pro se parties are responsible for identifying the personal data identifiers that
must be redacted from filings pursuant to Fed. R. Crim. P. 49.1. Unless otherwise ordered
by the Court, the attorney for a party and each pro se party are responsible for identifying
redactions required in the following portions of the transcript:

(b)

(c)

(d)

(1)  opening and closing statements made on that party’s behalf;
2) statements of the party;

3 the testimony of any witnesses called by the party; and

(4)  sentencing proceedings.

The Court may also direct that an attorney or pro se party be responsible for
identifying redactions in other portions of an official transcript.

Redaction Request. To request redaction of personal data identifiers from an
official transcript, the attorney or pro se party must file a redaction request, using
the form in Appendix VII, within 21 days of the filing of the transcript. The
request shall identify the redactions to be made with respect to:

(1) social security numbers and taxpayer-identification numbers: use only the
last four digits;

(2) financial account numbers: use only the last four digits;
(3 dates of birth: use only the year;

4 a minor’s name: redact in the manner that most effectively shields the
1dentity of the minor in the context of the proceeding; and

(5)  home address: use only the city and state.

Request for Additional Redactions. For any redactions to a transcript other than
the personal data identifiers listed above, a separate Motion for Redaction must be
filed within 21 days of the filing of the transcript, unless otherwise ordered by the
Court.

Stand-By Counsel. An attorney appointed as “stand-by” counsel for a party is

responsible for identifying and requesting on behalf of that party any redactions of
personal data identifiers in the transcript, as required by this Rule.
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Pennsvlvania Eastern District Court:

CRIMINAL RULE 53.2 ELECTRONIC CASE FILE PRIVACY

In compliance with the policy of the Judicial Conference of the United States, and the E-
Government Act of 2002, and in order to promote electronic access to documents in the criminal
case files while also protecting personal privacy and other legitimate interests, parties shall
refrain from including, or shall partially redact where inclusion is necessary, the following
personal data identifiers from all documents filed with the court, including exhibits thereto,
whether filed electronically or in paper, unless otherwise ordered by the court:

a Social Security numbers. If an individual’s Social Security number must be
included, only the last four digits of that number should be used.

b. Names of minor children. If the involvement of a minor child must be mentioned,
only the initials of the child should be used.

c. Dates of birth. If an individual’s date of birth must be included, only the year
should be used.

d. Financial account numbers. If financial account numbers are relevant, only the
last four digits of the number should be used.

e. Home addresses. If a home address must be included, only the city and state
should be listed.

In compliance with the E-Government Act of 2002, a party wishing to file a document
containing the personal data identifiers listed above may file an unredacted document under seal.
This document shall be retained by the court as part of the record. The court, may, however, still
require the party to file a redacted copy for the public file. Trial exhibits may be safeguarded by
means other than redaction, and the court may modify this rule to fit the requirements
of particular cases.

The responsibility for redacting these personal identifiers rests solely with counsel and
the parties. The Clerk need not review filings for compliance with this rule.

Pennsvlvania Middle District Court:

LR 5.2 Documents to be Filed with the Clerk.

.. {d) A filed document in a case {other than a social security case) shall not contain any
of the personal data identifiers listed in this rule unless permitted by an order of
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(e)

the court or unless redacted in conformity with this rule. The personal data
identifiers covered by this rule and the required redactions are as follows:

1. Social Security Numbers. If an individual’s Social Security Number must
be included in a document, only the last four digits of that number shall be
used;

2. Names of minor children. If the involvement of a minor child must be

mentioned, only that child’s initials shall be used;

3. Dates of birth. If an individual’s date of birth must be included, only the
year shall be used;

4, Financial account numbers. If financial account numbers must be
included, only the last four digits shall be used.

Additional personal data identifier in a criminal case document only:

5. Home addresses. [f a home address must be included, only the city and
state shall be listed.

A party wishing to file a document containing the personal data identifiers listed
above may file in addition to the required redacted document:

1. a sealed and otherwise i1dentical document containing the unredacted
personal data identifiers, or

2. a reference list under seal. The reference list shall contain the complete
personal data identifier(s) and the redacted identifier(s) used in its(their)
place in the filing. All references in the case to the redacted identifiers
included in the reference list will be construed to refer to the
corresponding complete personal data identifier. The reference list must be
filed under seal, and may be amended as of right. The sealed unredacted
version of the document or the sealed reference list shall be retained by the
court as a part of the record.

The responsibility for redacting these personal identifiers rests solely with counsel
and the parties. The clerk will not review each document for redaction.

55,



(@)

(b)
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Puerto Rico District Court:

RULE 5.2 PERSONAL DATA IDENTIFIERS
Restrictions on Personal Identifiers in Filings

In compliance with the policy of the Judicial Conference of the United States, and
the E-Government Act of 2002, and in order to promote electronic access to case
files while also protecting personal privacy and other legitimate interests, parties
shall refrain from including, or shall partially redact where inclusion is necessary,
the following personal data identifiers from all pleadings filed with the Court,
including exhibits thereto, whether filed electronically or in paper, unless
otherwise ordered by the Court:

(1)  Social Security Numbers. If an individual’s social security number must
be included in a pleadings, only the last four digits of that number should
be used.

(2)  Names of Minor Children. If the involvement of a minor child must be
mentioned, only the initials of that child should be used.

(3)  Dates of Birth. If an individual’s date of birth must be included in a
pleading, only the year should be used.

(4)  Financial Account Numbers. If financial account numbers are relevant,
only the last four digits of these numbers should be used.

(5)  Home address. Limited to city and state.

Non-Redacted Filings Under Seal

In comphiance with the E-Government Act of 2002, a party wishing to file a
document containing the personal data identifiers histed above may file an
unredacted document under seal. This document shall be retained by the Court as
part of the record. The Court may, however, still require the party to file a
redacted copy for the public file.

Responsibility for Redaction

The responsibility for redacting these personal identifiers rests solely with counsel

and the parties. The Clerk of Court will not review each pleading for compliance
with this rule.
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Texas Eastern District Court:

LOCAL RULE CV-5.2 Privacy Protections For Filings Made with the Court

... (b) Availability of Transcripts of Court Proceedings. Electronically-filed
transcripts of court proceedings are subject to the following rules:

M

(2)

(3)

4)

(5)

A transcript provided to a court by a court reporter or transcriber will be
available at the clerk’s office for inspection for a period of 90 days after it
is electronically filed with the clerk. During the 90-day inspection period,
access to the transcript in CM/ECF is limited to the following users: (a)
court staff; (b) public terminal users; (c) attorneys of record or parties who
have purchased the transcript from the court reporter or transcriber; and
(d) other persons as directed by the court. Court staff may not copy or
print transcripts for a requester during the 90-day inspection period.

During the 90-day period, a copy of the transcript may be obtained from
the court reporter or transcriber at the rate established by the Judicial
Conference. The transcript will also be available within the court for
internal use, and an attorney who obtains the transcript from the court
reporter or {ranscriber may obtain remote electronic access to the
transcript through the court’s CM/ECF system for purposes of creating
hyperlinks to the transcript in court filings and for other purposes.

Within seven business days of the filing of the transcript in CM/ECF, each
party wishing to redact a transcript must inform the court, by filing the
attached “Notice of Intent to Request Redaction,” of the party’s intent to
redact personal data identifiers from the transcript as required by
Fed.R.Civ.P 5.2, If no such notice is filed within the allotted time, the
court will assume redaction of personal data identifiers from the transcript
is not necessary. '

if redaction is requested, a party is to submit to the court reporter or
transcriber and file with the court, within 21 calendar days of the
transcript’s delivery to the clerk, or longer if a court so orders, a statement
indicating where the personal data identifiers to be redacted appear in the
transcript. The court reporter or transcriber must redact the identifiers as
directed by the party. These procedures are limited to the redaction of the
specific personal identifiers listed in Fed.R.Civ.P. 5.2. If an attorney
wishes 1o redact additional information, he or she may make a motion to
the court. The transcript will not be remotely electronically available until
the court has ruled on any such motion.

The court reporter or transcriber must, within 31 calendar days of the
filing of the transcript, or longer 1f the court so orders, perform the
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requested redactions and file a redacted version of the transcript with the
clerk of court. Redacted transcripts are subject to the same access
restrictions as outlined above during the initial 90 days after the first
transcript has been filed. The original unredacted electronic transcript shall
be retained by the clerk of court as a restricted document.

If, after the 90-day period has ended, there are no redaction documents or
motions linked to the transcript, the clerk will remove the public access
restrictions and make the unredacted transcript available for inspection
and copying in the clerk’s office and for download from the PACER
system.

If, after the 90-day period has ended, a redacted transcript has been filed
with the court, the clerk will remove the access restrictions as appropriate
and make the redacted transcript available for inspection and copying in
the clerk’s office and for download from the PACER system, or from the
court reporter or transcriber.

LOCAL RULE CR-49.1 Privacy Protection for Filings Made With the Court

... (b) Awvailability of Transcripts of Court Proceedings. Electronically-filed
transcripts of criminal court proceedings are subject to the following rules:

M

(2)

3)

A transcript provided to a court by a court reporter or transcriber will be
available at the clerk’s office for inspection for a period of 90 days after it
is electronically filed with the clerk. During the 90-day inspection period,
access to the transcript in CM/ECF 1s limited to the following users: (a)
court staff; (b) public terminal users; (¢) attorneys of record or parties who
have purchased the transcript from the court reporter or transcriber; and
(d) other persons as directed by the court. Court staff may not copy or
print transcripts for a requester during the 90-day inspection period.

During the 90-day period, a copy of the transcript may be obtained from
the court reporter or transcriber at the rate established by the Judicial
Conference. The transcript will also be available within the court for
internal use, and an attorney who obtains the transcript from the court
reporter or transcriber may obtain remote electronic access to the
transcript through the court’s CM/ECF system for purposes of creating
hyperlinks to the transcript in court filings and for other purposes.

Within seven business days of the filing of the transcript in CM/ECF. each
party wishing to redact a transcript must inform the court, by filing the
attached “Notice of Intent to Request Redaction,” of the party’s intent to
redact personal data identifiers from the transcript as required by
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(6)

(7

Fed.R.Crim.P 49.1, If no such notice is filed within the allotted time, the
court will assume redaction of personal data identifiers from the transcript
is not necessary.

If redaction is requested, a party is to submit to the court reporter or
transcriber and file with the court, within 21 calendar days of the
transcript’s delivery to the clerk, or longer if a court so orders, a statement
indicating where the personal data identifiers to be redacted appear in the
transcript. The court reporter or transcriber must redact the identifiers as
directed by the party. These procedures are limited to the redaction of the
specific personal identifiers listed in Fed.R.Civ.P. 5.2. If an attorney
wishes to redact additional information, he or she may make a motion to
the court. The transcript will not be electronically available until the court
has ruled on any such motion.

The court reporter or transcriber must, within 31 calendar days of the
filing of the transcript, or longer if the court so orders, perform the
requested redactions and file a redacted version of the transcript with the
clerk of court. The original unredacted electronic transcript shall be
retained by the clerk of court as a restricted document.

If, after the 90-day period has ended, there are no redaction documents or
motions linked to the transcript, the clerk will remove the public access
restrictions and make the unredacted transcript available for inspection
and copying in the clerk’s office and for download from the PACER
system.

If, after the 90-day period has ended, a redacted transcript has been filed
with the court, the clerk will remove the access restrictions as appropriate
and make the redacted transcript available for inspection and copying in
the clerk’s office and for download from the PACER system, or from the
court reporter or transcriber.

Utah District Court:

DUCIivR 5.2 - REDACTING PERSONAL IDENTIFIERS

Redacting Personal Identifiers in Pleadings. The filer shall redact personal
information in filings with the court, as required by Fed.R. Civ. P 5.2, The court

may order redaction of additional personal identifiers by motion and order in a
specific case or as to a specific document or documents. Any protective order
under Fed.R. Civ.P 26 (c) may include redaction requirements for public filings.
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(@)
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Redacting Personal 1dentifiers in Transcripts. Attorneys are responsible to
review transcripts for personal information which is required to be redacted under
Fed. R. Civ. P 5.2 and provide notice to the court reporter of the redactions which
must be made before the transcript becomes available through PACER. Unless
otherwise ordered by the court, the attorney must review the following portions of
the transcript:

(1) opening and closing statements made on the party’s behalf;
) statements of the party;

(3)  the testimony of any witnesses called by the party; and

4) any other portion of the transcript as ordered by the court.

Redaction responsibilities apply to the attorneys even if the requestor of the
transcript is the court or a member of the public including the media.

Procedure for Reviewing and Redacting Transcripts. Upon notice of the filing
of a transcript with the court, the attorneys shall within seven (7) business days
review the transcript and file, if necessary, a Notice of Intent to Request
Redaction of the Transcript. Within twenty-one (21) calendar days of the filing of
the transcript, the attorneys shall file a notice of redactions to be made. The
redactions shall be made by the court reporter within thirty-one (31) calendar days
of the filing of the transcnpt and a redacted copy of the transcript promptly be
filed with the clerk. Transcripts which do not require redactions and redacted
transcripts shall be electronically available on PACER ninety days (90) after
filing of the original transcript by the court reporter.

DUCrimR 49.1 REDACTING PERSONAL IDENTIFIERS

Redacting Personal Identifiers in Pleadings. The filer shall redact personal
information in filings with the court, as required by Fed.R. Crim. P 49.1. The
court may order redaction of additional personal identifiers by motion and order
in a specific case or as to a specific document or documents.

Redacting Personal ldentifiers in Transcripts. Attomneys are responsible to
review transcripts for personal information which is required to be redacted under
Fed. R. Crim. P 49.1 and provide notice to the court reporter of the redactions
which must be made before the transcript becomes available through PACER.
Unless otherwise ordered by the court, the altorney must review the following
portions of the transeript:

(1)  openmg and closing statements made on the party’s behalf:
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(2) statements of the party;
(3) the testimony of any witnesses called by the party; and
(4)  any other portion of the transcript as ordered by the court.

Redaction responsibilities apply to the attorneys even if the requestor of the
transcript is the court or a member of the public including the media.

(¢)  Procedure for Reviewing and Redacting Transcripts. Upon notice of the filing
of a transcript with the court, the attorneys shall within seven (7) business days
review the transcript and, if necessary, file a Notice of Intent to Request
Redaction of the Transcript. Within twenty-one (2 1) calendar days of the filing of
the transcript the attorneys shall file a notice of redactions to be made. The
redactions shall be made by the court reporter within thirty-one (31) calendar days
of the filing of the transcript and a redacted copy of the transcript promptly be
filed with the clerk. Transcripts which do not require redactions and redacted
transcripts shall be electronically available on PACER ninety (90) days after
filing of the original transcript by the court reporter.

Virginia Western Distriet Court:

Rule 8. Redaction of Personal Data Identifiers from Pleadings
The responsibility for redacting personal identifiers as required by the federal rules of

procedure rests solely with counsel or with the pro se party. The Clerk will not review each
pleading for compliance.

VYirgin Islands District Court:

Rule 5.4 Electronic Filing
.. (I} PUBLIC ACCESS

(1)  Parties shall refrain from including, or shall partially redact where
inclusion is necessary, the following personal data identifiers from all
documents filed with the Court, including exhibits, whether filed
electronically or on paper, unless otherwise ordered by the Court:

(A)  Social Security numbers. If an individual’s Social Security number
must be included, only the last four digits of that number should be
used.
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(a)

)

(3

4

(B)

(€)

(D)

Names of minor children. If the involvement of a minor child must
be mentioned, only the initials of that child should be used.

Dates of birth. If an individual’s date of birth must be included,
only the year should be used.

Financial account numbers. If financial account numbers are
relevant, only the last four digits should be used.

A party wishing to file a document containing the personal data identifiers
listed above may:

(A)

(B)

file an unredacted version of the document under seal, or

file a reference list under seal. The reference list shall contain the
complete personal data identifier(s) and the redacted identifier(s)
used in its (their) place in the filing. All references in the case to
the redacted identifiers included in the reference list shall be
construed to refer to the corresponding complete personal data
identifier. The reference list must be filed under seal and may be
amended as of right.

The unredacted version of the document or the reference list shall be
retained by the Court as part of the record. The Court may, however, still
require the party to file a redacted copy for the public file.

The responsibility for redacting these personal identifiers rests solely with
counsel and the parties. The Clerk will not review documents for
compliance with this Rule.

West Virginia Northern District Court:

LR Gen P 5.08. E-Government Act.

Documents: In compliance with the policy of the Judicial Conference of the
United States and the E-Government Act of 2002, consistent with Fed. R.Cr.P.
49.1, and to promote electronic access to case files while also protecting personal
privacy and other legitimate interests, parties shall refrain from including, or shall
partially redact where inclusion is necessary, the following personal date
dentifiers from all documents filed with the Court, including exhibits thereto,
whether filed electronically or in paper, unless otherwise ordered by the Court
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Attachment 4 to Privacy Subcommittee Report

Federal Judicial Center Surveys of Judges, Clerks and Practitioners

on Managing Private Information in Court Filings



Judges Privacy Survey — 11/19/09

Survey of Privacy Practices in Judicial Proceedings

1) What type of judge are you? (N = 424)

Chief district judge: 37 (B.7%)
Active district judge: 118 (27.8%)
Magistrate judge: 138 (32.5%)
Chief bankruptcy judge: 48 (11.3%)
Bankruptcy judge: 83 (19.6%)

District/Magistrate judges: 293 (69.1%)
Bankruptey judges: 131 (30.7%)

2) In which district do you sit?
See Appendix A

3) How long have you been on the federal bench? (N = 424)

2 years or fewer: 49 (11.6%)

3-5 years: 55 (13.0%)
6-10 years; 100 (23.5%)
11-20 years: 144 (34.0%)

More than 20 years: 76 {(17.9%)



Judges Privacy Survey — 11/19/09

REDACTION IN GENERAL

4) Have you received any complaints or requests for changes regarding private
information appearing In transcripts generally? N = 424

Yes: 86 (20.3%)
No: 338 (79.7%})

What type of judge are you? * Have you received any complaints or requests for changes regarding
private information appearing in transcripts generally?

Have you received any

complaints or requests

for changes regarding

private information
appearing in transcripts
generally?
No : Yes Total
What type  Active district judge Count 89 29 118
of judge % of Total 21.0% 6.8% 27.8%
are you? ,

Bankruptcy judge Count 60 23 83
% of Total 14.2% 5.4% 19.6%
Chief bankruptey judge  Count 41 7 48
% of Total 9.7% 1.7% 11.3%
Chief district judge Count 33 4 37
% of Total 7.8% 9% 8.7%
Magistrate judge Count 115 23 138
% of Total 27.1% 5.4% 32.5%
Total Count 338 86 424
% of Total 797% | 203% |  100.0%
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Judges Privacy Survey - 11/19/09

5) Do you keep a record of complaints and requested changes? N = 86

Yes: 11 (2.6%)
No:. 75 (17.7%)

What type of judge are you? * Do you keep a record of complaints and requested changes?

Do you keep a record of complaints
and requested changes?
: No Yes Total

What type  Aclive district judge Count 89 28 1 118

of judge % of Total 21.0% 6.6% 2% | 27.8%
are yau? .

Bankrupfcy judge Count 60 18 5 83

% of Total 14.2% 4.2% 1.2% 19.6%

Chief bankruplcy judge  Count 41 4 3 48

% of Total 9.7% 9% T% 11.3%

Chiet district judge Count 33 4 0 37

% of Total 7.8% 9% 0% 8.7%

Magistrate judge Count 115 21 2 138

% of Total 27.1% 50% | 5% 32.5%

Total Count 338 75 11 424

% of Total 79.7%  17.7% 2.6% | 100.0%

68) Was the private information available through PACER? N= 86

Yes: 63 (14.9%)
No: 20 (4.7%)

What type of judge are you? * Was the private information available through PACER?

Was the private information available
through PACER?
No Yes Total

What type  Active district judge Count a2 11 15 118
of judge % of Total 21.7% 26% | 35% | 27.8%

are you? . ‘
Bankruptcy judge Count 80 2 21 83
% of Total 14.2% 5% 5.0% 19.6%
Chief bankruptcy judge  Count 41 1 6 48
% of Total 9.7% 2% 1.4% 11.3%
Chief district judge Count 33 1 3 37
% of Total 7.8% 2% T% | B87%
Magistrate judge Count 115 5 18 | 138
% of Total 27 1% 1.2% 4.2% 32.5%
Total Count 341 20 683 424
% of Total 80.4% 4.7% 14.9%  100.0%




Judges Privacy Survey — 11/19/09

7) Do you do anything to ensure that personal identifier information is not raised

unnecessarily in a proceeding, so that transcripts will not have to be redacted?

N = 424
Yes 258 (60.8%)
No 149 (35.1%)

Dont Know 17 (4/0%)

Do you do anything to ensure that |
personal identifier information is not |
raised unnecessarily in a proceeding?

Don't Know No Yes Total

What type  Active district judge Count 5 36 77 118

of judge % of Total 1.2% 8.5% 18.2% 27.8%
are you? .

Bankruptcy judge Count 1 a7 45 83

% of Total 2% 8.7% 10.6% 19.6%

Chief bankruptcy judge  Count 1 15 32 48

% of Total 2% 3.5% 7.5% 11.3%

Chief district judge Count 2 8 27 37

% of Total 5% 1.9% 6.4% 8.7%

Magistrate judge Count 8 53 77 138

% of Total 1.9% 12.5% 18.2% 32.5%

Total Count 17 149 . 258 | 424

% of Total 4.0% 35.1% | 60.8% 100.0%

8) You indicated that you do something to ensure that personal identifier
information is not raised unnecessarily in a proceeding. Please describe the

measure(s) you take.

See Appendix B

9) In your court, which documents containing personal identifier information about
individual jurors -- including the juror’s name or background information -- are made
publicly available through PACER? Please check all that apply.

46 (10.8%} Grand jury indictment (including foreman’s signature)

10 (2.4%) Jury panel list

50 (11.8%) Transcripts of voir dire proceedings

20 (4.7%) Strikes by parties of identifiable jurors

28 (6.6%) Notes from jurors (either on a deliberating jury or not)

42 (9.9%) Verdict forms with juror names

161 (38.0%) No identifiable information about individual jurors available through
PACER

103 (24.3%) Other (piease specify)

If you selecied other, please specify
See Appendix C




Judges Privacy Survey — 11/19/09

10) Do you or your court offer instructions to counsel regarding redaction of

personal identifier or other private information in transcripts? N =424

Yes:

No

240 (56.6%)
104 (24.5%)

Don'tKnow 77 {(18.2%)

What type of judge are you? * Offer instructions to counsel regarding redaction of private

information in transcripts?
Offer instructions to counsel regarding
redaction of private information in
transcripts? 1 Total
Don't | i
Know No Yes
Type of Active district judge Count ’
judge 2 17 29 70 118
% of Total 5% 4.0% 6.8% 16.5% | 27.8%
Bankruptey judge Count 0 21 29 33 83
% of Total 0% 50% 6.8% 7.8% | 19.6%
Chief bankruptcy judge  Count o 6 15 27 48
% of Total 0% 1.4% 3.5% 6.4% | 11.3%
Chief district judge Count 0 3 3 31 37
% of Total 0% 7% T% 73% | 87%
Magistrate judge Count 1 30 28 79 138
% of Total 2% 7.1% 8.6% 18.6% | 32.5%
Total Count 3 77 104 240 424
%ofTotal | 4q, 182% | 245%  566% O

11} You indicated that you or your court offer instructions to counsel regarding
redactions of personal identifier or other private information in transcripts. Please

describe or provide an example of those instructions.

See Appendix D

12) In your personal experience, does counsel generally attempt to redact personal
identifier information from a transcript before it is posted on PACER? N =424

Yes 178 (42.0%)
No 70 (16.5%)
Don't Know 175 (41.3%)

wh
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Does counsel generally attempt o redact
personal identifier information from a

|

transcript before it is posted on PACER? Total
Don't Know No Yes
._Jrudge Active district judge Count 0 43 23 52 118
e % of Total 0% 10.1% 54% | 123% | 27.8%
Bankrupley judge Count o 43 12 28 83
% of Total 0% 10.1% 2.8% 56% 19.6%
phief bankruplcy Count 1 20 8 19 48
judge
% of Total 2% 4.7% 1.9% 4.5% 11.3%
Chief district judge Count 0 13 3 21 37
% of Totat 0% 31% T% 5.0% 8.7%
Magistrate judge Count 0 56 . 24 58 138
%of Total | 0% 132% ' 57%, 137% 32.5%
Total Count 1 175 ! 70, 178 424
%of Total | 2% | 413% |  16.5% ' 42.0%  100.0%

13) Have you had personal experience with counsel redacting transcripts to delete
other than personal identifier information? N = 424

Yes 47 (11.1%)
No 340 (80.2%)

Don't know 33 (7.%)

What type of judge are you? * Have you had personal experience with counsel redacting transcripts
to delete other than personal identifier information? Crosstabulation

Have you had personal experience with
counsel redacting transcripts to delete other
than personal identifier information? Total
. Don't ‘
. . know ! No 1 Yeas
What type  Active district judge Count |
of judge : 0| 6 90 22 118
are you?
% of Total 0% 1.4% 21.2% 52% | 27.8%
Bankruptcy judge Count 1 9 65 8 83
% of Total 2% 21% 15.3% 1.9% 19.6%
Chief bankruptcy Count ;
judge 1 4 41 2 48
% of Total 2% W 9% 9.7% 5% 11.3%
Chief district judge Count 1 2 32 2 37
% of Total 2% 5% 7.5% 5% 8.7%
Magistrate judge Count 1 l 12 112 13 138
% of Total 2% 28%  264% 31% | 32.5%
i {
Total Count 4, 33 340 47 ¢ 424
% of Total 9% 7.8% . 80.2% | 111% ' 100.0%

8
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14) Are you aware of any reasons for noncompliance with the redaction

requirements? N =424

Yes 35 (8.3%)
No 334 (78.8%)
Don't Know 53 (12.5%)

What type of judge are you? * Are you aware of any reasons for noncompliance with the redaction

requirements?
Are you aware of any reasons for noncompliance
with the redaclion requirements?
Don't Know No Yes Total
What type  Aclive district judge Count 1} 12 g5 11 118
gﬁ é“dgf,, % of Total 0% 2.8% 22.4% 26% 27.8%
you! Bankruptcy judge Count 0 13 66 4 83
% of Tolal 0% 3.1% 15.6% 9% 19.6%
Chief bankruptcy judge  Count 2 4 KL 4 48
% of Total 5% 9% 9.0% 9% 11.3%
Chief district judge Count 0 2 31 4 37
% of Total 0% 5% 7.3% .9% 8.7%
Magistrate judge Count 0 22 104 12 138
% of Total 0% | 52%:  245% 2.8% 32.5%
Total Count 2 53 | 334 35 424
% of Total 5% ; 125% | 78.8% 8.3% 100.0%

15) What reasons were given?

See Appendix E

16) How were those matters resolved?

See Appendix E

17) When you learn about a violation of the redaction requirements, how do you
respond? Please check all that apply. N = 424

Impose sanctions

Threaten to impose sanctions

Direct party to revise filing

Direct clerk to advise party to revise filing

Other {please specify)

If you selected other, please specily
See Appendix F

9 (2.1%)

30 97.1%)
210 (49.5%)
174 (41.0%)
113 (26.7%)
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REDACTION IN BANKRUPTCY CASES
N = 131 Bankruptcy Judges
18} Has your court experienced problems with failures to comply with redaction

requirements in filed documents -- including petitions, schedules proofs of claim, and
adversary proceeding pleadings?

Yes 89 (67.9%)
No 33 (25.2%)
Don't Know 9 (6.9%)

19) How frequently does this occur? (N = 89)

Often 11 (12.4%)
Sometimes 35 (39.3%)
Rarely 43 (48.3%)

20} In what kinds of bankruptcy filings does this oceur? (N = 89)

[Note: Respondents were only able to check one of these options, but in text
responses indicated that there were multiple applicable answers. The text responses
have been incorporated into the numbers below, and the “please specify” responses
only show the answers that were not covered by the response selections.]

Q Petitions 24 (27.0%)
O Schedules 32 (36.0%)
Q Proof of Claims 68 (76.4%)
O Adversary Proceeding Pleadings 17 (19.1%)
Q Other (please specify) 11 (12.4%)

If you selected other, piease specify (11 responses)

1. Filings by pro se litigants
In exhibits attached to proofs of claim and also in motions in the estate case and in adversary
proceedings and in trial and hearing exhibits and exhibits attached to motions and pleadings
3. Proof of claims are a real problem Creditors do file claims with credit identifing numbers and
social security numbers this happens most often with unsophisticated creditors. Once filed
the information
schedules, proofs of claim and exhibils in evidentiary hearings
Employee Income Records, Schedules, Petitions, Proofs of Claims.
exhibits to pleadings
Petitions, form 21, bank statements, tax returns
PAY ADVICES

Exhibits to motions and responses

0. We have a large pro se population, and they sometimes file documents or information that
contains person identifier information.

11. Failure to redact o also occur in attachments, exhibits, motions and other pleadings. Such

failure to redact is becoming less of a problem

2O m~No o e
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Note: From here until the end of the survey, only District, Chief district and
Magistrate judges answered the questions, because they are not relevant to
Bankruptcy Judges. N =293, unless otherwise specified.

'VOIR DIRE TRANSCRIPTS

21) Have you used any of the following procedures to protect juror privacy in either
the voir dire proceeding itself or any resulting transcripts? Please check all that
apply.

203 (69.3%) Informed jurors that they have the right to share personal information
at the bench in an in camera conference with the attorneys
54 (18.4%) Questioned all jurors individually
101 (34.5%) Made efforts to limit references to potential jurors’ names by, for
example, referring to them by their juror number
62 {21.2%) Reminded court reporters the transcripts of voir dire proceedings are to
be prepared only if the appropriate section of the transcript request form is completed
29 (9.2%) Sealed a voir dire transcript
72 (42.8%) Sealed juror questionnaires
10 (3.4%) Allowed public access to voir dire transcripts only at the courthouse
through the public access terminal
57 (18.4%) None of the above

22) Did these procedures appear to be effective in protecting juror privacy? N = 237
Yes 183 (62.5%)
No 4 {1.4%)
Don't Know 50 (17.1%)
23) Comments:
See Appendix G
24} Have you experienced any problems or complaints in protecting private
information in voir dire transcripts from access through PACER?
Yes 3 {1.0%)

No 238 (81.2%)
Don't Know/Not Applicable 52 (17.7%)
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25) You indicated that you experience problems or complaints in protecting private
information in voir dire transcripts from access through PACER. Please describe
those problems or complaints.

Failure of employees in the clerk’s office to be diligent in protecting the private information.
(Active district judge)

A newspaper reporter accessed pacer and obtained a criminal filing from the US Attorney's
Office that contained improper personal information, and wrote a story that contained some of
the personal information. The story brought this issue to light. (Magistrate judge)

In criminal felony plea proceedings, | always ask the defendant to provide his/fher name and
year of birth. Often times, | will say, "please let me have the year of your birth, not the date.”
Even with that admonition, from time-to-time a defendant will provide the full date. As
proceedings are electronically recorded, we have no ability to redact that confidential
information. Thus, the problem arises when a defendant fails to follow my instruction.
{(Magistrate judge)

SEALING DOCUMENTS

26) Have you sealed or otherwise restricted access to documents that have not been
redacted in accordance with the privacy rules?

Yes 162 (55.3%)
No 90 (30.7%)
Don't Know 41 (14.0%)

27) How often does this cccur? N = 162

Often 11 (6.8%)
Sometimes 49 (30.2%)
Rarely 101 (62.3%)

Missingdata 1 (0.6%)

28) You indicated that you have sealed or otherwise restricted access to documents
that have not been redacted in accordance with the privacy rules. Please explain.

See Appendix H

REDACTION IN GENERAL

29} Is there information in case files, not currently redacted, that should be subject
to categorical redaction?

Yes 26 (8.9%)
No 71 (24.2%)
Don't Know 195 (66.6%)
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30) What types of information? Please check all that apply. N = 222 (“yes” and
“don’t know” in response to Q29)

L1 Driver's license number 43 (19.4%)
U Passport number 41 (18.5%)
] State identification number 31 {14.0%)
{1 Health insurance identification number 37 (16.7%)
L Alien regisiration number 34 (15.3%)
L1 Other (please specify) 20 (9.0%)

For “Other, please specify”, see Appendix |

31) Comments

See Appendix J

IMMIGRATION RECORDS

32) With respect to immigration cases, do you believe PACER access to additional
forms of private information, such as alien registration numbers, should be
restricted?

72 (24.6%) Yes, PACER access to such private information should be limited in all
immigration cases.

4 (1.4%) PACER access should be limited in certain types of immigration cases.

33 (11.3%) No, PACER access should not be limited in immigration cases.

184 {62.8%) Don't Know/No opinion

33) Which types of immigration cases should require limited access?

1. Cases involving requests for asylum if there involves a physical threat to an individual
or sexual matters. (Active district judge)

2. That can't be predicted. (Active district judge)

3. Situations involving existing or potential asylum regquests/petitions and where
accused may be involved in an investigation or pending case and could be a witness
(Magistrate judge)



Judges Privacy Survey — 11/19/09

REDACTION OF CRIMINAL RECORDS

The Committee Note to Criminal Rule 49.1 lists documents that are not to be inciuded
in the publiic criminal case file. Those documents are the following:

Unexecuted summons or warrants of any kind

Pretrial bail or presentence investigation reports

Statements of reasons in the judgment of conviction

Juvenile records

Documents containing identifying information about jurors or potential jurors

Financial affidavits filed in seeking representation pursuant to CJA

Ex parte requests for authorization of investigative, expert or other services under
the CJA

Sealed documents

34) In your opinion, are there categories of material that should be deleted from the
current list of documents and included in the public criminal case file?

O Yes 15 (5.1%)
QO No 235 (80.2%)
O Don't Know 43 (14.7%)

35} You indicated that there are categories of material that should be deleted from
the current list of documents excluded from the public case file. Please note which
categories should be deleted, and explain why you think the information should be
included in the file.

See Appendix K

36) In your opinion, are there additional categories of materials that should be
added to the list of documents that are not be included in the public criminal case
fite?

G Yes 23 (7.8%)

O No 169 (57 .7%)

O Don't Know 899 (33.8%)
Missing Data 2 (0.7%)

37) You indicated that there are additional categories of materials that should be
added to the list of documents not to be included in the public case file. Please
describe those categories, and explain why you think this information should not
appear in the public case file.

See Appendix L

12
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38) Does your court seal, or otherwise limit public access to, plea agreements?

O Yes 159 (54.3%)
O No 99 (33/8%)
O Don't Know 34 (11.6%)

39) Does your court have a policy or a practice to eventually unseal {or consider
unsealing) such agreements? N = 159

O Yes 41 (25.8%)
O No 76 (47.8%)
O Don't Know 41 (25.8%)

40) You indicated that your court has a policy or practice to unseal plea agreements.
Please describe the policy or practice, referring specifically to any event or
circumstance (e.g., imposition of sentence, remand to custody) that generally
triggers unsealing or opening access.

See Appendix M

41) Please select the option that best describes your practice regarding posting of
plea agreements:

145 (49.5%) Plea agreements are generally available to the public, but are sealed as needed,
on a case-by-case basis.

19 (6.5%) Plea agreements are not available to the public through PACER, but are publicly
available through the public access terminal in the Clerk's office.

29 (9.9%) Plea agreements are available to the public, but the cooperation information has
been transferred from the plea agreement {0 a sealed document.
20 (6.8%) Plea agreements are available to the public, but the cooperation information has

been transferred from the plea agreement to a document kept outside of the public case file.
26 (8.9%) Plea agreements are not filed.

44 (15.0%) Other (piease specify)

10 {3.4%) Missing data

For “other, please specify”, see Appendix N

42) What is done with the cooperation agreement?

See Appendix C

43} Do you follow the same practices with cooperation agreements?
O Yes 229 {78.2%)

O No 40 {13.7%)
Missing Data 24 {8.2%)

I3
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44) You indicated that you follow a different practice for cooperation agreements.
Please describe the different practice for cooperation agreements.

See Appendix P

45) Do you or others in your court review decisions to restrict PACER access to plea
or cooperation agreements after a certain point in time?

Q Yes 16 (5.5%)

O No 134 {45.7%)

O Don't Know 134 {(45.7%)
Missing data 9(3.1%)

46) You indicated that you or others in your court review decisions to restrict PACER
access to plea or cooperation agreements after a certain point in time. Please
describe the process that is used.

See Appendix Q

47) Have you had any problems implementing the court's policy regarding posting of
plea and cooperation agreements?

Q Yes 3 (1.0%)

QO No 242 (82.6%)

O Don't Know 42 (14.3%)
Missing data 6 (2.3%)

48) You indicated that you have had problems implementing the court’s policy
regarding posting of plea and cooperation agreements, Please explain those
problems.

1. As o my (not the court's) policy requiring the government to notify the court as soon
as the need for sealing no longer exists, | rarely receive such notice. {Active district
judge)

2. There have been attempts fo have separate side, substantial assistance
aggreements, not a physical part of the plea agreement and not filed, to avoid public
disclosure. In Feb. 2009, our court voted to make plea agreements public; | have
tried to follow that vote by only accepting side substantial assistance agreements
that become public. There have only been a few exceptions where concrete,
credible threats have caused me to seal a plea agreement and/or side, substantial
assistance agreement. No body has been killed yet, but | fear it is only a matter of
time. (Active district judge)

3. use of them in another case (Active district judge)
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49} In your opinion, has the court's policy regarding posting of plea and cooperation
agreements been successful in protecting the privacy and security of individuals
signing such an agreement?

O Yes 176 (60.1%)

O No 5(1.7%)

O Don't Know 105 (35.8%)
Missing data 7 (2.4%)

50) You indicated that the court's policy regarding posting of plea and cooperation
agreements has not been successful in protecting the privacy and security of
individuals signing such agreements. Please explain.

1. Anyone can go on Pacer and see if a Defendant has pled guilty, and if so, whether
cooperation is contemplated. The Public's right to know has trumped safety
concerns. {Active district judge)

2. Docket entries entitled "sealed" in criminal cases have resuited in retaliation against
the defendants named in the case. Because the public has access to these cases,
these people are exposed. (Active district judge)

3. 1do not believe that these records should be sealed, and our court does not seal
them as a general rule. (Active district judge)

4. 1don't know what you mean by posting plea and cooperation agreements. We son't
post them we seal them. (Active district judge)

5. The entry of the sealed docket item is enough in cases where threats against the
cooperating defendant have been made to signal that such an agreement is in place.
There needs to be an alternative in which the cooperation agreement is not apparent
on PACER. {Active district judge)

6. When a plea agreement is sealed, it is apparent that someone is cooperting with the
government. Web sites like "who's a rat," publically list the sealed agreements.
Thus, the very fact of sealing could be detrimental. | am unaware of any actual
adverse consequence as a result of postings on "who's a rat." (Magistrate judge)

51) Have you or your court considered alternative policies governing access to plea
agreements and cooperation agreements?

O Yes 58 (19.8%)

O No 93 (31.7%)

O Don't Know 136 (46.4%)
Missing data 6 (2.0%)

52) Please describe any alternatives that have been considered.

See Appendix R

53) Have those alternatives been implemented? N = 58

O Yes 9 (15.5%)
O No 42 (72.4%)
O Don't Know 7 {12.1%)

[
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54) Have those alternatives been successful? N = 58

O Yes 4 (6.9%)
Q No 1(1.7%)
O Don't Know 5 (8.6%)

55) In cases involving cooperation, have you had experience in: {please check all

that apply)

161 (54.9%)
116 (39.6%)
177 (60.4%)
118 (40.3%)
138 (47.1%)
121 (41.3%)
54 (18.4%)

Closing a courtroom

Sealing a record in whole

Sealing a record in part

Sealing the transcript of a hearing in whole (if different from the record)
Sealing the transcript of a hearing in part (if different from the record)
Sealing docket entries (if different from the record)

None of the above

§56) Are you aware of any instance of harm or credible threat to a witness or
defendant, arising from a perception that the witness or defendant was cooperating
(either through language in plea agreement/cooperation agreement or a sealed
document on a docket sheet)? ’

Yes, in plea agreement cases
Yes, in cooperation agreement cases

16 (5.5%)
26 (8.9%)

Yes, in both plea agreement and cooperation agreement cases 57 (19.5%)

No 142 (48.5%)
Don't Know 47 (16.0%)
Missing data 5 (1.7%)

57) In those instances, what circumstances gave rise to such suspicion or
knowledge? Please check all that apply. N = 99

18 (18.2%)
15 (15.2%)
35 (35.4%)
22 (22.2%)
42 (42.4%)
23 (23.2%)

Access to case files on the internet
Access to case files at the courthouse
Attendance at pretrial praceedings
Attendance at trials

Don't know

Other (please specify)

For “Other, please specify”, see Appendix 8§

58) If you have any other comments or suggestions about the privacy rules that have
not been covered in this questionnaire, please provide them here.

See Appendix T
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Appendix A {Question 2: In which district do you sit}

District Courts
: | Cumulative
Frequency Percent Valid Percent Percent
Valid 1 3 3 3
ALMD 3 1.0 1.0 14
ALND 2 7 7 2.0
ALSD 1 3 3 2.4
ARED 3 10 10 34
ARWD 1 3 3 38
AZD 5 1.7 1.7 55
CACD 10 34 34 89
CAED 2 7 7 96
CAND 2 7 7 10.2
CASD 5 1.7 1.7 11.9
coD 5 17 1.7 13.7
CTD 3 1.0 1.0 14.7
DCD 3 1.0 1.0 18.7
DED 2 7 7 16.4
FLMD 8 27 2.7 19.1
FLND 2 7 7 19.8
FLSD 3 1.0 1.0 20.8
GAND 4 1.4 1.4 222
GASD 1 3 3 25
HID 1 3 3 22.9
IAND 1 3 A3 232
IASD 2 7 7 239
L.CD 4 1.4 1.4 253
ILND 7 2.4 2.4 27.6
iL.sD 4 1.4 14 29.0
INND 2 7 7 29.7
KsD 4 1.4 14 311
KYED 1 3 3 314
KYWD 2 7 7 321
LAED 3 1.0 1.0 33.1
LAWD 2 7 7 33.8
MAD 6 20 2.0 358
MDD 2 7 7 36.5
MED 1 3 3 36.9
MIED 2 7 7 37.8
MIWD 3 1.0 1.0 38.6
MND 1 3 3 389
MOED 2 7 7 39.6
MOWD 2 7 7 40.3
MSND 2 7 T 410
MSSD 2 7 7 418
MTD 2 7 7 423
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NCED
NCMD
NCWD
NDD
NED
NHD
NJD
NMD
NMID
NVD
NVSD
NYED
NYND
NYSD
NYWD
OHND
OHSD
OKED
OKND
OKWD
ORD
PAED
PAMD
PAWD
PRD
RID
SCD
SbD
TNED
TNMD
TNWD
TXED
TXND
TX8D
TXWD
uTD
VAED
VAWD
VvTD
WAED
WAWD
WIED
WIWD
WVND
WVSD
WYD
Totai

-
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293

1.0
1.0

14

14

1.0

3.8
14
34
14
2.0
14
1.0
1.0
14

14
1.7
1.0

1.7

1.4

27
2.0
3.1
31
1.4
20
10

17
10

1.0

3!

10!
100.0

1.0
1.0

14

14

1.0

3.8
14
3.4
14
2.0
14
1.0
10
1.4

14
1.7
1.0

1.7

1.4

27
2.0
31
3.1
14
2.0
1.0

1.7
10

1.0

1.0
1000

42.7
437
44.7
45.1
464
471
47.8
48.1
48.5
50.5
50.9
54.6
56.0
594
60.8
62.8
64.2
65.2
66.2
67.6
67.9
68.6
70.0
71.7
727
734
75.1
754
76.8
775
78.2
80.9
82.9
86.0
89.1
90.4
925
93.5
94.2
945
96.2
97.3
97.6
988
§9.0
100.0
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Question 2: District

Bankruptcy Districts
i l Cumulative
Freguency i Percent | Valid Percent Percent
Valid  AKB 1 8! 8 8
ALMB 1 8 8 15
ALSB 1 8 8 23
AREB 1 8 8 3.1
CACB 5 38 38 6.9
CAEB 3 23 23 9.2
CANB 3 23 23 11.5
CASB 1 8 8 12.2
coB 4 3.1 3.1 15.3
ciB 1 8 8 16.0
DEB 6 46 46 206
FLMB 2 15 15 221
FLSB 2 15 15 23.7
GANB 2 15 15 25.2
HIB 1 8 8 26.0
DB 2 1.5 15 275
HLCB 2 1.5 1.5 29.0
ILNB 8 46 46 33.6
INNB 2 15 | 15 35.1
KSB 2 15 15 36.6
KYEB 2 1.5 15 38.2
LAED 1 8 8 38.9
LAMB 1 8 8 39.7
LAWD 1 8 8 40.5
MAB 2 15 15 420
MDB 2 1.5 15 435
MEB 2 15 15 450
MIEB 1 8 8 458
MNB 3 2.3 23 48.1
MSNB 1 8 8 489
MSSB 1 8 8 49.6
MTB 1 8 8 50.4
NCEB 1 8 8 51.1
NCMB 3 2.3 23 53.4
NCWB 2 15 15 55.0
NDB 1 8 8 55.7
NEB 2 15 15 57.3
NHB 1 8 8 58.0
NJB 2 15 15 595
NVB 1 8 8 60.3
NYEB 5 38 3.8 64.1
NYSB 6 46 45 68.7
NYWB 1 8 8 £9.5
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OHNB
OHSB
OKWB
PAMB
PAWB
PRB
sCB
TNEB
TNMB
TNWB
TXEB
TXNB
TXSB
TXWB
VAEB
VAWB
vTB
WAEB
WAWB
WIEB
WVNB
wvsB
Total

e e D e = AN D e BN - - NN NN NN WN

131

100.0 |

100.0

71.0
73.3
74.8
76.3
77.9
79.4
80.9
82.4
84.0
84.7
85.5
87.0
88.5
89.3
92.4
939
94.7
95.4
917
98.5
99.2
100.0
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Appendix B (Q8): Please describe the measure(s) you take to make sure info is not

raised unnecessarily.

What type of judge
are you?

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Please describe the measure(s) you take to make sure info is not raised
unnecessarily.

1. Seal the hearing and proceedings. 2. Make a document a court exhibit, not
admitted into evidence, and seal the document.

Actually, the measures I have taken are generally after the fact. Once a
transgression has occrred, 1 require the parties to file redacted pleadings, etc.
admonish and remind lawyers not to mention such information on the record
request the court reporter to delete such

Advise counsel

Advise parties and counsel what steps to take at initial conferences and all the
way through proceedings

All personal information is taken at side bar.

Ask the parties not to refer to minors by their first names.

At the initial conferences with counsel I include as a standard matter to bring
up to counsel my expectation that they will attend to telling me if/when their
client has an 1ssue with personal identifiers that the Court needs to address.
By making sure parties don't raise it unnecessarily

Caution the attorneys and Clerks staff and we redact before filing if such info
1s included in a proposed filing

Clerk's office monitors.

Direct witnesses not to provide home address; screen exhibits

discussed in pretrial conference and becomes part of the pretrial order
Discussion at every pretrial meeting with counsel.

E.g., in cases involving identity theft or misuse of Social Security number, not
give the whole number. E.g., if a question is asked of a witness that calls for
personal information and I feel it is not necessary, ] may intervene.

Enforce the local rules of the court

Ensure that personal identifiers, whether oral or documentary, do not appear
in the record. This is usually done through communication to, and in
cooperation with, counsel.

explain he policy to th lawyers and parties, require redaction in exhibits
posted online in high profile case

General cautions to counsel; enter protective orders.

I advise the attorneys not to use personal identifiers. Also, I have a list of the
identifiers on a laminated piece of paper and it is placed on each counsel
table.
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Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

1 alert the attorneys at the beginning of the case and we advise them in the
Clerk's office

I am generally careful about not including any such information in opinions.
Also, in voir dire, we tell the jury panel not to disclose their addresses,
although we do use names.

[ attempt to deflect by speaking with counsel.

I avoid asking questions in plea colloquys that may call for personal idntifier
information.

I carefully remind counsel of the applicable rules before an evidentiary
proceeding.

[ direct the parties to make appropriate redactions, consistent with the rules.

I discourage lawyers from asking questions about personal identifier
information.

I discuss the privacy policy with counsel at the limine conference I conduct
before trial and caution counsel not to elicit answers which would disclose
such information unless it is actually relevant to a meaterial issue -- and if it
1s, to request a redaction of the transcript contemporaneously with the issue
arising at the trial. I follow essentially the same procedure for other
evidentiary hearings, such as contested sentencings, suppression hearings and
the like. In addition, when counsel inadvertantly elicit such information I sua
sponte ask leave to redact on the spot.

I do not have witnesses provide street addresses, ss# or DOB. I use numbers
instead of names for jury selection,

I mention the issue to counsel before court proceedings if I think the privacy
concerns may arise.

I often inform attorneys at the beginning of evidentiary hearings not to ask
witnesses questions that would elicit such information.

I provide jurors with numbers and make all references to jurors through those
number. Questions directed to witnesses which call for personal indentifier
information are not allowed unless counsel indicate the relevance and need
for such information to be placed on the record.

I remind counsel to redact such information, and not state it on the record.If I
see it in an exhibit or pleading or hear it in court I order it redacted.

[ sometimes remind the parties prior Lo proceeding.

I tell the lawyers to be mindful of their responsibility to not inject into the

proceedings the type of information referenced in the civil and criminal rules
that is deemed "private”.

22



Judges Privacy Survey — 11/19/09

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge
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Active district judge

I try to advise counsel prior to a trial regarding the requiremnents of FRCrP
49.1 / FRCP 5.2 If an identifier comes out during testimony or a question, 1
strike it from the record, explain why, and direct counsel to avoid such
questions.

I try to make sure that this information is not elicited in questioning
1 warn the attorneys during trials and during hearings not to mention personal
identifiers.

If I recognize the problem, I redact the information and also order the parties
to redact it.

If lawyers refer to such information in open court, | remind them not to.

In the earlier years | made aa practice of discussing these matters at pre-trial .
The word is "out" and it hasn't been a problem of late.

Instruct all court personnel not to disclose any personal indentifer information
Instruct counsel

Instruct counsel on proper procedures. Seal pleadings done improperty and
require proper form.

Instruct lawyers to remove identifying information

Instructions to counsel before transcribed proceedings.

Jurors and witnesses are told that is not necessary to state their address.

Lawyers are given written notice as a part of our normal practice to be careful
with personal information
local rules require redaction

My law clerks and judicial assitant are aware of the sensitive nature of this
information and when necessary steps are taken to protect it.

Point it out to the lawyers in pre-trial and status conferences that they need to
be mindful so that readaction will not have to occurr

Pretiral orders in civil cases and ordes setting trials in criminal cases remind
lawyers of the need to limit personal information in testimony and to redact
such information from exhibits. My staft -- court room deputy, court
reporter, and myself -- are vigilant mn checking exhibits and reminding
lawyers about the need for redactions. My court reporter will bring to my
attention information 11 a transcript that may need to be redacted before
filling.

Pre-trial or pre-hearing redaction

prohibit reference unless absolutely necessary

[y
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Active district judge

Active district judge
Active district judge
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Active district Judge

Pursuant to local rule, complaints and other pleadings specifically do not
require personal identifiers

refer to venirewo/men by their number; instruct witnesses to refer to minors
by initials.

Remind counsel of our privacy rules and need to protect sensitive information
from public disclosure.

Remind the parties through counsel at the CMC to take the necessary steps to
redact.

Request lawyers to omit such information if possible and if not place it under
seal.

Require counsel not to refer to such information in specific terms unless
necessary to an issue in the case. When necessary, the record is sealed.
Occassionally, counsel will include private information in documents filed in
the docket and the pleading is replaced with the information omitted.

Sometimes attorneys examining a witness will be instructed not to elicit such
information. When pro se refer to individual minors with respect to child
abuse, the reference is redacted and the Clerk's office directs the pro se to
amend the document.

The i1ssue does not arise generally n day to day proceedings before the Court.
It seems to be more of an issue at the trial of a case. Therefore, at the pretrial
status conference, we discuss how to avoid using personal identifier
mformation during the trial.

The parties are all aware that they do not need to refer to any personal
information that can lead to harm to any person. If such information is
necessary, the parties approach the bench with the information.

The parties redact information. For ¢xample, if a Social Security Number is
to listed on a document, usually the first five numbers are covered with "X's".
use of initials for minors

Warn the attorneys not to use it. The attorneys are already quite careful.

We have a local rule that requires redation of certain personal identifiers and |
at times have motions filed to remove personal identifier which I respond to
immediately. In proceedings I have had to require the redaction of personal
mformation from exhibits and I am moving toward not using panel or jury
members names in the proceedings. | review all voir dire personally and
prohibit questions that seck identifier or identifier hke information. Finally,
in making challenges we do so in a manner that does not disclose personal
information
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Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

We make a conscious effort to address each document as it is considered.

We notify counsel of the prohibited privacy information in every case and
halt counsel if they make a mistake. If they persist, I treat it as a waiver.

We tell the parties early on that they are to redact such information.
We warn the parties to avoid the 1ssue.

When a question is raised that asks for personal identifier information (or a
litigant, prospective juror, or witness starts to volunteer such information), I
try to remember to avoid having them put such information on the record
unless it is necessary. Often it is sufficient to get the city (not the address) or
the last four digits of an SS number (instead of the entire number).

When an attorney asks for protected information, I stop the witness from
providing it (when I remember).

when it is clear at the beginning of a proceeding that this is a potential
problem, 1 bring it up and ask counsel to limit (or eliminate) mention on the
record...substituting some other (agree upon) identifier in its place.

While 1 have not had to enter an order yet, in court we will usually follow the
redactions that have appeared in the pleadings. Generally, the indictments or
other pleadings with personal identifiers are redacted in part, like a credit card
receipt. Either by implication or otherwise, we usually follow that in court
unless there is an i1ssue specific to the case that requires full disclosure.
WITNESSES ARE CAUTIONED NOT TO PROVIDE SUCH
INFORMATION

(1) We have a Local Rule that has adopted the Judicial Conference's policy on
personal information and states that parties should not elicit such information
in testimony or include it in exhibits. (2) My scheduling order specifically
requires counsel to

admonish counsel against eliciting personal information from witnesses not
necessary to adjudication of issues.

Advise parties to redact personal identifiers from exhibits before submitting
or filing them and advise counsel not to refer to social security numbers of
people or ages of children on the record.

As partics may be presenting issues before the Court and ma offer documents
I remind them of the privacy requirements.

Ask parties not to read SSNs and the like into the record, check that exhibits
arc redacted before accepting in court, telling parties to redact if they file
documents with identifiers
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During hearings, I block unnecessary disclosures

During questioning I request that no complete addresses nor other personal
identifier information be included in testimony.

I advise parties at hearings to be careful in putting personal identifiers on the
record.

1 call attention to such information whe it is included in exhibits and ask that
it be redacted before exhibits are introduced and admitted.

I caution the attorneys/litigants at the commencement of the proceedings not
to ask the type of questions that will need to be redacted.

1 do not allow personally identifiable information to be requested of
witnesses.

I have asked counsel not to pursue questioning that will elicit this information
during a hearing or trial.

1 have consistently intervened when the routine background questions are
asked to advise counsel that questions eliciting personal identifier information
should not be asked. Slowly, but surely, the practice is changing.

I inform counsel on the record that home addresses should not be requested of
witnesses

I insure that such information 1s never made part of the record by causing
such information to be redacted in documents and insuring it 1s never read
into the record.

I read a prepared speech. If you would like a copy, please call me.

I remind the attorneys that the transcript will be accessible to the public and,
threfore, to consider the content of statements and documents.

I warn lawyers and parties not to put such informaton on the record.

If a court filing or exhibit has a social security number in it, | will have that
redacted upon request of any party before it becomes part of the trial record.
If a statement of private information is requested of a witness in a proceeding,
[ try to caution the witness not to provide same.

If I sec that some personal information, such as a Social Security number, 15
on an exhibit that i1s being offered into admission at trial, I will suggest that
the exhibit be redacted. 1 have required some exhibits to be redacted as a
condition for admussion.

If in testimony, 1 strike the information on the spot. If on an exhibit, T instruct
counse! to redact the information and supply a redacted copy.
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Bankruptey judge
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If there is confidential information that the parties identify, T will seal the
record by so indicating at the beginning and end of the sealed portion.

In instruct the witness on the stand not to use the names of minor children and
for the attorneys not to use their names

In testimony I make sure that the information elicited and the answers given
does not contain the private information, or go off record on occassion. We
have, also, had records sealed where pnivate information was disclosed in
pleadings or transcripts.

In the courtroom I have cautioned litigants about using the name of minors,
admonished attorneys for using Social Security numbers in pleadings, put
some matters under seal to ensure medical information remains private. My
staff 1s also sensitive to privacy concerns.

Information regarding use of personal identifier information is posted on the
court's website.

Instruct parties to file redacted documents. Instruct witness to not identify
address, etc.

Our clerks office immediately "seals" a pleading on which personal info may
exist. We also warn litigants at pre trnal conferences to review potential
exhibits for such info and redact when necessary.

Our Court issued a general order last July (Gen.Order No.09-01) addressing
this issue. We also have internal procedures which our case administrators
follow in this regard.

Our local rules address this issue in detail, and in trial, I am careful about
references to personal ientifiers and to documents containning that
informaton.

Raise issue with counsel

Request at commencement of trial that parties be sensitive to personal
identifier information and that such information be redacted from exhibits.
Review documents ahead of time to ensure no such information present and,
if so, state on the record it needs to be redacted and not discussed on the
record

Screen exhibits before introduction

The bankruptey court requires all documents to redact the debtors' ssn or tax
id no.

The following notice is posted in the Courtroom at the Counsel Tables: "The
judiciary’s privacy policy restrict the publication of certain personal data in
documents filed with the court. The policy requires hmiting Social Security
and financial account

[ 3]
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There is a notice on counsel table and I try to interupt an attorney or witness if
he or she is about to disclose inappropriate info.

This has not yet come up but based upon the privacy rules am not paying
special attention to testimony and will interrupt a witness if s/he appears to be
moving toward giving PII on the record.

Try to be aware of rules and guide parties in their questioning, as appropriate

We follow the policy from the AQ. Any transcripts that are transmitted to th
court electronically are not accessible to the public for a period of time (I
believe 90 days). This allows the parties an oppurtunity to request that certain
information be redacted prior to downloading the transcript to the court's file.
We have notices on counsel table and I mention 1t to counsel at the
commencement of testimonial hearings.

when discovered block access to the offending document

When it appears the 1ssue may arise, | caution counsel about using exhibits or
referring on the record to social security numbers.

As necessary, reminders are given to counsel and participants to ensure that
private information is redacted.

Ask parties at pre-trial conference whether they have redacted all personal
1dentifiers.

automaticly done

Caution attorneys who are introducing documentary evidence to redact before
submitting the exhibit.

caution counsel during the hearing

Court e-filing web page has a warning notice about redaction of personal
identifier information that must be acknowledged before e-filer can proceed.

During trials, I ask lawycrs and witnesses not to put confidential information
like full social security numbers or rull account numbers on the record unless
absolutely necessary (which is almost never).

[ advise the witness not to provide the information if the question appears
designed to elicit it, and cut off the witness if he or she is about to provide it.
[ mention the problem the first time counsel asks a question that would
require disclosure; the reminder is generally sufficient.
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I remind attorneys in open court, post notices on the attorney's tables, include
notices within our Order setting deadlines, and 1 return any exhibits which
contain personal identifying information in order for the information to be
removed.

If such information inadvertently is stated on the record I immediately direct
that the record be redacted. Also such information is be redacted in all filings
and exhibits. By local rule, 9037-1 we have incorporated the federal rule.

If testimony is getting into an area which could invlve personal identifier
information, [ would caution the witness. However this rarely happens.

Laminated cards cautioning counsel about the use of protected information
are placed on counsel's table in the courtroom. Also, cautionary warnings are
prominently displayed on the court's CM/ECF site at log-in, and on the court's
webpage.

Monitoring during the hearing

My courtroom deputy reads a prepared statement betore any witness testifies
alerting the witness to the problem.

Note for the parties, especially if requested by one of the hearing participants,
that the record should be modified or purged of the personal identifier.

ORAL ADMONITION TO LITIGANTS. ALSO SCHEDULING ORDERS
FOR TRIALS AND MANy OTHER (THOUGH NOT NECESSARILY
ALL) EVIDENTIARY HEARINGS WARN COUNSEL ABOUT
JUDICIARY PRIVACY POLICY.

our case managers, as a part of their quality control, are on the lookout for
personal identified information; if they find any, they will notify the presding
judge

Our clerk's staft screens documents carefully.

Our trnial orders require that attorneys avoid introduction of personal
identifiers in argument or in testimony. We also post privacy reminders on all
counsel tables in courtrooms.

Remind counsel and parties

Renmnd counsel at beginning of hearings by flyers posted on counsel tables to
not divulge personal information such as family names, children's names,
account numbers, social security numbers, etc.

Reminder in standard scheduling order Oral reminder on the record at points
where 1t appears such information may come out
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Return exhibits unless appeal is filed, in which case redaction is required.
POC's with such information is removed from public view, and an amended
claim is required.

Transcript reviewed by a case manager to determine if any personal identifier
information is included.

try to interrupt when PII is approached in testimony and will review proffered
documents.

Try to limit reference to addresses, minors' names, etc. in open court.

We alert the parties to the privacy issues in GPOs and LBRs regarding the
subject. At hearings, if testimony or exhibits in the court's public files raises
identifier problems we tell the parties to redact. In some cases, we will seal
the document from public access and order that a redacted amended copy be
filed

We remind counsel not to ask for home address, to refer only to the last 4
digits of account numbers, not to refer to minor children by name.

We track and review redaction requests

When appropriate, I advise witnesses and counsel to refrain from placing
personal identifier informtion on the record.

When PII is brought up, I instruct the parties to limit the tetsimony so that (for
example) full social security numbers are not given in open court.

Complete identifiers are not used on the record. Exhibits are redacted to meet
this requirement. Regarding transcripts attorneys have the responsibility for
redaction.

Counsel are advised to limit the introduction of pesonal information when
guestioning witnesses and making statemetns in court. We do this by 1)
posting an Advisory for Limiting Personal Information on our web site
(bttp://www.ohnd.uscourts.gov/Electronic_Filing/Advisory for Limiting Per
sonal_Information in Transcripts.pdf) and 2) placing a laminated copy of the
Advisory on the counsel tables in each of our courtrooms. The topic has also
been mentioned in our bar association newsletters and during Federal Practice
CLE programs.

Counsel are reminded to speak appropriately and aveid use of personal
identifving information.

Do not identify jurors by name. Do not use minors names in pleadings.

During the pretrial conference, I cover this topic with counsel. and T advise
jurors at the commencement of voir dire.
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[ ask the attorneys to avoid using the personal identifiers unless absolutely
necessary. I have no problem with this procedure.

I have asked the attorneys to "sanitize" their filings of items such as bank
account nummbers, social security numbers, etc. before those items are
introduced into the record.

[ provide situational guidance to counsel in cases in which personal identifier
information is at issue or may be referred to as the evidence is presented. In
those situations, 1 instruct counsel to refrain from asking questions containing,
or that would solicit answers disclosing, personal identifier information.

I tell witnesses they are not required to answer such questions and then advise

the lawyers to refrain as well. 1 also ask the lawyers to redact any exhibits
that may be filed.

I try to catch questions that include or seek personal identifier information
and ask that they be rephrased to avoid answers that include such information.
I also stop witnesses who are including such information in their responses.

I would instruct the Counsel to frame their questions so as not to raise the
personal identifiers in open Court - I would also instruct the court reporter not
to disclose personal identifers in the transcript.

In hearings, if such information is provided, I strike the response and require
that only intiials be used. We review filings to be sure that they are not
providing such information.

In major criminal cases, 1 have had jurors referred to by number.

Intensive trainning of court users and the bar has resulted in a first class
operation Docket Clerks {quality analysts),pick up any mistake for instant
correction.

My staff and our Clerk's Office always look for any failure in complying with
the redaction rules.

Nothing other than try to stay alert to the possibility and head it off.

Our court has advised attomeys in writing and [ orally advise them if I believe
that such information may come up.

raise it with lawyers during hearings when personal 1dentifers are being put in
evidence

remind fawyers to black out such info

Remind Jawyers verbally as needed; local court rule/administrative order.
request counsel not use jurors names during voir dire
strike it from the record and direct court reporter not to transcribe

very careful that home addresses, social security #'s, elc. are never asked for
or revealed so that redaction would be necessary
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Website informs lawyers. Docketing clerks check pleadings. Lawyers are
often called by clerk’s office.

When a lawyer solicits such information, I stop the procedings and ask him or
her if she really needs this question answered. If not, I ask the court reporter
to not include this information if the witness has already answered the
question.

When something is said on the record that falls in this catagory, 1 either have
it stricken, redacted or that part put under seal. Jury voir is always sealed
from public access.

I simply remind counsel of the applicable rules during the final pretrial and
limine conferences.

Address issue at the Case Management Conference and the Pretrial
Conference. Encourage parties to redact during discovery and to reach
agreements, if possible, on the presentation of evidence in a manner that
would minimize any need to redact.

Admonish counsel

Admonish counsel

Admonish counsel and/or witness

Advise counsel not to disclose such information during any proceedings that
are on the record.

advise the parties prior to hearing to be aware and keep personal identifiers
out.

Ask counsel not to state personal identification information on the record. If
stated inadvertently, strike it from the record and instruct court reporter when
transcribing the hearing to redact the information from the transcript.

At pretrial or at beginning of a proceeding I remind counsel! of their
obligation to protect personally identifiable information.

Avoid reading it and advising the parties to do the same.

Before voir dire, 1 remind counsel to refer to jurors by their number and not
their names.

clerk review

confirming that documents filed and issued do not contain such information

consciously do not state addresses, dates of birth, etc. during hearing, refer to
reports.

Counsel andthe parties are advised prior to the proceedings that such
information is to be avoided and if necessary will be under seal.

Direct 1t be redacted or stricken. remind the parties to avoid such references
on-the-record unless material to issues in the case.

Discuss 1ssues with parties at initial conferences and other proceedings to
make them aware of the issue.
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Filing documents with limited access to the parties and public terminal only;
redacting portions (if not burdensome); sealing documents with private
information if redaction would be burdensome

[ do not ask it.

I generally do not mention such specific information in open court.

[ have close communication with my docket clerk to flag and discuss any
problems which appear.

1 have the attorneys review the documents and redact if necessary

[ instruct counsel prior to questioning witnesses, as necessary; I review grand
jury indictments for victim information when [ do returns; and I issue
protective orders in criminal discovery matters.

[ instruct witnesses not to provide personal identifier information in response
to counsel questions. 1If a witness or counsel inadvertantly refers to such
information on the record, I note on the record that any court reporter
transcribing the proceeding to redact the information. I also instruct crniminal
defendants not to list the information on forms required to be filled out (e.g.
financial affidavits).

I interrupt when necessary to prevent inclusion in the record.

I make every attempt to ensure that personal identifier information 1s not
raised unnecessarily in a proceeding.

I normally instruct the lawyers to redact the document before entry of the
document into evidence.

| occasionally remind the lawyers not to include unnecessarily such personal
identifiers, or to truncate them to fewer than all the digits in numerical
identifiers. But it is an occasional thing, not routine.

[ purposely do not allow testimony regarding personal information into the
record. Even with guilty pleas, I only ask the year of their birth, not the date.
I remind counsel

1 send a form order to counsel prior to the hearing which instructs them to
refrain from using personal and/or private information unnecessarily. It also
instructs thent to submit any such information in advance of the hearing either
under seal (pursuant to Local Rules) or by email to my chambers with copies
1o opposing counsel.

I simply make sure that counsel do not inquire into these matters
unnecessanly.
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I tell them it is not necesary to recite personal identifiers in the record and
encourage the attoneys to redact. I also redact personal identifiers from
proposed orders

I tried to prevent testimony or statements on the record where personal
information is going to be revealed and is unnecessary for the proceeding.

I try to make a point of advising attorneys that personal identifiers should, if
at all possible, not be used in proceedings before me.

I warn the parties orally at the initial conference particularly in cases where
infants may be involved

I will ask during plea hearings that personal identifiers not be placed on the
record.

I will request on the record that the parties and attorneys try to discuss the
matter without referring to individuals' social security numbers or other
similar private information.

If a question being asked (and recorded by the court reporter) calls for such
information, I direct counsel to withdraw the question or reframe it to exclude
the information.

If T am concerned that personal identifier information will be addressed
during a hearing, I caution counsel. If it appears that such information is
about to be disclosed, I caution counsel.

In all proceedings, such as first appearances, arraignments, and pleas, 1 allow
only year of birth, last four of Social Security numbers, etc.

In civil cases, I try to anticipate situations where personal identifier
information may be disclosed and, depending on the stage of the case, try to
address the issue at the initial conference or, if necessary, convene a
conference to ensure proper safeguards are in place. In Section 1983 cases,
where personnel records, etc., are often at issue, | have standing orders to
protect privacy. The issue arises rarely often (for me) in criminal cases

In criminal cases, my staff insures that case agents do not include personal
identifiers in criminal complaints and other papers that are presented.

In criminal proceedings when asking a defendant who 1s preparing to plea, |
ask for name and year (not date) of birth; T ask for the last 4 digits of the ss#.

In guilty plea colloguys, when 1 ask whether you provide financial support to
anyone, [ ask that names not be mentioned. CIA form 23 affidavits
requesting appointment of counsel at first appearance are filed under seal.
Pretrial refease orders no longer contain the address of the Defendant.
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In hearings, I instruct counsel not to mention the material in the hearing. In
pleadings, I require that the material be filed under seal.

In pro se cases we advise the litigant not to include such personal information
in any filings or on the record in open court proceedings. Similiar advice is
given to attorneys when the subject matter suggests that this may be an issue.

Instead of asking defendants their DOB, I ask how old they are and if they
start to give a date of birth, 1 stop them before they complete it. If an attorney
asks a witness for personally identifying information, I stop them before the
witness answers and I explain why I do not want that information on the
record. We also redact pleadings, such as complaints, affidavits for warrants,
etc,, and remove this information prior to filing the document "of record."
Instruct counsel/witnesses not to disclose personal data identifiers and if they
do, order the reporter to strike it.

Instruct witness re answering such questions

It is impractical to ask lawyers & witnesses to speak in code during trials and
hearings. It is also extremely time-consuming to review transpripts for PI
info after the fact. Instead, we ask the parties to stipulate before the hearing to
automatic redaction by the court reporter of pre-identified PI info when the
transcript is being prepared.

Language included in initial notice of pretrial conference reminding attorneys
not to mention personal identifiers in open court

limit revealing speech and writings

Local Rule and practice of the clerk's office.

Local Rules and the court's web page set forth limitations for the placement of
certain information in pleadings and on the record. If necessary, parties are
reminded during the course of court proceedings

Local Rules provide counsel notice that such information should not be used.

Local Rules require redaction of personal identifier information by the
attorneys in any document filed with the Court. Attorneys know not to
reference personal 1dentifier information during a public hearing. DOcuments
submitted for consideration i Court are expected to be redacted beforehand
or thay will not be admitted until after redaction has occurred.
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Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Maintain an awareness of the sensitivity of such information and remain
diligent in assuring that the information is not disclosed or, if necessary to
disclose, is protected.

Minimize refering to such matters when possible.

my in-court deputy has modified forms & other materials to redact this info
My staff -- law clerks & Courtroom Deputies -- are aware of privacy matters
and double-check every document

No street addresses given, only towns.

Notice to Counsel on CM/ECF and Notices posted on podiums in the
Courtrooms

on cases where the problem is likely to arise we discuss it at the Rule 16
conference and clerk's office is especially vigilant

Our local rules have provisions of which [ remind the parties.

Our local rules require that the information be redacted. And if not, parties
are instructed to do so and refile.

Prompt attorneys in advance not to disclose any p/i/i on the record of the
proceeding in which we are participating

Reccive any personal identifier information, e.g., address, telephone number,
either prior to or subsequent to the hearing.

Redacted from filings with the court

Require the filing of redacted filings if counsel has mistakenly included
Social Security munbers.

The Clerk has placed a laminated reminder at each counsel table, clerks desk
and on the bench that warns that the personal identifer information should not
be used in court without permission. The personal identifers are specifically
set out in bold on the notice. 1 also verbally warn parties of the restrictions on
the use of personal idetifiers at the beginning of the hearing if I think there is
a possiblity that a reference may be make to this information.

The Clerk's Office has a General Order to redact personal information

The Court reminds the parties that the proceedings are public and that they
should be mindful of the type of information that is placed on the public
record and evaluate if it 1s necessary to include the information.

WA attys at court confs not to say things on record that are "private” so [
don't have to seal part of a conf or trial transcript.

We are proactive 1n making sure the informaiton does not get mto the record
in the first place. We also have written instructions on the trial table.
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Magistrate judge

Magistrate judge

We require that witness lists be filed under seal. We require attorneys to
redact personal identifier information from depositions and other documents
containing such information prior to filing, and we require that certain types
of cases, such as social security appeals, be filed under restricted access

We reviewed and revised all forms we used to eliminate including personal
information ("PI"), we have notified counsel of the need to eliminate Pl in
pleadings, and we are careful during court proceedings to insure that exhibits
and testimony do not include PI (unless essential to resolving an issue) and
strike from the record any inadvertent mentioning of PI. This issue also has
been discussed at bench meetings to insure all our judges are aware of this
issue.
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Appendix C (Q9): Which documents are publicly available through PACER (other,

please specify)

What type of judge are

you?

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge
Bankruptcy judge

Documents available through PACER? : OtherText

I don't know

Don't know

don't know

foreperson's signature only on verdict form and notes

I am not entirely certain about our District's full policy in this
regard.

{ am not sure, but [ believe none of this information is
available on pacer.

I am unaware of PACER practice. In most voir dires, juror
candidates are referred to by number. The transcript would
reflect any identifier mentioned during voir dire.

I cannot answer with certainty but to my knowledge, none of
this is available on PACER

I do not use Pacer and do not know what information is
posted.

1 don't know - ask the Clerk

I don't know.

[f there is a challenge to extraneous information, I will hold a
voir dire of the jurors. This has only happened twice.

1t 1s possible that a transcript of voir dire might be prepared
and filed electronically, but efforts are taken to redact juror
names in that event.

Mainly exhibits filed in 2254 cases

Names of jurors only get on PACER when mentioned during
voir dire

Signature of jury foreperson on verdict form is only
document available online.

This is handled by the clerk

Verdict form may have the foreperson's name.

As a bankruptcy court, we have never had a jury trial or
sought to empanel a jury.

credit apps, certain medical info forms

do not deal with juries

Do not do jury tnals.

do not have jury trials

don't know what, if any, mformation about jurors is available
through PACER

Don't know; jury trials are very rare in our court.
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Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptey judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Chief bankruptey judge
Chief bankruptcy judge

Have not had a jury trial.

I do not deal with Juries

I have conducted no bankruptcy jury trials

I have had no jury tials in all my years on the bench.
I have never conducted a jury trial in bankruptcy court.
Juries in bankruptcy are only theoritical

jurors not regularly used in Bankruptcy Ct

/a

N/A

N/A

N/A - I have not conducted a jury trial.

n/a, no jury trials

na

No juries

no juries in bankruptcy

1o juries used in bankruptcy

No jurors

No jurors in this court

No jury trials

No jury trials

No jury trials conducted in my courtroom yet
No jury trials have been conducted in the bankruptcy court.
No jury trials to date

No juryies in my court

Not applicable

Not applicable

not applicable

Not applicable

Not Applicable - No jury trials

Not applicable since trials are by the court

Not applicable to our court.

Not applicable.

possibly debtor's schedules

Proofs of Claim

proofs of claim

We do not conduct jury trials.

We do not deal with jurors

We don't generally use juries in bankruptcy court
We have not had a jury tnal

We rarely if ever have juries m bankruptcy court.
We've never had a jury trial.

Almost never have jury trials

Bk. ct. doesn't do jury trials here
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Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptey judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge

Chief district judge
Chief district judge
Chief district judge
Chief district judge
Magistrate judge

don't have jury trials--bankruptcy

Haven't had a jury trial since enactment

1 DO NOT CONDUCT JURY TRIALS.

I've held no jury trials (bankruptcy court).

n/a - We have not had a jury trial in the Massachusetts
bankruptcy court for many years

N/A. No current jury experience

NA--don't use juries

No juries in bankruptcy

No jury in bankruptcy court

No jury trials conducted so far

no jurys

Not applicable

Not applicable

Not applicable

Not applicable.

Not applicable; jury panel is maintained by the district court
Our court does not try jury cases

proof of claim index; pleadings in ECF

Rarely applies in bankruptcy; and my position would be that
no personal information be publicly available through
PACER

To date, have not conducted jury trial

transcripts (with opport to redact); proofs of claim; exhibits
to pleadings

We do not conduct jury trials

We do not have jurors.

We don't have jurors.

We generally don't do jury trials in bankruptcy court.

We have no jury trals

We have not had a jury trial since the implementation of the
new rules.

we have not had any jury trials, so this is N/A

We have not held a jury trial in years.

Civil cases: verdict form includes name of presiding juror
and the preemptory strikes are publically filed. In criminal
cases, the name of the presiding juror 1s redacted from the
verdict form and the names of jury strikes are not publically
filed.

Don't know

The verdict form will have the name of the foreperson.
Verdict form with presiding juror's signature.

Do not personally deal with juror information.
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Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

don't know

Generally, none are supposed to include such iformation.
Sometimes there are slips and we act then to redact or delete
them.

I am rarely involved in this aspect of criminal matters.
Consequently my knowledge is limited.

I do not know the answers to all the above

1 do not know.

I do not work with juries.

1 don't know

1 have not had a jury trial so I do not know.

if trial transcript is filed, jury selection information could be
made publically available

In response to this question, I assumed that you are referring
to transcripts of proceedings that have been ordered and have
been filed on cm/ecf.

No jury trials as of 11/13/09

not familiar with this

Orders Setting Conditions of Release

signature of jury foreperson on jury questions and verdict
and signiature of grand jury foreperson on kindictments.
some indictments have forepersons name blacked out, some
do not.

that T am aware of

Transcripts of voir dire, strikes, and notes from jurors are
available with juror names only

Unknown

We do not have jury trials.

We generally do not have jury cases.
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Appendix D (Q11): Please describe or provide an example of those instructions to

counsel regarding redaction.

What type of judge are

you?

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

Active district judge

Please describe or provide an example of those instructions to
counsel regarding redaction.

any filing with personal identifiers is discouraged. My Court reporter
provides notice to counsel to regarding redactions requested before filing
a transcript.

Just instructed to redact same

A printed card 1s on counsel table reminding attorneys not to use personal
identifiers and telling attorneys how to ask for a redaction if they do. The
Court's website also includes instructions (I believe).

a sheet of paper has been placed under the glass on counsel tables in the
courtrooms that provide information about transcripts, and the need to
identify redaction in a period of time after the reporter frist discloses the
transcript to the appearing attorneys.

All but last 4 digit of SS# Initials only of minor children Street name, no
number No bank account numbers Year of birth only, no date

All counsel are directed to the rules

an instruction sheet is placed on each counsel table and we orally instruct
counsel

Announcement from bench or written orders.

Anonymous jury questionnaires- jurors are given basic instructions in the
questionnaire not to reveal information that could identify them. If juror
requests to speak to me privately, I will hear the juror ex parte and make
a record of the colloquy. The county of residence for the juror and the
type of employment the juror has are elicited in very general terms.

as stated above.

Counsel are provided a period of time to request redaction of information
in transcripts prior to the transcript being made public.

Counsel are required to review for redactions before transcripts are filed.
Counsel contact the court reporter with the information needed to be
redacted. Copies of the advisories are provided to the Court.

Counsel have been instructed to avoid questions that call for this type of
information.

Counsel 1s notified of the deadline for requesting redactions at time
transcript is filed. Transcript is unavailable to public until time has
expired.

Court Clerk 1s responsible for informing counsel and parties not to
chsclose peronal identifier information
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Active district judge
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Court reporter provides info and instructions
General informal advice from court staff.

I advise counsel during proceedings our standing order 04-02 prohibits
the appearance of Social Security numbers, names of minor children,
dates of birth, financial account numbers and home address in records
and pleadings filed publically. A copy of the order will be provided if
requested.

I advise them of privacy and confidential rights and then point to our
court policies re: redaction.

I believe that they are told this by the court reporters.

1 direct parties to consult the rules and make appropriate redactions.

I handle the issue as it arises. 1 am not certain whether the court as an
institution has any policies in this area.

1 instruct them orally in court.

I tell them that our court requires same at the CMC; at pretrial and at
trial.

I use informal instructions.

In addition to what I described above, there is a notice on our public
website.

In April of 2008, an e-mail was sent to all registered CM/ECF attorneys
containing an attachment entitled Q&A on the Electronic Availability of
Transcripts and Transcript Redaction Procedures.

Instructions are provided during training for electronic filing for all
attorneys.

It is in our local rules, I think.

just a reminder to counsel by the court reporter

law clerks and mn court deputy remind parties

Lawyer training and notice

Local court Rule

Local Rule 5.2-1 provides instructions on redacting personal identifiers
and a procedure to address such concems.

Jocal rules
local rules

Local Rules contain instructions onn what to delete or redact information
not sure

Notice is given counsel of her right to redact certain info, the time
constraints and how to go about doing 1t.

On CM/ECF we notify the parties.

on the court website

Oral at pre-trialconference
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Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Orally remind counsel of privacy rules and need to protect sensitive
information. Court procedures posted on my court web site also remind
attorneys.

Our ECF homepage carries a reminder.

Our local rules and handouts provide instructions.

Our Local Rules remind counsel and | verbally remind them.
our web site contains these instructions

Personnel at the Clerk’s office give instructions to counsel when they
review the transcripts pursuant to our district rules.

PLEASE STATE ONLY YOUR CITY OF RESIDENCE
previously discussed

See above.

see previous page

set out in local court rules

Simply to avoid any reference to such information to the extent possible.
The clerks office provides information to attorneys

they are in our ECF policies and procedures

This 1s handled by the clerk

Through local rules and clerk monitoring.

We have a deadline for redaction requests, after which time transcripts

are available on PACER. We also have a link on the Court’s web page
that discusses the redaction process.

we have a general order requiring redaction

we have an ecf policy concerning requesting redaction from the transcript

We have general instructions in every courtroom. Most common,
witnesses start to give their home address. I stop them and explain.
That's usually a sufficient warning to counsel.

‘We bave mstructions and explanatory mformation on our web site.

We include reminders during some proceedings and cover the topic in
court sponsored continuing legal education seminars. Also, | believe we
post information on our website

We shred juror notes and always refer to jurors by their number. Juror
lists and panel strike lists are restricted documents.

44



Judges Privacy Survey — 11/19/09

Active district judge

Active district judge

Bankruptcy judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptey judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

Bankruptey judge

When a transcript is filed, CM/ECF participants receive an electronic
notice of a docket entry containing the following: NOTICE RE
REDACTION OF TRANCRIPTS:The parties have seven (7) calendar
days to file with the Court a Notice of Intent to Request Redaction of this
transcript. If no such Notice is filed, the transcript will be made remotely
electronically available to the public without redaction after 90 calendar
days. The policy is located on our website at www.vawd.uscourts.gov
Transcript may be viewed at the court public terminal or purchased
through the Court Reporter/Transcriber before the deadline for Release of
Transcript Restriction. After that date it may be obtained through
PACER. Redaction Request due 11/13/2009. Redacted Transcript
Deadline set for 11/23/2009. Release of Transcript Restriction set for
1/21/2010.

When transcripts are filed, the docket entry includes instructions. We
also have adopted a local rule (7.1) that addresses personal identifiers.
At times warn litigants not to use information that will need to be
redacted. Also waming is on our court web page.

Attomeys often file requests to correct a Social Security number on the
electronic filing system. As quickly as discovered, staff takes corrective
action and the lawyer is informed, hopeful taught, that is is not
acceptable.

Caution counsel not to use full social security numbers, full bank account
numbers, full credit card account identifiers.

Contained in Local Rules

counsel receive notice when a transcript is docketed and blocked from
access. Counsel are advised of time frames for redaction requests.
Court's website sets forth a redaction policy.

During n court proceedings, instructions given from bench if issue
arises

clectronic filing is mandatory. Filers are instructed to redact. Court
administrators review filings and take corrective action where necessary
General instructions and local rules.

General Order

[ ask parties to be careful not to disclose personal information. Qur
bankruptcy rules allow for the redaction of information on PACER>

[ believe that our Clerk's Office has mformation available or will inform
counsel of what type information is private information and how to not
disclose.


http:www.vawd.uscourts.gov
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Bankruptcy judge

Bankruptcy judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge
Bankruptcy judge

Bankruptcy judge

I believe the Clerk's office advising cousel about the use of Social
Security Numberson certain documents.

I believe there is a note that pops up prior to one's uploading to our
CMV/ECF system. I also read a preprepared speech before a trial starts.
we also make announcements at bar associations meetings e.g., when rule
9037 was adopted, when we change a procedure, etc.)

I believe this is done in conjunction wih the procedure I outlined above.
At time a transcript is submitted, I believe counsel are advised of the
oppurtunity to have information redacted prior to publicaion.

If we notice it, we tell them to redact.

on web site

Our Clerk of Court has a procedure in place

Our Local Bankruptcy Rules and court website instruct counsel and the
parties to redact all personal identifiers before filing any documents and
when a transcript is ordered, the parties are given instructions as to
redacting personal identifiers, with the initial burden being on the party
that has requested the transcript.

Our Local Rule 9018-1(b) provides a detailed description of the redaction
procedures recommended by the Judical Conference. When any
trnascript is filed, a notice 1s issued that the parties must review it for
personal information and it 1s withheld from public view pending that
procedure.

refile excluding the personal identifier

see above

Specific instructions can be found on our website by searching redaction
personal info

The above-referenced General Order is posted on the court's website and,
also, has been distributed to all of the court's ECF attorneys.

The CMECF guidelines provide instructions on filing documents that
rermind filers not to include personal identifiers.

There are instructions concerning redaction posted on our court's website.

They are on our website and in a notice on counsel tables.
They are provided by the Clerk's office

We have a detailed process specified in our local rules that is effective
before te public 1s able (o access the document or transcript.
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Bankruptcy judge
Bankruptcy judge

Chief bankruptcy judge

Chief bankruptey judge
Chief bankruptcy judge

Chief bankruptey judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge

Chiel bankruptcy judge

We have enacted a local rule, and posted it conspicuously on the Court's
website, that offers guidelines for protecting PIL. It is posted as follows:
Vt. LBR 5007 - RECORD OF PROCEEDINGS & TRANSCRIPTS;
ENSURING PRIVACY IN TRANSCRIPTS for guidelines regarding
redaction procedures.

web site

A letter is sent to the party ordering the transcript describing the Judicial
Conference policy re transcripts including deadlines for redaction.

An identification of a personal identifier has been made on the record; |
order that such personal identifier be redacted from the transcript.

At periodic bench and bar meetings.

Below is the script for Standard Redaction Policy Announcement.... "I
have a brief announcement before we get started. The Court has a policy
called the "Policy and Procedure Regarding Electronic Availability of
Transcripts of Court Proceedings” that allows you to remove certain
personal information from the public copy of the transcript of this
proceeding if one is ever made. Information about this new Policy is
posted on the bulletin board outside this courtoom and you can ask me
for copies of the forms you must file with the Court to remove personal
information from the transcript. You can also find this information and
the forms on the Court's website and in the Clerk's Office."

Clerk's Office provded notice when the issue first arose

Cm/ECF training and in web page. Also information appears in log on
screen.
emphasis in Local Rules (adopted prior to changes in national rules)

[ thought we adopted a judicial conference policy for having personal
information redacted from transcripts before they are posted on the
dockets but [ am unable to locate it {and also unable to figure out how to
go backwards in this survey to change my previous response!).

fnform them of need/right to redact certain information.

Information about redaction is available on our website and [ routinely
remind parties and counsel in the courtroom that redaction is their
primary responsibility.

Information on our website. Sent e-amis! to bar at time of rule and local
rule promulgation. Reminders during CLE's.

My law clerk will make available the form of order that will accomplish
the necessary redaction,
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Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge
Chief bankruptcy judge
Chief district judge
Chiet district judge

Chief district judge

Once a transcript is filed, notice and a deadline is provided to counsel
reminding them of redaction requirements and a time frame within which
accomplish redaction.

operating oreder 08-04- adopts judicial conference policy- 90 days after
transcript is ordered, ordering party may identify what needs to be
redacted

Our administrative procedures contain instructions regarding the
redaction of personal identifiers from transcripts.

Our notice of filing of transcript includes a warning with time frames and
mstructions for redaction.

our web site has information on personal identifier information

Policy and Procedures Regarding Electronic Availability of Transcripts
effective February 17, 2009 posted on court website

Reminder at beginning of a proceeding and during when necessary

See earlier response.

The full instructions are accessible through the court's web site. They
identify the potentially redactable information, require a party or its
attorney to file a notice of request for redaction within five days of the
delivery of the transcript to the Clerk, and then give the requestor 21 days
to 1dentify to the court reporter the information that must be redacted.
The mstructions also include the following warning: "Attomeys should
be diligent in altering courtroom behavior so that unnecessary
information is not elicited in the proceeding, unless necessary to prove an
element of the case.”

VErbal for most part

We have a general order that describes the procedures for redacting
private info from transcripts.

We have a GPO and the court's new LBRs effective Dec. 1, 2009 have
warnings about the privacy rules and the need to comply.

We have court rules and policies that deal with privacy issues.

we post notices on the attorney's tables and in the order setting deadlines
in adversary proceedings.

Website has reminder.

cite to local rules

Constant training and notices to counsel

Examples of mstructions are on our website, in accordance with Judicial
Conference pohicy.
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Chief district judge

Chief district judge

Chief district judge

Chief district judge
Chief district judge
Chief district judge
Chief district judge

Chief district judge

Chief district judge

Chief district judge
Chief district judge
Chief district judge

First, we have modified our Notice of Electronic Filing for docketed
transcripts to inform counse! of their obligation to request redaction of
personal identifiers within a specified time frame. Second, we have
posted a sample “Transcript Redaction Request Form™ on our website
forms page. Third, we have developed an informational piece on the
transcript redaction rules that we have circulated using the court’s list
serve and published in the state bar newspaper. Fourth, that informational
piece, as well as additional transcript redaction information, is
notoriously posted on the court’s website. The instructions can be found
at this link: http://www.nhd.uscourts.gov/pdf/USDC-NH-
Public%20Notice.pdf . The general information section of the website
dedicated to redaction can be found here:
http://www.nhd.uscourts.gov/ecf/cmecf/default.asp#redact .

General Order 514, entered in May 2002 and revised on several ocasions
since then, provides guidance on redaction of personal identifying
information in all court documents

I tell counsel orally on the record not to include home addresses, account
numbers, or social security numbers in statements on the record, but, if
such matters are included, I instruct them that they must physically black
out material on the transcripts that are filed.

Just that they are responsible for identifying necessary redactions because
court reporters will not be able to do so.

Local court rule/administrative order; verbal reminders as needed.

Local Rule 5.2 lists the types of information that must be redacted.
LRCV5.2; LRCR 49.1

My staff and the Clerk's Office point out to offending parties the Rules
regarding redaction and request comliance.

Once a transcript is electronically filed, counsel has a period of time to
review the transcript, and if counsel wishes to redact, they file a "Notice
of Intent to Redact.” If counsel does file that notice of intent to redact,
they must then submit to the reporter a statement outlining where the
personal identifiers appear in the transcript that they wish be redacted.
On docket sheets where a transcript has been filed it sets out the
deadlines for the notice of intent to redact, the actual redaction deadline,
and the release of the transcript to the public.

Our webpage contams information on personal identifiers - also our
pretrial orders contain information on the Federal Rules and Local Rules
concerning personal identifiers.

Policy posted on District of Mt web page

redact names of minors.
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Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge

Chief district judge
Chief district judge
Chief district judge

Chief district judge
Chief district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge
Chief district judge
Magistrate judge

Reminder notes on CM/ECF Reminder notice on podiums in courtrooms
Rules on electronic filing instructs filersd on privacy issues

rules published on our website

see above

See above answer

Some time ago, our court circulated a written notice. I also advise
attorneys during hearings on occasion.

Such nstructions are contained in our local rules.

the clerk of the court and deputy clerk address this particular issue

The clerk's office advises all attorneys regarding the redaction
requirement.

The Clerk's office provides information.

The policy 1s on our homepage and describes specifically what should be
redacted and how.

The procedure/instructions for redacting personal identifiers from
transcripts is set forth in "Electroic Availability of Transcripts of Court
Proceedings” on our web site at
http://www.ohnd.uscourts.gov/Electronic_Filing/transcript-notice.pdf. In
addition, an "Advisory for Limiting Personal Information in Transcripts"”
{(bttp://www .ohnd.uscourts.gov/Electronic_Filing/Advisery for Limiting
_Personal_Information_in_Transcripts.pdf) is placed on counsel tables in
each courtroom and is published on our web site. Local Civil Rule 8.1
and Local Criminal Rule 49.1.1 set forth the personal identifiers that are
to be redacted from documents, including transcripts. The Court has also
published on its web site "Questions and Answers re: Electronic
Availability of Transcripts and Transcript Redaction Procedures”
{http//www.ohnd.uscourts.gov/Electronic_Filing/Q A for_attorneys.
pdf).

Through miscellaneous order addressing trial transcripts, via the practices
of individual judges (see my prior response re my practices), and through
warnings on the court website.

We have a notice on the system which reminds the atorneys of their
obligation to review the transcript within the specified time frame.

We provide a specific notice to counsel that transcripts are locked for
first 90 days to allow counsel to notify of need for redactions.
Transeripts are unlocked if there is no request for redaction. Otherwise
our Local Rule 7.1{b) cover the redaction policy.

Website and phone calls

Appears on splash page of ECF filing system
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Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

As mentioned above, I cover this during the the final pretrial and limine
conferences.

As previously noted, I try to advise counsel to keep personal identifiers
out of court proceedings, if possible.

by local rule

By reference to Rule 49.1

Case by case basis, identify certain information which needs to be
redacted in accordance with the rules.

Clerk’s office availability for responding to inquiries

Clerk’s office handles that

Comply with the Federal Rules

Counsel are informed that it is their responsibility to remove personal
identifiers.

Counsel is reminded that the transcripts will be publicly filed and that
they should consider the need for including such information.

e government act info on web site

Have informed the practicing bar about not putting personal information
indetifiers in their filings with the court.
http://www.scd.uscourts.gov/CMECF/DOCS/Transcript_Redaction_Instr
uctions.pdf

I explain the procedure. It 1s also on our web site.

[ inform the attorneys thatif there is any sensitive information that they
redact their submissions.

I meet with counsel at a pre-voir dire conference before each jury
selection and instruct counsel directly

I suggest those portions of the record containing identifiers be sealed.

I understand that there are structions provided upon an attorbney's
signing up for electronic filing.

If redaction is determined to be necessary, a party must file a Notice of
Intent to Request Redaction within seven business days of the filing of
the official transcript. I a party tiles a Notice of Intent to Request
Redaction, the transcript will not be made remotely available to the
general public until the redactions have been made. A copy of the
officially filed transcript will be available for reviewing in the Clerk’s
Office or may be purchased from the court reporter during this time.

in jury selection, I do not tell counsel not to identify a juror by name, nor
do i take measures during trial not to 1dentify a juror. In hearings, in
which sensitive information is at 1ssue, | instruct counsel not to talk about
the specific mformation on the record.

In trial mstructions and on counsel tablc are reminders not to refer to
personal 1dentifiers other than name.
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Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Individual in clerk’s office is available for consult and guidelines are on
website.

information is not to be shared with defendant or placed on the record.
Instructions appear on the court's web page.

Instructions are contained in the CM-ECF Manual.

It is on the District website

local rule 5.2 which directs excluding social security numbers, names of
minor children, dates of birth, financial account numbers, home address

Local Rule 5.3 requires filers to omit or, where inclusion is necessary,
partially redact personal data identifiers from all filed pleadings, papers,
and exhibits, unless otherwise ordered. A party filing a redacted
document may at the same time file under seal a document containing the
unredacted personal data identifiers or file a reference list without
requiring a specific court order. Said document must indicate in the
heading or style that it is an “UNREDACTED VERSION OR
REFERENCE LIST pursuant to Local Rule 5.3.” The responsibility for
redacting personal data identifiers rests solely with counsel and the
parties. The Clerk will not routinely review documents for compliance
with this rule, seal documents containing personal data identifiers, or
redact documents.

Local Rule 79-5.4 (Responsibilities of Parties to Redact or Exclude
Personal Identifiers) tells counsel which personal identifiers must be
redacted and which documents must be excluded from the public case
file.

Local rules

local rules

local rules and CM/ECF guidelines

Local Rules inform counsel of redaction policy.

Local Rules require redaction of personal indentifier info.

Local Rules; personal contact; court orders

Notice to Counsel on CM/ECF

Occasionally in criminal proceedings (¢.g., bond hearings) personal
identifiers are brought up in open court. I may direct that those excerpts
or direct counsel to take appropriate steps for redactions.

Only if they call and request information regarding redaction. The Court
1s not proactive 1n this 1ssue.

our court has a transcript redaction policy and 1t is posted on our website
at www.mssd.uscourts.gov

Our scheduling orders and other communications from the court provide
these instructions.
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Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Parties are advised of their responsibility to keep personal identifiers out
of transcripts, pleadings and documents.

Parties are instructed no to file documents containing personal identifiers
such as social security numbers, dates of birth, etc., unless the identifiers
are redacted or blacked out.

Prior to the amendment of the rule, if personal information was presented
in a pleading, T would seal the pleading and direct an amended pleading.
However, prior to my sealing of the pleading, it was available on Pacer.

Reference to our Local Rules

Reminders at hearings and orders to redact

See above. In addition, the clerk’s office post a notice about redaction of
transcripts.

sce prior answer

Social Security Administrative Reocrds are not accessible to the public.
The Clerk has a General Order

The Clerk's office has material available for counsel to review on the
District's website.

The Clerk's office provides this information

The court adopted a written policy establishing redaction procedures.
The Court has a redaction policy in the form of a Local Rule.

The court has posted a notice on its web site.

The court's web site

The docket event directs parties to file motions to redact the transcript

The form order | referenced previously mforins counsel to redact
personal or private information from all exhibits and other publicly-
available documents.

the instructions are on the district web site. Lawyers are instructed to
redact and are advised it is their responsibility to redact private
information. The description of "private information” is on the web site.

The nstructions are part of our cm/ecf training, and there are warning
boxes in cin/ecf which remind lawyers to redact when they're filing.
The issue arose on my notice to show cause why there should not be
sanctions for leaving personal identifiers in a motion

The local rules have requirements as well as notices sent out with the
complamnt and summons. See also the notice metioned in previous
answer that 1s placed

53



Judges Privacy Survey — 11/19/09

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

The privacy policy is posted on the website and on the attorney log in
page for CM/ECF. When attorneys log into CM/ECF, they must certify
that they have read the policy. When there is a violation, a notice is
posted on the docket requiring the attorney to correct the violation.
They are published on the Court's web site

This arises with most frequency in cases brought on behalf of infants.
Whenever | see reference to an infant's full name in pleadings or other
documents, 1 convene a telephone conference and alert counsel to the
need for redaction. It comes up less often but from time to time with
respect to SSNs and medical information

This 1s done primarily through the Clerk's Office

via General Order issued by chief judge

We direct counsel and pro se litigants beforehand when possible not to
make such disclosures. However if such does occur,counsel is instructed
to redact any documents that must be filed before filing.

We have a local court rule that requires attorneys or pro se parties to
redact personal data identifiers from transcripts before filing and our
policy and procedures manual for electronic filing requires redaction
We have a local rule that addresses this.

We have a standing order available to counsel that incorporates the
Judicial conference policy on personal data identifiers. We provide for
such redactions in individual protective orders entered in civil matters.

We have an Administrative Order that sets forth a procedure for
redaction

We have instructions in our CM/ECF Administration Manual, Rule 15 at
page 12 which is available on our court's external website:
www.nmcourt.fed.us. The rule requires counsel to review the transcript
for information that should be redacted under the Judic

We use Standing Orders and published administrative procedures to
notify counsel of the Court's requirements and offer the option of filing
completed documents under seal when necessary but the only document
published 1s the redacted document.

website

When transcript is available, the clerks office generates notice which
informs attorneys of the redaction requirements

When transcript 1s filed, system automatically notifies attorneys
regarding redaction and gives information regarding time limit to do so.
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Where the information is matenal to legal argument to be submiited in
conjunction with motion practice, the parties agree to redacted
submission or identification of specific portion (e.g. transcript) to be filed

Magistrate judge under seal.
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Appendix E (Q15 and Q16): Reasons for noncompliance and resolution of matters

What type of judge
b ]

.

Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge

What reasons were given?

(for noncompliance with
redaction requirements)

too difficult and time
consuming

Inadvertence, negligence,
counsel unaware of
restriction, We have a
significant problem in this
area with pro se litigants.

Attorneys do not
understand their obligation,
the law, or the interplay
between the two. Nor, do
they understand the
interplay between the
court's obligation and
counsel's obligation.

Carelessness.
inadvertance

Lack of awareness of rule
or inattention

Not paying attention; not
aware.

mistake

Unfamiliarity with the
redaction requirement.

My assumption 1s that
counsel was unaware of the
redaction requirement

Qur District does not

currently post transcripts on

Pacer and therefore there 15

no occasion for redaction to

comply with the privacy
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How were those matters
resolved?

rejquired it, butin some cases
(e.g., wiretaps, redacting cell #s
and addresseswas not feasibl)
When the problem is identified
it is immediately brought to the
offending party's attend and they
usually take immediate
corrective action and we take
action to make sure the
information 1s not available on
the docket.

They have not been resolved.
However, I am unaware of any
instances where something
should have been redacted that
was not. Although
responsiblility solely with the
attorney under the E-
government Act, our court and
court personel point out needed
redactions should they see them.

It only happened once. We had
the transcript redacted.

it was orrected

Referred to rules or pleadings
returned

By proper redactions
redaction

One matter is pending. In
another case 1 think 1 sealed the
document and required a
redacted document be filed in its
palce.
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Bankruptcy judge

Bankruptey judge

Bankruptcy judge

Bankruptcy judge

Chief bankruptey
judge

Chief bankruptey
judge

Chief bankruptcy
judge

Chief bankruptey
judge

Chief district judge
Chief district judge

Chief district judge

rules.

unaware of the requirement

Inadvertance. Oversight.

Inadvertent error

1. Sloppy staff; 2. Did not
notice the information was
contained in the document.
Lack of knowledge that
there was a requirement to
do so.

Lack of awareness of
redaction requirement and
implications of failure to
redact.

Inadvertance by counsel

1t is often inadvertance by
creditors filing proofs of
claims without redacting
identifier info.

Attorney Ignorance of the
Rules. Usnally by
pretitioners who rarely
practice in Federal Court
lack of knowledge
fgnorance--despite
educational attempts--on
the part of counsel and
clients.
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education and monitoring

Through motion and sealing
document from external review
through CM/ECF, or, if at trial,
substitution of exhibits.

motion and order to seal the
erroneous item and and refile
the item with proper redactions

Motion to Redact or Substitute

post-facto redaction

Clerk notices defective
document. Electronically served
on attormey.

If clerk spots it in normal
processing for filing, the
pleading filer will be advised of
the problem. However, it
usually arises with an action to
seal the pleading and a request
for sanctions for violation of the
privacy rules.

By my staft and the Clerk's
Office bringing the Rules to the
attention of the ignorant
attorney.

yes

[ cannot provide a uniform
answer to this question.
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Depositions are difficult.
Most lawyers who abuse,
either don't know or are too

Chief district judge  lazy.

overwhelming amount of

some lawyers are not aware

The primary reason is

Ignorance--didn't know

Magistrate judge material
Magistrate judge of the rule
Magistrate judge inadvertence.
about the redaction
Magistrate judge requirement.

Magistrate judge

Counsel were not aware of
the changes or had

Lack of familiarity with the

Most common reason is that

Magistrate judge forgotten them
Magistrate judge rules
Magistrate judge counse forgets.

counsel mistake

Pro se litigant did not
realize before filing.

Attorney filed without
properly screening.

Magistrate judge

Calls.

on one occasion material was
withdrawn. [ recall accepting
some information in camera.

the filed documents are redacted

Many times, counsel catch
themselves, but at times orders
must be entered.

Provided counsel with a copy of
court's administrative
procedures manual for CM/ECF,
which contains the redaction
requirement. The manual is
posted on the court's website for
anyone to obtain.

strike offending filings and
order proper refiling

Reminders to counsel from the
court

I direct that the filing with
identifiers be filed under seal
and a new filing with
appropriate redactions be
submitted.

When a document is filed with
the court containing personal
information is discovered either
by cut personnel or othewise
brought to the court's attention,
the document is put under seal
or the document is redacted by
the court or counsel.

Issued order directing Clerk to
strike the document and directed
attorney and or party to refile a
redacted torm.
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Magistrate judge

Magistrate judge

Magistrate judge

Lack on attention,
ignorance, laziness

Inadvertent failure to act to

redact.

A pro se plaintiff wanted
her address redacted from a
transcript but 1t was also on
the docket sheet because

she was a party
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By catching their mistakes,
either in my office or in our
clerk’s office, and ordering
redaction or other corrective
action

Having first submitted
document(s) taken down from
PACER and replaced with
redacted copy

Refused her request to redact
transcript
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Appendix F (Q17, other please specify): How do you respond to violation of
redaction requirements? : OtherText

What type of judge are

you?

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

How do you respond to violation of redaction requirements? :
OtherText

Court contacts the party they did not redact and need to comply.
direct stenographer to advise party to revise

Directed party to adopt practice not to put full SSN in indictments
Has not arisen.

Has not occurred yet, to my knowledge

Hasn't happened

Hasn't happened in any of my cases

Hasn't occurred

Have not learned about a violation.

Have not learned of any violation.

Haven't been advised of any problems with transcripts.

Haven't had a problem to my knowledge

I cannot recall any violations

I direct the clerk to remove the image of the filing from CMECF.
1 do not know as I have not had to address that yet.

[ have never faced this issue.

I have never learned of a violation

[ have no redaction issues because [ do not post transcripts on
Pacer.

I have not been faced with such violation

I have not had a problem and thus have taken no action.

I have not had this come up in transcript context

I have not had this problem occur.

I have not learned of any violation of the redaction requirement.
inform and educate

It hasn't come up in any matters before me

Never has occurred

No action

No claim of violation has ever been brought to my attention.

No known violations.

this has not occurred

Advise clerk to bar access to any filed doc containing priVATE
INFO.

An appropniate show cause order will issue, if the matter 1s
brought to the court's attention,

As explained above, I 1ssue an order to show cause why the
offending filing should not be stricken and give the filing party {4
days to refile the document with the offending information
redacted. [ strike the original if that does not happen.
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Bankruptey judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptey judge
Bankruptcy judge
Bankruptcy judge
Bankruptcy judge
Bankruptey judge
Bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge

Convene a hearing to better facilitate comunication. it is usually
not necessary to do this more than once with any attorney.

Court's website states that it is the responsibility of counsel to
request redaction of personal identifier information. To date, not
aware of an instance where we have seen unredacted personal
identifier information in a filed transcript.

direct atty to file motion to redact.

Has not occurred.

Have not had any violations alleged

Have not learned of any violation.

I have not encountered a violation of redaction requirements.

1 try to take into considered the circumstances of the individual
1Ssue

If Clerk sees if before it is entered they black the personal info
out. If document is entered in the system with personal info then
Clerk calls offending party directs them to file a motion to redact
Issue had not arisen

n/a

n/a

na

Never had to address the problem

no experience

not applicable

not applicable in any matter before me yet

Notify the clerk's office of the need to redact and follow up with
counsel to ensure a revision in filed immediately. Would sanction
if the matter was not corrected within 24 hours.

Redact filing and refile redacted document

sanctions for repeat offenders

see answer to previous question

Sometimes the attomey comes forward before we know of the
problem.

Sua sponte restrict access

The i1ssue has not been raised in court.

Ususally comes as motion to redact.

wait for objection from interested party

we have had no problems whatsoever w/ transcri

direct clerk to redact the info

Has never come up

I don't recall learning of a violation

I haven't had the opportunity.
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Chief bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

Chief bankrptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge
Chief bankruptcy judge

Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Chief district judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

If a petiton, tax return, or similar document containing unredacted
personal identfiers is presented at the counter fo filing, the clerk
will point this out and direct the filer to redact.

If the violation is inadvertent I direct that such violation not occur
again; if the violation is intentional I would threaten sanctions on
the first violation and on the second violation I would impose
sanctions

Issue order sealing erroneous filing and directing replacement to
be fild

IT A VIOLATION COMES TO MY ATTENTION, I STRIKE
THE FILING WITH ORDER TO REFILE REDACTED
DOCUMENT. THE CLERK ALSO DOES THIS AS IN SOME
CASES WHEN VIOLATIONS ARE DISCOVERED.

Matter set for hearing. Sanctions imposed only if merited.
no occurence

Seal the offending document to allow amended, redacted filing
Strike pleading with personal information

sua sponte, have the clerk's office delete the image

The situation has never arisen.

To date, redaction requirements have not been violated
Direct clerk to restrict public access to the filing until violation is
cured

Has never come up

Have not had any violations

have not learned of a violation

None. I consider it the parties’ obligation.

Not aware of any violations

Seal the document and order counsel to file a redacted copy.
Some offending documents are sealed.

sua sponte correction by quality control analysts.

The issue has not arisen.

This issue has not occurred.

we seal or delete the non-complying pdf

any of the above depending upon how egregious

clerk redacts documents

Contact parties and suggested a resolution by stipulation.
Generally, I do none of the above.

Has not happened

Has not happened

Has not occured yet.

Have never had it happen

Have not had the 1ssue arise.

Have not had the issue come up

62



Judges Privacy Survey — 11/19/09

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Have not had this problem yet

Have not learned of any such violations.

I am a part-time magistrate judge - I don't conduct trials

I am not aware of any violations

[ don't generally deal with transcripts

[ had not been aware that this was an issue and that | was
supposed to deal with 1, other than what [ have already discussed
above.

I have had no experience with a violation

[ have never been so notified.

[ have never had a violation brought to

I have never had a violation brought to my attention.

I have not been made aware of a violation to date.

I have not had the matter come up

[ have not learmed of any.

I have not learned of such violations.

[ will impose sanctions if the request for redaction is no promptly
addressed.

If 1 were to learn about a violation of the redaction requirements,
would direct clerk to advise part to revise filing.

Issue has not surfaced.

It has not come up.

Meet with counsel to assure counsel is aware of the problem.
never had that situation arise

No substantial violation has arisen

not applicable

Not aware of this problem arising

Not faced this situation

Sealing or redaction orders

The Clerk also directs corrections sua sponte.

Withdraw docment from PACER pending submission of redacted
deocument.
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Appendix G (Q23): Comments [regarding Voir Dire Transcripts; Q23]

What type of judge are

you?

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Chief district judge

Chief district judge

Chief district judge

Chief district judge

Comments [regarding Voir Dire Transcripts; Q23]

Generally, the voir dire portion of the transcript is not
transcribed. 1 question venirepersons at the side bar on bases
for "cause" challenges.

1 don't think the lawyers, parties or the courtcatch everything
and pro se filings are sometimes incapable of being
sufficiently reviewed. Pro se actions are increasingly being
filed. But, I think our sensitivity and efforts to limit personal
information is generally effective.

1 have experienced no over-reaching by counsel to learn or use
personal identifier material during voir dire.

1 have never received a complaint from a juror that his/her
privacy has been compromised

1 have taken extreme steps to protect juror privacy in one
capital case.

1 know of no problems to date

1 think these measures are sufficient.

Jury panel members are increasingly complaining about
concern for their safety in criminal cases, esp. drmg cases.
My approach has not been focused on the transcripts.

No known problems have occurred or been reported.
However, that does not mean that problematic contacts have
not occurred.

This District places all voir dire transcripts under seal.

with exceptions, because lawyers had info and may have given
it to media

Yes they do appear to work and while jurors names are
available to the press for its in person review that rarely occurs
and there are no addresses given only general location.

Our district does not publically file juror questionnaires.
Sealing the transcript gives control over access to personal
information about jurors.

voir dire transcripts are not available through PACER

What "privacy” rights do jurors even have? We are sensitive to
not making them discuss private 1ssues in front of the entire
panel.
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Chief district judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Mag;strate judge

Yes. In this district, court reporters only transcribe voir dire if
requested by counsel. When that occurs, the matter is brought
to the attention of the presiding judge who has the option of
sealing the voir dire portion of the transcript, sealing the bench
conference only separately from the rest of the voir dire
transcript, or not sealing the transcript at all. We also do not
allow the public access to juror questionnaries. We also redact
juror names from indictments, empaneled jury lists, jury
questions and jury verdicts. Thus, we have developed
procedures that [ believe effectively protect juror privacy.

Bench conferences greatly protect jurors' privacy when
discussing personally sensitive or embarrassing issues.

I answered yes but in a high profile trial I believe more
stringent protections would be required.

T pick very few juries, so I cannot comment on this.

Most important 1s the redaction of foreperson's name from
indictment.

Most, if not all of juror information dealing with personal
identifiers, are not available in our District to the public.

My answers are exclusively concerning grand jurors.
Our judges are all sensitive to risks to jurors in particular
cases. Steps unique to the circumstances have been
implemented, ¢.g. juror anonymity in gang related cases.

The transcript of jury selection will either be redacted or
scaled.
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we shred the jury questionaires, after all are collected from

counsel, and we keep a record of how many copies are made,

and all are destroyed. that agreement is reached with prior to
Magistrate judge the court agreeing to the questionnaire
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Appendix H (Q28): Explain how you sealed or restricted access to docs not

redacted.
What type of judge
are you?

Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Explain how you sealed or restricted access to docs not redacted.

actually, I generally order them redacted, allow the redacted version
to be accessed, but seal the unredacted version (for appellate
purposes)

An example would be a conference with a juror at the bench during
voir dire.

Cooperation agreements entered as an addendum to plea agreements
are regularly sealed. The portion of the plea hearing in which the
addendum is discussed is also sealed.

Cooperation plea agreements in criminal cases as well as pleadings
that reference cooperation. &CR;&LF;Trade secret information file
pursuant to a confidentiahity order.

Court has need to know the information.

Documents are sealed for reasons other than privacy in criminal
cases.

Documents containiing such information often are supplied in
connections with sentencing, e.g., psychiatric or medical reports.
order such documents sealed and, at times depending on the nature of
discussion on the record, the accompanying transcript as well.

For example Juror Questionaires are stored in a secure area for seven
years and then they are destroyed

1 can not remember the details, but I recall addressing a violation of
the rule in past by a scaling order, and an order requiring a redacted
copy filed on the public docket.

1 have an IDEA case where the parents are proceeding pro se. The
plaintiffs and defendants n that case have submitted documents that
contained personal identifiers that were not redacted in accordance
with an order that the plaintiffs obtained at the outset of the case.

I have learned ol complaints or documents filed by counsel which
contain social security or other private information. We then seal the
documents and order the attomey to redact.

[ have sealed declarations where attachments contain "private”
information
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Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

1 have sealed protions of transcripts for reasons, e.g., related to a
def't's cooperation

I have sealed the documents and ordered counsel to file redacted
copies for public view

I may misundestand this question, but I occasonally seal papers and
proceedings in criminal cases involving cooperating individuals; and
a variety of mattes in civil cases on a showing of good cause.

I prefer to require a redacted filing

I seal any document containing private information that should have
been redacted.

T will advised the clerk to seal the filing until the attorney can submit
a revised document

If private information is included in a pleading or exhibit, I order it
placed under seal and then order the filing party to submit the
pleading after appropriate redaction.

In a health care fraud case, the govt. produced patient file
information, and I directed it be sealed (after notice was given on
pacer}.

In both civil and criminal cases, parties may seek to file certain
information under seal. Ireview those requests personally, and often
grant them either in whole or in part.

In intellectual property cases and those involving trade secrets or
other propnietary information document are filed under seal.
in limitrd instances 1 have sealed records

In one case I can recall personal information was necessary in
deciding a motion and that matter was filed under seal but a redacted
document was publicly available

In the event that the document contains too much information that
would make it overly burdensome to redact, the document is
otherwise sealed.

mnocent error

medical records are sealed for privacy reasons.

Mental health information or sensitive personal information in civil
cases. information re cooperation in cruninal cases,

On one occasion, when [ became aware a document containing
private information was filed electronically, | directed the clerk to
restrict it from public view until 1 could determine whether it should
be redacted or sealed
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Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge

Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

on request of counsel or motion for protective order

Parties have requested documents with private information be sealed.
Plea agreements ; cooperaton agreements

Pro se litigant filed documents containing personal information

pursuant to our General Orders and Motions to seal under local rules
required temporary sealing until redacted

sealed until refiled

see earlier comments

Some documents are simply "un-redactable" as a practical matter. It
is easier to seal those documents than to direct attorneys to redact
them.

temporary sealing until redactions done

The Clerk will make the electrnically filed documents unavailable to
the public temporarily until redactions have been made or the party
has waived redaction.

The issue arises most often in sentencing submissions that include
specific information such as the names of minor children and home
addresses. Sometimes the parties agree to redact the informaton.
Other times, the informaiton is sufficiently extensive that the parties
agree to seal the submission along with the Pre-Sentence Report.
The only occasion I can recall was undertaken at the suggestion of
counsel.

The parties ask and 1 agree to have the documents sealed. This
occurs in connection with deposition transcripts and exhibits in
summary judgment motion or other motion circumstances most often.

They are sealed until a redacted document can be substituted.

This usually happens 1n a pleading filed electronically by an
mcomptent lawyer or a pro se litigant.

upon request from counsel

Upon request of counsel, plea agreements of cooperating witnesses
are scaled. Side bars during trial that identify targets or cooperators
upon request are sealed.
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Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

Chief district judge
Chief district judge
Chief district judge

Chief district judge
Chief district judge
Chief district judge
Chief district judge

Chief district judge

Chief district judge
Chief district judge

Virtually all substantial assistance motions are filed under seal. Jury
questionaires are never made publicly available and are destroyed
unless counsel moves for good cause shown to preserve a specific
juror's questionaire.

We routinely seal guilty plea and related papers in criminal cases.

When a privacy problem is brought to my attention by the Clerk's
office, I will take action.

When | become aware that disclosure has been made (for example, to
the press), | have sealed documents, such as plea agreements.

when information needs to be redacted the filing 1s sealed and the
filing party is instructed to refile a redacted pleading

When it is not possible to redact, the materials are under seal.
when sealing 1s appropriate, | order a document sealed.
When the parties fail to redact, I order it sealed.

Where information might be pertinent to an appeal I have sealed the
unredacted copy of the document.

Grant an application to strike and file a revised document.

Require amended proof of claim to be filed with redaction and then
seal the previous proof of claim

We have restricted Pacer access to proofs of claims that have
personal identifying information.

At times when trade secrets were discussed in court testimony or

injunction hearings, | have, at the request of the parties sealed or
restricted access.

by filing underseal jury mformation

confidential informants in criminal cases

Depending on the issue involved temporary sealing is issued until
matter 1s resolved.

either seal or strike inappropriate filings

[ have directed the clerk to seal the document.

I have sealed complete documents and required that redacted
documents be filed that are public.

[ have sealed documents that contained personal identifiers and
ordered the party to file a redacted copy.

[n response to requests to seal pleadings and opintons that refer to
information in sealed documents.

Juror Questionaires are sealed.
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Chief district judge
Chief district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge
Chief district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge

Magistrate judge

Magistrate judge

Magistrate judge

Jury questionaires are restricted to the lawyers and are not to be
provided to the clients; especially criminal defendants

Local Rule sealing all Criminal cases until defendant makes first
appearance in District

Numerous personal disclosures, including medical or psychological
reports as an example.

On a few occasions, when it has come to my attention that there is
personal identifying information in documents filed in CM/ECF, [
have directed the Clerk to ebter minutes restricting or sealing the
materials as appropriate.

Plea agreements containing cooperation agreements are sealed as
well as offers of proof; also change of plea and sentencing transcripts
involving cooperation agreements are sealed

see above. we seal the non-complying pdf and direct counsel to file a
redacted pdf

Sensitive criminal investigations.

sometimes a voir dire transcript has contained personal identifiers
and | have sealed

Sometimes parties file personal medical information unsealed
inadvertently.

Sometimes the personal 1dentifies are relevant to the evidence and
can not be redacted. In those cases we seal the exhibit.

We recently had a case in which a juveniles name was in the case
caption and a number of documents had been filed using the caption.
These documents were redacted when possible; others were sealed.
We seal the docunients from Pacer access until the appropriate
redaction has been completed.

when the problem arises, we either seal or restrict access to the
document and nsruct counsel 1o file a redacted docurment.

A document may have been prepared by a police officer new to his
task in an investigation, or an attorney may be new to federal
practice.

A redacted copy may be puiblicly available. The unredacted sealed
copy may later be made available to a court if there is an appeal.

Access has been restricted for affidavits submitted in support of
criminal complants
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Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magastrate judge

Magistrate judge

Magistrate judge

Any documents that include personal identifiers such as address, date
of birth or social security number are filed as non-public documents.

As indicated above, | have sealed unredacted copies of documents
submitted in cases in which the plaintiff is an infant referred to by his
or her full name.

As indicated, if an attorney makes a mistake and inadvertently
includes private information in a pleading, if I catch it, I will seal the
pleading and require an amendment.

At times, federal agents will submit documents (such as search
warrants) with personal identifiers, which must, thereafter, be
redacted. In addition, on civil matters, if there are personal identifiers
being made available to the public, a telephone call has been made by
the Court to advise the attorney to correct the filing.

Attorney attached personal medical records of client to his summary
judgment motion. Sealed it when I saw what it was. Yikes!! His
client would have killed him if she knew what had been filed. Had
hearing later and he agreed to seal it. No opposition from the other
side.

by striking

Certain ex-parte matters that generally become unsealed at some time
where certain parts need to be redacted

confidential proprietary or financial information

Confidential trade secrets.

Either directing portion of the document to be sealed or having the
document taken down, redacted, and re-filed

Have sealed some documents at request of parties for this reason.

[ first instruct the Clerk’s office to redact the information, but if there
is so much personal information in the document that redacting it
makes the document nonsensical then I instruct the Clerk's office to
seal the document.

I have ordered documents to be sealed until a proper redaction can
occur.

I have ordered sealing of documents with information subject to
redaction requirements or otherwise of a private nature.
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Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

I have sealed transcripts where release of the information could
create danger to persons and redaction had not been accomplished or
was not feasible given the nature of the information.

1 will order the party to refile a redacted version, keeping the original
under seal

If the information to be redacted is so extensive that redaction 1s not
practical, then I will simply order that that the document be sealed.

In civil cases, parties often tender a stipulated protective order which
provides for sealing certain information, then don't follow it. T make
them follow it.

in employment cases when emplyment files are part of the discovery
provided

Inadvertent disclosures regarding cooperation with the government
have been sealed.

informant pleas of guilty

Local Rule sealing Criminal cases until defendant has made first
appearance in District

Mental health evaluation reports for defendants are routinely sealed.
Very sensitive exhibits, such as bank records, are often sealed.
Names of minors

Occasionally in Social Security cases, | have sealed some filings that
discuss highly confidential or personal items (such as rape, incest,
etc.)

Occasionally the information is relevant and should be part of the
record, i.e. redaction does not work, so | seal as narrow a portion of
the record as possible.

Occasionally we will receive a filing where counsel failed to redact
personal identifiers. Once we observe the violation we direct that the
document be sealed and tell counsel to file a redacted version.

On occasion 1 have sealed matenals that implicate or unnecssarily
invade the privacy rights of litigants or others (1.e. personnel records
of non parties in an employment discrimination case.)

On occasions when a party accidentally left personal identifier
information in a document | either ordered revision before filing
(e.g.. search warrant) or order the document sealed until a redacted
version was provided.
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Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

On occassion state probation reports are submitted for habeas cases,
and are filed under seal due to the information they contain.

once counsel has filed redacted copies of documents, the prior
unredacted copies are restricted from view on Pacer

Only in search warrant affidavits where specific information is
necessary to establish probable cause. The private portions of the
affidavit would be redacted before it was disclosed

Perhaps a dozen times a year, information that should be redacted
under R. 5.2 is filed on PACER by a party. Either by motion of a
party, if they self-monitor, or on order of the court, the document is
sealed with a redacted version ordered filed.

Please refer to prior comments.

Prisoner pro se cases where prisoner files medical data or similiar
personal information with the Clerk.

Pro se filers providing personal information

Pursuant to a stipulated protective order in a commercial IP case.

Received a pleading that gave a child's personal information and
talked about the child being sexually abused. The pleading included
a picture. Immediately sealed until further Order of the Court could
be generaged.

Recently the Assistant Attorney Generals in state habeas cases have
been askling us to seal state criminal records because trial transcripts
contain all manner of personal identifiers, including names of sexual
assault victims among other things. I have denied their requests,
since the material 1s already public, but have also restricted access to
the files to the parties and the public terminal at the courthouse.
Therefore, none of the information is available on the mternet. The
state always has the option of cleaning up their transcripts.

Sealed the filing and instructed the lawyer to file a redacted version
search warrant affidavits with sensitive material

scarch warrants, attachments to informations, pen registers

Social Security and other administrative records. Mental and
physical evluations of both civil and criminal partics and witnesses.
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Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Sometimes attachments to motions will contain SS nos, bank acct
nos. etc.

sometimes we accept documents as sealed documents if the exhibits
are too cumbersome to redact.

Sometimes we use this as an interim measure to protect privacy until
the redaction can be done.

The District of New Jersey has a local rule that addresses sealing of
information submitted in connection with requests for nondiscovery
relief and if the predicates are satisfied, permits sealing of
information that may not be limited to personal identifying
information.

The occurrence sometimes happens in a complaint, supporting
affidavit, or search warrant affidavit. The AUSA & agent are
requested to make the redaction.

Upon request by counsel, some documents are filed under seal when
it is necessary to provide the Court with the personal identifiers.

We authorize counsel to include protected information when
necessary but use the process of sealing the complete document and
publishing the redacted document.

We file unredacted documents containing private information as
"Court Only" access and then file the same document with redactions
for public and party access.

We have limited access to transcripts involving child victims; we

have sealed documents relating to private health and financial
information.

when mistakes are seen, clerk corrects

When we become aware of such filings, as a matter of caution, we
seal the record and then conduct proceedings to determine whether it
should remain sealed.
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Appendix 1 (Q30): What types of information should be subject to categorical

redaction?OtherText
What type of judge are
you?
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Chief district judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

What types of information should be subject to
categorical redaction?OtherText

Home addresses. private information about children

I have found three social security numbers in exhibits
filed by counsel in civil matters.

internet screen names and passwords, internet retailer
account numbers--various things that personally
identify one's personal accounts and commercial
activity

Sensitive medical information

Social Security number.

Social Security Numbers

Social security numbers, birth dates

Trade secrets

Address, Date of Birth, Social Security Number

As a rule, our District does redact all of the above.
credit card numbers

Do not understand the question

Don't know

[ am not aware of any

I do not know of any

In pro se pleadings financial information was provided
Jurors' personal information obtained during voir dire,
i.e., personal family issues, medical issues, etc.
medical records

Names of minors

Place of employment

social security - home addresses and helth ins info
Social security no.

Social Security Number
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Appendix J (Q31): Comments about Redaction in General

What type of judge are

you?

Active district judge

Active district judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Comments [to Redaction in General, Q31]

Many search warrants filed 2 or more years ago contain this
type of information.

Various criminal filings run the risk of exposing such
information when a document is attached as an exhibit
especially.

To the best of my knowledge, all of these are currently
being redacted. Certainly, state identification and alien
registration numbers are being redacted.
can be managed on individual basis
don't know
Generally this is an issue of counsel's not redacting
information about their own clients
1 am far more concerned about over-sealing than under-
redacting.

1 have no experience with this, but all of the above would
qualify.

I'm not sure many women would want their OB-GYN
records available on PACER

Social Security appeals focus on sensitive health issues and
often include information about substance additictions.
Very sensitive information is disucssed. Yet, the pleadings
are not restricted to participants. When filed, they are
available to anyon

Some court documents still included personal information
even after the court determined no personal information
should be included in any court pleadings.

Sorry, I do not understand the question.

unless there 1s a need for the information to prove a claim

or defense in the case or if it 1s relevant to proving an
element of a criminal offense.
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Appendix K (Q35): Which categories should be deleted, and explain why you think
the information should be included in the file.
Which categories should be deleted, and explain why
What type of judge are  you think the information should be included in the
you? file.
I see no reason why the SORs shouldn't be publicly
Active district judge available

[ think there are some matters that initially are not tiled
should be available after a case is concluded, such as
Active district judge requests for requests under CJA.

Active district judge Statements of reasons in the judgment of conviction

Statements of reasons in the judgment. Sentencing is a

core judicial function. Nothing is more deserving of

public scrutiny than the judge's reasons for imposing a
Active district judge sentence.

The public has an interest in sentencing. The statement

of reasons should not be sealed except in rare

circumstances (E.g. mention of minor child's medical
Active district judge conditions.)

The statement of reasons for a sentence is an integral
Active district judge part of the sentence and should be public

The statement of reasons should be public under the
Active district judge First Amendment unless there is cooperation.

Documents containing identifying information about
jurors or potential jurors&CR;&LF;Financial affidavits
Chief district judge filed in seeking representation pursuant to CJA

I'inancial records re: requests for CJA representation.
Chief district judge No reason for that not to be public information.

Affidavit seeking CJA representation should be public
Magistrate judge since public funds are being sought and expended.
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Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge

Financial affidavits. All too often, especially in drug
cases, defendants indicate no gainful employment for
years and no other source of income but manage to own
expensive autos and support themselves raising serious
doubts about the legitimacy of the affidavit. Public
scrutiny may assist in exposing what appears to be a
fraudulent practice with a hopeful deterrent effect.

Pretrial bail/presentence investigation reports, ex parte
requests and otherwise properly sealed documents
should remain excluded. Otherwise, I believe all court
files (and most all court proceedings) should be
available to the public.

Statement of reasons in the judgment of conviction
Statement of reasons in the judgment of conviction.

Financial affidavits filed in seeking representaion
pursuant to CJA.

Statements of reasons in the judgment of conviction

79



Judges Privacy Survey — 11/19/09

Appendix L (Q37): Describe those categories, and explain why you think this
information should not appear in the public case file.

What type of judge are

you?

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge

Active district judge

Describe those categories, and explain why you think this
information should not appear in the public case file.

Docket entries histed as "sealed" in criminal cases have
resulted in retaliation against defendants because it is obvious
that the document is sealed because a defendant is
cooperating.

Generally, 1 favor sealing sentencing memoranda because the
memos often reference facts or other information contained in
the PSR.

T am generally reluctant to make it easy to access the names,
addresses and substantive content of witnesses in criminal
matters. Much harm can flow from easy access.

Indictment redacting grand jury foreman's signature;
confidential plea agreements; cooperation agreements

Many guilty plea/sentencing memoranda--~in order to protect
cooperating persons from potential retribution a la "Who's A
Rat. com”

Plea agreement under certain circumstances
Plea agreements with cooperation clanses

Plea agreements, SK 1.1 Motions, Requests to permit
debriefing/cooperation

Plea agreements. SK motions.

Sensitive medical information.

verdict forms containing jurors' names,psychological ;medical
and psyc hiatric reports, sentencing recommendations, CJA
vouchers certified for payment, correspondence from
defendants relating to cooperation for substantial assistance
purposes
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Active district judge
Chief district judge

Chief district judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

When the probation department seeks a modification of
release terms or a violation of probation or supervised release,
it typically presents a narrative description of a defendant’s
behavior during probation or supervised release. This
narrative should not be filed publicly.

plea agreements that contain cooperation or Sk(1) applications

Plea agreements; search warrant affidavits;

1) Inventories of personal property taken from defendants
upon arrest for safekeeping rather than pursuant to warrant, as
often occurs when a defendant is arrested at an airport;
applications to lift travel restrictions imposed as a bail
condition when the travel is to a funeral or the hospital bed of
a family member.

forensic evaluations for competency proceedings

pen registers/trap and trace orders should remain sealed even if
executed because there may not be an indicted case associated
with the order. Should not alert a person that they were under
investigation at one time

Plea agreeements containing cooperation agreements. Safety
concerns.

Psychiatric and/or psychological reports prepared pursuant to
18 U.S.C. Section 4247.

Section 4241 and 4242 mental health evalutions.
Sentencing memorandum

under certain circumstances, plea agreements and letters
submitted in connection with sentencing.
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Appendix M (Q40): Describe the policy or practice of unsealing pleas agreements, referring
to any event or circumstance that triggers unsealing or opening access.

What type of
judge are you?

Active district
judge
Active district
judge
Active district
judge
Active district
judge
Active district
Jjudge

Active district
judge

Active district
judge
Active district
judge

Active district
Judge
Active district
judge

Active distnct
judge

Active district
judge

Active district
judge
Active district
judge

Describe the policy or practice, referring to any event or
circumstance that triggers unsealing or opening access.

30 days afer sentencing

After cooperation is complete.
Case by case basis upon motion.
Closing of case file

discuss with attorneys

Generally in response to a request from counsel the Court will seal
for a time and then unseal when disclosure would no longer threaten
harm or death to a defendant, co-defendant or cooperating witness.

Generally, a time limit is placed on the sealing, with the U.S.
Attomney's Office reqiuired to take action to unseal.

1 don't know of a court-wide practice.

I generally seal plea agreements. Many of them invovle
cooperation agreements. When the needs change and the court is
notified { or otherwise requestedd to do so it will recondier its
decision)

imposition of sentence or apprehension of co-defendants (fugitives)

1t is my (not the Court's) policy to direct the government to let the
court know, after consultation with the defense, as soon as the need
for sealing no longer exists so that we may unseal.

Judges are required to put an unsealing date on the sealing envelope.
We review sealed matters as a matter of course every two to three
years.

Plea agreements are not filed and a copy 1s retained in the judges’
file for sentence and the government retains the original.

The response was directed to limiting access, not sealing.
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Active district
judge
Active district
judge
Active district
judge

Active district
judge

Chief district
judge

Chief district
judge
Chief district
judge

Chief district
judge
Chief district
judge

Chief district
judge

Chief district
judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Mag;strate judge

there is a preliminary plea agreement or SOR and there 1s an
ammended one that is sealed

upon request of the parties

Usually it's a matter of 2 years with notice to AUSA first in case
defendant has been threatened or harmed

When the reason for the sealing has expired and there is no further
reason for keeping the document under seal.

All cooperation clauses or safety valve considerations are placed in
a plea addendum that is sealed.In csas with no cooperation or safety
valve a negative sealed addendum is also filed.

At the time of sentencing all plea agreements are unsealed if they
have been previously been sealed for any reason.

attorney representing same defendant in subsequent case

in every case with a plea agreement, there is a sealed plea agreement
supplement describing the cooperation agreement,if any

sometimes they are unsealed to permit access by co-defendants for
impeachment.

Unseal in conspiracy cases to enable defense counsel to utilize the
plea agreements during cross-exam of a cooperating co-conspirator.
We wait until the case is ready for shipment to NARA, at which
time we issue an Order to Show Cause as to why the document or
case should not be unsealed.

Generally when all defendants have been sentenced.

If a plea agreement is sealed and the Government ask that it be
unsealed as long as there 1s no opposition, then it is unsealed
without the necessity of a hearing to consider unsealing

Not done automatically, motion required.

On motion of the Government

The Clerk's Oftice periodically inventories sealed documents and
aks sealing judge to reconsider continued need for sealing.
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The documents are subject to being unsealed upon a showing of

good cause and court order. Otherwise, they remain sealed as far as

T know. Not all plea agreements are sealed - - only those where a
Magistrate judge  defendant may be seeking a 5K reduction for cooperating.
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Appendix N (Q41, other, please specify): Select the option that best describes your
practice on posting of plea agreements: : OtherText

What type of judge are

you?

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Select the option that best describes your practice on posting
of plea agreements: : OtherText

Agreements are NOT made available to the public.

all plea agreements are public including cooperation sections
unless reqgested to be sealed by the parties

Don't know

don't know

I do not know how such documents are made availabe. In any
event, all cooperation agreements atr filed under seal and are not
publicly available in any form.

I don't have a chambers policy -- whatever the clerk does I do.
1 don't know
If a sealing order is request, I issue it.

on a case by case basis

plea agreements and the part of the transcript of a plea hearing
which recites the terms of the agreement are sealed.

Plea agreements are always sealed and not available to the public.
Plea agreements are filed, but they are sealed.

Plea agreements are publically available unless sealed due to
cooperaton agreement.
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Active district judge

Active district judge

Active district judge

Active district judge

Active district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge

Plea agreements not available through PACER, but publicly
available through public access terminal in Clerk's office.
Cooperation information filed as a separate, sealed document

see above

the docket reflects that a plea agreement has been filed, but the
actual plea agreement is not available to the public.

The second option is the most applicable to our Court's policy.
However, agreements are also sealed as needed. We seem to have
a combination of options 1 and 2.

Upon application of the government in an appropriate case, the
cooperation portion of a plea agreement is redacted from the
publically available plea agreement and and the unredacted plea
agreement is filed under seal

only available to public after order

OUr plea agreements do not contain much information about
cooperation

Plea Agreements are non public documents available only to
parties and court personnel

Plea agreements are publicly available through PACER. We do
not docket any cooperation agreements, but we do receive 5K
motions when applicable, which most often are requested to be
placed under scal.

Plea agreements are sealed.
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Chief district judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Some plea agreements are placed under seal

As a magistrate judge, [ rarely deal with plea agreements.

As a part-time magistrate judge I only take pleas in misdemeanors.

I have not had a plea agreement case
As of Dec 1.

Don't know

Don't know

Generally sealed and not available

1 am unsure of which option describes our court's policy, other
than a general sense that plea agreements are not publically
avatlable absent court order

I do not work with written plea agreements.

I don't believe they are available to the public generally
I don't get involved in these types of agreements as a Magistrate
Judge, so [ don't know

I don't handle plea agreements

Ple agreements are always available

Plea Agreements are filed and available to the public
Plea Agreements are filed as non-public documents.
Plea agreements are filed but remain sealed

Plea agreements are filed under seal.

Plea agreements are maintained in the record under seal

Plea Agreements are not available to public

plea agreements indicating cooperation are sealed
Plea agreements remain sealed
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Magistrate judge rarely an issue before me as a Magistrate judge

Magistrate judge sealed and not available to the public

Sometimes plea agreements are filed, sometimes they are not,
Magistrate judge cooperation information is never filed.
Magistrate judge They are filed, but sealed.
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Appendix O (Q42): What is done with the cooperation agreement?

What type of judge are

you?

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

What is done with the cooperation agreement?

A cooperation agreement should be sealed.
filed but sealed

Filed on the docket, but sealed.

filed under seal

Filed under seal. With physical original returned to the
office of the U.S. Attorney.

Filed with the Judge's file and not available to public.
It is a separate contract with the USA and sealed

ITISFILED AND MAINTAINED UNDER SEAL
[t is filed in a vaulf under seal.

1t 1s maintained in Chambers until sentencing (if not earlier)
when the question ofwhether it should be filed publically or
under seal 1s addressed

[t is not filed on ECF but the court keeps a chamber's copy.

It is placed in an envelope kept separate from the plea
agreement.

It is sealed on the docket and a document addressing this is
filed in every case so no one is able to learn, without
looking at the document, whether there was or was not
cooperation

It is sealed.

Kept under seal by the Clerk's office

Kept under seal in the record.

Memoralized in a side letter of understanding between the
parties which is not filed in the case.

placed in a document called a "plea supplement” which is
filed and sealed in every case
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Active district judge

Active district judge

Active district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge
Chief district judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Plea agreements including cooperation agreements are filed.

plea supplements are filed in every case, whether
cooperative or not, and are filed under seal

The practice varies and this seldom occurs. Cooperation
agreements are often in the plea agreement which is
publicly available. Sometimes--seldom-there is a separate
agreement which sometimes is filed under seal and
sometimes kept in chambers.

filed under seal and shows as a sealed document on the
docket sheet with no pdf

filed under seal as an attachment to the plea agreement.If
there is no cooperation,a seled attachment is also filed
stating no cooperation.All plea agrrement therefore have
such sealed attachment ann the public cannot tell one from
the other.

It is filed under seal as a "plea agreement supplement.”

It 1s treated as a Court Exhibit and returned to the
Government at the conclusion of the Plea.
Sealed.

Filed under seal

Filed under seal and not available to the public.
Filed under seal.

filed under seal.

Filed with non-public access.

I believe that are retained by the Government and/or kept in
the Chambers file of the sentencing judge.

I do not deal with these agreements

[ have had none

90



Judges Privacy Survey — 11/19/09

Magistrate judge

Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

[ understand that 1t is sealed, but have not yet had direct
experience with cooperation agreements and so defer to our
clerk's office.

If they are filed, they are filed as a sealed document.

It is a document separate from the Plea Agreement. The
Plea Agreement is filed in the public record, the cooperation
agreement is filed separately and under seal.

1t 1s filed as a separate document under seal.
it 1s sealed
1t's filed under seal.

Kept by government and defense counsel

prosecutor or probation keeps agreement
Sealed
Sealed
sealed
sealed

sealed, until further order fo the court
unfiled
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Appendix P (Q44): Describe the different practice for cooperation agreements.

What type of judge
are you?

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Chief district judge
Chief district judge

Chief district judge
Chief district judge

Describe the different practice for cooperation agreements.
Agreements are seald

Any such agreements are not filed with the clerk

As a matter of custom and practice separate cooperation
agreements are not filed

Cooperation agreements and the transcript of the accompanying
plea hearing are filed under seal &CR;&LF;

Cooperation agreements are always sealed, at least for some
period. Rarely, they can be unsealed at sentencing (if the
cooperator testified in open court) but the USAO sentencing
memo is kept sealed

Cooperation agreements are sealed absent court order unsealing
them

Cooperation agreements are usually maintained by the probation
department, but, if filed, they are sealed by court order
Cooperation agreements not filed.

Don't know how treated

filed under seal, if received by court at all

generally we don't see cooperation agreements filed separately
from plea agreements

have not dealt with cooperations yet -- on federal bench only 14
months

I don't believe cooperation agreements are ever filed.

Motions are sealed proffers are taken at sidebar and are sealed
See previous answer

the US Attorney's Office in this District does not utlize separate
cooperation agreements. Rather cooperation provisions are
incorporated into the plea agreement.

These are under seal

They are routinely sealed if counsel so request.

they are sealed

Whenever the U.S. Attorney or the defendant requests, I seal the
cooperation portion of the plea agreement, and also take that
portion of the plea colloquy under seal

Cooperation agreements are sealed, maintamed in paper, and not
publicly avarlable

Cooperation agreements tend to be placed under seal.

generaly plea agreements that contain cooperation agreements are
filed under seal.

They are filed under seal.
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Chief district judge

Chief district judge
Chaef district judge
Chief district judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge

They are generally sealed until the need for sealing 1s over.

We do not currently docket cooperation agreements as part of the
court record.

We don't have cooperation agreements.

We don't receive from US Attorney's office

Always sealed unless good cause shown.

coop agr not usually filed

cooperation agreements are sealed

Cooperation agreements are usually not filed but held by counsel
I believe these are either not filed or sealed.

I didn't answer the last questions yes or no because I don't get
involved in these types of agreements as a Magistrate Judge, so |
don't know.

I do not know what the practice is with respect to cooperation

agreements. The term cooperation agreements is not generally
used in this district.

1 do not work with these either.

If I was dealing with an agreement between the government and
the the defendant for co-operation, I would require the document
to be retained UNDER SEAL until such time as it could be made
public without harm to the defendant.

If there is a separate cooperation agreement we do not require that
be filed

['ve never seen a cooperation agreement filed as part of the record
Never made public

not filed

Not filed or under seal.

There are no "cooperation agreements” that I am aware of
separate from plea agreements that are presented to the Court.
They are not filed in CM/ECF

They are sealed

Those are generally tiled under seal (though | don't see a lot of
them because | am a magistrate judge).

We don't have cooperation agreements. All our plea agreements
include a requirement that the defendant cooperate.
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Appendix Q (Q46): Describe the process used to review decision to restrict PACER

access
What type of judge
are you?

Active district judge

Active district judge

Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

Chief district judge

Chief district judge

Chief district judge

Chief district judge
Magistrate judge

Describe the process used to review decision to restrict
PACER access

Case by case

Don't know it exactly; performed in clerk's office

Generally, if T enter an order sealing a plea agreement |
require the attormeys to notify me when the need for
sealing an otherwise public record has passed.

I do so on a periodic basis when reviewing semi-annually
the status of imny docket.

I think the clerk’s docketing clerks check periodically
during quality control.

Usually at the request of the government.

When the case 1s closed all documents are unsealed unless
a motion 1s filed and granted to keep selected documents
sealed.

As I said before, all plea agreements, if sealed, will be
unsealed at the time the defendant 1s sentenced.

case by case basis and dependent upon the reason for
access

Our court has a committee with jurisdiction to review
such matters and will review the policy periodically.

We do not seal plea agreements and we do not docket
cooperation agreements in this district. Thus, we have no
occasion to review their seal status. We do, however,
frequently seal SK motions for a specific duration. Those
5K motions are subsequently reviewed at the conclusion
of the ordered seal duration to determine whether to
extend their sealed status or to make them publicly
available.

seal at the time of plea
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We do not restrict access to plea agreements. [ am not

aware of written cooperation agreements. From time to

time, a portion of a bond hearing may be sealed if counsel
Magistrate judge address defendant's anticipated coopeartion
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Appendix R (Q52): Please describe alternative policies governing access to plea and
cooperation agreements,

Please describe any alternatives that have been

What type of judge are  considered. [alternative policies governing plea and

you?
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Active district judge

Active district judge

cooperation agreements]
Changing the way sealed documents appear on the
docket is being considered.

cooperation info transferred to a sealed document or to
a document kept outside of public case file

Filing all plea agreements with a sealed supplement.
The supplement would contain the cooperation
agreement, or a statement that there was no
cooperation agreement. All filings would look the
same and under seal filings would not flag cooperation.
FPD and USAtty are working on proposed alternative
procedures

Full range of alternatives have been considered.

I have been on the job just over one year and have only
heard discussions about this. I do not have enough
information to give an informed answer.

not filing

Not filing plea agreements

Not referring to cooperation agreement in public
proceeding; and filed with the Court only and not
available to public.

putting plea agreements on PACER

Sealing all documents in certain cases

sealing all plea agreemnts

Sealing only certain plea agreements, but easier to seal
all of them to ensure safety and privacy

Sealing Plea agreements and transcripts or not filing
them.

see above

Some judges apparently are allowing side substantial
assistance agreements to be unfiled or sealed.

Some judges reveal the statement of reasons with
cooperation where the cooperation has already become
public

The court has previously followed a practice of filing
all plea agreements under seal, but has abandoned that
procedure.
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Active district judge

Active district judge

Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge

Chief district judge
Chief district judge

Chief district judge

Chief district judge

Chicf district judge

The matter has been raised, to our full court, for
comprehensive discussion and debate multiple times.
It would be impossible to deliniate each suggestion.
However, at each discussion BOP and BOP's concems,
as well as probation and probation's concerns, factored
in heavily.

The rules committee has discussed several alternatives.
One is to attach a sealed addendum to every plea
agreement. The issue remains unresolved.

We carefully reviewed other district's practices and
studied the issue in a special committee. We have
recommended that no plea or cooperation agreements
be filed.

We considered and rejected allowing side agreements.
We considered not filing them.

We established a small committee made up of one
District Court Judge, One Magistrate Judge, the US
Attorney, the Federal Public Defender and Probation
Office.

We have a committee of judges, court staff, and
lawyers working to draft a district-wide policy.

We have considered, but rejected the notion of sealing
all plea agreements.

We have discussed all the options.

We have discussed and rejected not filing them at all or
removing cooperation or other sensitive information
and placing it in a separate sealed document.

We have discussed what is done in various

jurisdictions.

We have discussed what other districts have done.
Considered all alternatives in developing existing
policy

Considered sealing all plea agreements.

Currently the government is including the same
substantial assistance language in every plea agreement
filed in this district. In sum, the language says "if" the
defendant provides substantial assistance, the
government “may” {ile a SK motion. Ifa defe

having cooperation agreements as filing separate from
the plea agreement

[ am unaware of the specific alternatives, but [ know
our court committee reviewed them betore
recommending the policy we adopted.
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Chief district judge

Chief district judge
Chief district judge

Chief district judge

Chief district judge

Chief district judge
Chief district judge

Chief district judge

Chief district judge
Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

Partial redaction is sometimes ordered (taking out
cooperation provisions from what is publicly filed) on
a case-by-case basis.

Plea agreements available to the public, but
cooperation information has been transferred from the
plea agreement to a sealed document.

Sealing all plea agreements

There 1s some disagreement among our court
concerning sealing of cooperation clause and having
each plea agreement have two filings so no one would
know whether there was a cooperation agreement

We have considered keeping all plea agreements
restricted--to avoid the situation that a partial sealing
indicates there is a cooperation provision in the
agreement. However we felt it would be inappropriate
to seal every plea/cooperation agreement.

We have discussed limiting public access to plea
agreements and some judges have done so on an ad
hoc basts.

We have discussed placing the cooperation agreements
and offers of proof in separate documents

We have held meetings to examine other alternatives,
but have found none.

When the Court discussed web sites that seek to
publicize the names of cooperating defendants (i.e.
Whosecarat.com), it considered making all plea
agreements publicly available but requiring that the
U.S. Attorney file a separate cooperating language
statement under seal in each case (regardless of
whether a defendant cooperated or not) to avoid
creating any inference regarding whether the defendant
cooperated. After discussing the matter with the U.S.
Attomey’s Office, the Federal Defender’s Office and
representative defense counsel, the Court decided
against adopting that approach.

Different recommendations from advisory groups that
were considered

Dummy filings in all cases.

Intially public counter access was not available. that
practice has been abandoned after issuance of Judicial
Conference policy.

Plea agreements are not always filed, particularly if
they do not become court exhibits.
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Magistrate judge
Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Separate document called plea supplement entered in
all plea cases to contain cooperation agreement, if any.
the ones mentioned in your earlier listing

We have considered sealing additional portions of the
plea agreements such as restitution.

We have talked about what other courts are doing
While alternatives have been discussed, we have not
come up with an efficient alternative.

99



Judges Privacy Survey — 11/19/09

Appendix S (Q57, other, please specify): What gave rise to such suspicion or

knowledge?: OtherText

What type of judge are

you?

Active district judge
Active district judge
Active district judge

Active district judge
Active district judge

Active district judge

Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge
Active district judge

Active district judge
Active district judge
Active district judge
Active district judge

Chief district judge

Chief district judge
Chief district judge
Magistrate judge

Magistrate judge

What gave rise to such suspicion or knowledge?:
OtherText

A cooperation agreement was obtained by a codefendant
from another codefendant.

A defendant's stated suspicion or knowledge.

Access via internet prior to policy change

AUSA reported defense counsel or defendant's freinds
and family track case to see if defendant cooperating.
Based on prosecutor/agent's affirmation.

Concerns articulated by the AUSA and/or defense
counsel.

cooperation can be inferred from something as simple as
a defendant being taken from the holding area to meet
with the federal prosecutor. I cannot know how, exactly,
knowlege of cooperation was obtained.

counsel providing clients with copies

Government informed court at pretrial hearing, based on
Defendant's motion to compel name of confidential
informant.

jailhouse rumors

Not sure where the information came out.

Press release from USAQO !!

Rat.com

Things which happened outside the court--prison
conversations and defendants sharing presentence
investigation reports

Threats and Death

Word of mouth based on rumor and innuendo.
Written threats sent to the cooperating defendant
Communications in jail facilities and during
transportation to and from court.

Counsel have informed the court that third parties have
made threats against defendants based on cooperation. In
those instances, the genesis of this information has not
been the court's records.

Pretrial discovery and word on the street

access to discovery materials

[ was a public defender prior to being appointed, and we
knew of cases that persons were harmed for cooperating
once they had a written plea agreement
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Magistrate judge

Magistrate judge
Magistrate judge

Knowledge of co-defendants

Originally gov't moved to detain def. Thereafter def
agreed to cooperate; gov't and defense moved jointly to
allow def on bail in drug case. After def was released, in
short period of time he was killed.

reports of counsel
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Appendix T (Q58): Any other comments about privacy rules?

What type of judge are
you?

Active district judge

Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Active district judge

Any other comments?

| am relatively new, so | do not know much of the
background in this court on these issues. However, | will
say that this whole process of protecting this information
is a work in progress for judges and attorneys. When |
have reminded attorneys not to use such identifiers,
some of them seem to not know what | am talking about
until after I tell them that transcripts are posted on
PACER. |suspect that it will take time to sensitize
attorneys to the issue.

| favor a practice in which an sealed addendum is placed
in the file for every plea agreement.

I have a small criminal docket less than 10% of my case
load so | don't believe my experience is "statiscally
significant”. Sorry to be tardy in my response.

I have many comments regarding civil matters, but this
survey has concentrated on criminal proceedings, and |
have nothing to add on that topic.

It is always best to err on the side of caution in making
identifying information available to the public because of
the ease of dissemination over the internet.

None.

our court addressed this last week and we opted to seal
th supplemental plea agreemnt that wll befiled in every
case ,evn when thert is no cooperation

Public substantial assistance agreements are a problem
that will eventually assist individuals in obstructing
justice. Balancing the public's right to know should rarely
outweigh safety concerns, even if those concerns are only
generalized in nature.

Rarely and only in the most extreme cases, | have been
asked to refrain from docketing the entry that a
defendant has taken a plea. This situation has occurred
when a defendant's safety would be extremely
comprised.
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Active district judge

Active district judge

Active district judge

Active district judge
Active district judge

Active district judge

Active district judge

Bankruptcy judge
Bankruptcy judge
Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

The Administrative Office should develop software to
provide certifications by counsel that they have screened
all documents before posting them on Pacer. We had a
horrible situation where an attorney attached the social
security numbers of multiple plaintiffs in a MDL. A docket
clerk cannot screen all attachments. We should also have
computer softward to screen for social security numbers.
The judge needs to be ever viligent and defense counsel
need to feel the judge is open to their concerns as to the
safety of their clients.

The privacy issue is overblown. Nothing need to be done.
in particuiar, the public has a need to know more, and not
less, about what goes on in our courts. This is especially
true of criminal cases.

The results of this survey should be provided to the
Committee on Court Administration and Case
Management for any follow up action in order to preserve
the continuity of the work that Committee has done on
this subject.

We should have a best practices document

We should place protecting people above ready access to
court files.

While the privacy rules are fairly simple, logical, and
workable, the redaction rules are labyrinthine,
unworkable, and impose an undue burden on court
reporters. Far better for judges to take an active hand in
enforcing them during trial and having a general waiver
rule when they're ignored. No redactions.

| believe the privacy rules are a complete waste of judicial
time. We are talking about public records and possible
harmful access comes with the territory. Who would wish
to steal the identity of someone who just filed
bankruptcy? The private information supposedly
protected in available in several public domains. All our
efforts will always be bandaids.

I have no further comment or suggestion at this time.

I may not be aware of what the rules are in this area.

| wanted to check proofs of claims too, but the system
would not allow it.

It appears that counsel practicing in this Court are
generally sensitive to protecting PlI; failures to comply
appear to be inadvertent and are promptly remedied.
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Bankruptcy judge
Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

Bankruptcy judge

Bankrupicy judge

Bankruptcy judge

It seems counterproductive to require debtor's to remove
SSN and other personal identifier information in all
bankruptcy court filings but to require inclusion of full SSN
in § 341 (creditors meeting) notices.

No other comments.

On our court website, we have posted the Administrative
Procedures for Electronic Case Filings which sets out the
privacy warnings.

Our court staff is very busy given the numbers of filings.
The attorneys should be responsible for correcting the
problem that they create, not us.

Our Florida State courts will implement redactions in real
time upon receipt of a phone call. Our court requires a
written motion.

The main problem this court has encountered is with
exhibits for trials and hearings and exhibits attached to
proofs of claim and filings containing personal identifiers.
The problem is more significant with pro se filers, but
attorneys also overlook redaction on occasions.

The problem that | have encountered is not covered in
the Rules at all. Unless a decision is marked "not for
publication” it can be obtained if the right Google inquiry
is made. In student loans cases {always the debtors are
individuals) the information

the redaction policy is a commendable endeavor, but in
bk cases, where so much personal info is implicated, it is
naive to expect that there will not be frequent, serious
issues.

They are generally working if we keep reminding parties
and counsel

This has been a concern for my division. We deal with a
volume of consumer debtors with their financial life made
‘public’. Damage to these individuals can be dramatic.
We find the 'problems’ arise msot often with the
uneducated (pro se) users of the system (also with
attorney unfamiliar with federal rules. Without an alert
and active quality control oriented clerks' office this
problem could become even more of an issue. Vigilance
to privacy concern by the "front-line' and resources to
that end, | feel, is important. '
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Bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

This issue comes up with some frequency in my court, and
we try to be very vigilant about finding problems and
correcting them. The first line of defense, of course, is the
parties themselves. | find that as counsel become familar
witht the redaction procedures and our methods of
addressing this problem, they become more proactive in
seeking relief when their clients' personal indfformation is
included in filings.

Consideration should be given to incorporating the
Judiciary's redaction policy into the FRBP's. Any rule
should make it clear that the responsibility for redaction
lies with the filing party, and that clerk’s of court should
not be responsible for redacting information from
documents once filed. Please note: this survey was
completed by R.G. Heltzel, Clerk, U.S.B.C, CA(E).

Creditors routinely file proofs of claim with personal
identifiers like social security numbers and account
numbers, Because debtor's and their counsel don't
always see those right away, the proofs of claim go
uncorrected. [t is a continuing challenge to educate
creditors about this problem. To correct the problem, the
clerk's office has to block the claim from public view and
the filer has to refile the claim. '

| have also found problems arise when, even though
counsel remembers to eliminate personal identifers in
pleadings they draft, they attach voluminous documents
as exhibits and the identifiers are in those, evidently
unreiewed, exhibits.

| have had cases - and I'm told by the office of the United
State Trustee's Office in Colorado that there are a good
number more - where a debtor files bankruptey using a
previously stolen or purchased SSN of another person. In
other words, an ill

| STRONGLY URGE THE COMMITTEE TO RESIST MAKING
THE CLERK RESPONSIBLE FOR IDENTIFYING AND
REDACTING PERSONAL IDENTIFIERS AND OTHER
PROTECTED INFORMATION, IF THIS IS BEING
CONSIDERED.

I thirk the rules exist to alert parties to the requirements
and issues involved. It is a matter of parties putting
internal procedures in place to ensure compliance with
those rules.
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Chief bankruptcy judge
Chief bankruptcy judge

Chief bankruptcy judge

Chief bankruptcy judge

Chief district judge

Chief district judge
Chief district judge

Chief district judge

Magistrate judge

Magistrate judge
Magistrate judge

Magistrate judge

Magistrate judge
Magistrate judge
Magistrate judge

Magistrate judge

In general, these are difficult to police and enforce.
Creditors’ counsel and claims filers need to be better
educated on this than they currently appear to be.

None

The COurt has entered General Order #2008-6 which
adopts the Judicial Conference policy on electronic
availability of transcripts.

The inclusion of confidential information in documents
filed with the court in violation of Bankruptcy Rule 9037 is
a very serious problem in bankruptcy court. Itis most
often violated by creditors who file proofs of claim
containing prohibited informat

no

None that | can think of at this time.

None.

While | am aware of witnesses who suffer retaliation in
criminal cases, | am not aware of any cases where it can
be traced back to public records.

Again, | am far more worried about the institutional trend
toward court secrecy than | am about inadvertent
disclosures of private information in a handful of cases.
As a magistrate judge my participation in plea and
cooperation agreements is limited because our district
judges generally take their own pleas. Personally | think
plea agreements and cooperation agreements should be
separate and the cooperation part kept private, but |
haven't seen either the prosecution or the defense ask for
that.

Educating lawyers is the key to the problem in civil cases.
Many of the questions concerned PACER. do not use
PACER, and | am not familiar with what documents are
accessible by using it. My sense is that many of these
questions would be better directed to court personnel
who are familiar with PACER and what information is
available through it.

My answers were limited to my experience as a new
judge. Many of the questions would have been answered
differently if | included my time as a criminal defense
lawyer.

no other comments

No.

The U S Attorney's office has complained about the
burdensome nature of the trial transcript redaction
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Magistrate judge

Magistrate judge

process.

this survey is difficult because of the number of variations
in judicial practice. | am a USMJ and many of the
questions do not pertain to my cases.

While | recognize the need to protect private information,
it is often necessary to discuss private information in
rendering decisions. How does the committee propose
that judge's decision be made publicly available while still
protecting privacy (example, request for review of denial
of request for child's social security disability benefits)
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Clerks Survey of Privacy Practices in Judicial
Proceedings

Responses to this survey will aid Subcommittee on Privacy of the Judicial Conference's
Committee on Rules of Practice and Procedure in its evaluation of the effectiveness of the federal
courts' rules and procedures to protect private information in court filings. If you have questions
about this survey, please contact Professor Daniel Capra (212-636-6855;

dcapra@law fordham.edu
TYPE OF COURT:
Frequency Percent
Bankruptcy 73 50.3
District 72 . 49.7 |
Total 145 100.0

1} In which district do you serve?

{This information is not reported since it would identify individual clerks who responded and
those clerks who did not respond.)

2} What is your position?

Frequency Percent
Missing 4 2.8
Bankruptcy Court Clerk 85 44 8
District Court Clerk 52 3549
District Executive 4 14
Othear 22 152
Total 145 1000

If you selected other, please specify

See Appendix A.



http:dcapra@law,fordham.edu

Clerks Privacy Survey — 11/19/09

For the purposes of this survey, the term "personal identifier information” refers to
those forms of personal information requiring protection under the national privacy
rules {namely Civil Rule 5.2, Criminal Rule 49.1 and Bankruptcy Rule 9037}, including
the following:

Social-security number

Taxpayer-identification number
Financial-account number

Birth date

Home address in criminal cases, and

The name of an individual known to be a minor.

The term "private information” is broader than personal identifier information, and
includes other sensitive personal information not covered by the rules that you think
deserves restricted access.

JUROR RECORDS

3} In your court, which documents containing personal identifier information about
individual jurors -- including the juror's name or background information -- are made
publicly available through PACER? Please check all that apply.

District Court Clerks Only

9 (12.5%) L) Grand jury indictment (including foreman's signature)
1 (1.4%) O Jury panel list
11 (15.3%) U Transcripts of voir dire proceedings
3 (4.2%) U Strikes by parties of identifiable jurors
8 (11.1%) L) Notes from jurors (either on a deliberating jury or not)
10 (13.8%) 0 Verdict forms with juror names
49 (68.1%) L) No identifiable information about individual jurors available through PACER
9 (12.5%) U Other (please specify)

If you selected other, please specify

See Appendix B.

)
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4) In your court, which documents containing personal identifier information about
individual jurors, if any, Is made available through the public access terminal in the
clerk's office? Please check all that apply.

District Court Clerks Only

10 (13.9%) U Grand jury indictment {including foreman's signature)
0 (0.0%) 01 Jury paneif list
14 {19.4%) O Transcripts of voir dire proceedings
3 {4.2%) O Strikes by parties of identifiable jurors
9(12.5%) 0 Notes from jurors (either on a deliberating jury or not)
13 (18.1%) O Verdict forms with juror names
47 {(65.3%) ({1 No identifiable information about individual jurors is made available
through the public access terminal in the clerk’s office
6({8.3%) O Other (please specify)

if you selected other, please specify

See Appendix C

TRANSCRIPTS IN GENERAL

5) The Judicial Conference has established a policy that transcripts are to be posted
on PACER 90 days after delivery to the clerk of court. When did your court begin
posting transcripts on PACER?

(month and

year)
Districts courts answers ranged from June 2002 to Pending

Bankruptcy courts answers ranged from January 2001 to December 2009
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6) Has your court established local rules or policies about posting criminal and civil
case transcripts on PACER to address perceived privacy concerns?

{(Please note: This survey is not intended to suggest that the current Judicial
Conference policy is to be altered or negated in any way.)

Frequency Percent
Missing 5 3.4
Don't Know 5 3.4
No 58 | 40.0
Yes 77 531
Total 145 | 100.0

7) What is the local rule or policy for criminal cases?

See Appendix D

8} What is the local rule or policy for civil cases?

See Appendix E
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9) Have you received any complaints or requests for changes regarding private

information appearing in transcripts generally?

Frequency | Percent |
Missing 3 21
No 133 917
Yes 9 6.2
Total 145 100.0
District Clerks Only
|
Frequency = Percent |
Missing 2 28 |
No 65 | 90.3
Yes 5 6.9
Total 72| 100.0
Bankruptcy Clerks Only
Frequency | Percent
Missing 1 14
No 68 93.2
Yes 4 5.5
Total 73 100.0

h
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10) Was the private information available through PACER?

Fregquency Percent
Missing 136 93.8
No 3 24
Yes 6 4.1
Total 145 100.0
District Clerks Only
Frequency Percent
Missing 67 831
No 3. 4.2
Yes 2 2.8
Total 72 100.0 .
Bankruptey Clerks Only
Frequency Percent
Missing 69 845
Yes 4 55
Total 73 100.0




Clerks Privacy Survey — 11/19/09

VOIR DIRE TRANSCRIPTS

11) Does your court place voir dire transcripts on PACER?

District Clerks Only

Frequency Percent

Missing 3 42

No 43 59.7

Yes, both civil and

criminal voir dire 23 31.9

transcripts

Yes, civil voir dire

transcripls 2 28

Yes, criminal vair ;

dire transcripts 1 | 14

Total 721 1000

12) Have you experienced any problems or complaints in protecting private

information in voir dire transcripts from access through PACER?

District Clerks Only

Frequency ' Percent
Missing 44 61.1
Don't Know/Not
Applicable 3 4.2
No 24 33.3
Yes 1 14
Total 72 100.0 -

13} You indicated that you have experienced problems or complaints in protecting

private information in voir transcripts. Please describe those problems or complaints.

See Appendix F
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DEPOSITION TRANSCRIPTS

14) Does your court post depositions on PACER?

Frequency ' Percent

Missing 3 2.1

Don't Know 8 55

No 96 66.2

Yes, the court allows

them to be posted in 32 221

certain circumstances :

Yes, the court requires

them to be posted 6 4.1

Total 145 100.0 '

15) You indicated that your court posts depositions on PACER in certain

circumstances. Please explain those circumstances.

See Appendix G
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REDACTION IN GENERAL

16} Are you aware of ways to make it easier and more efficient for lawyers to search
or review transcripts for personal identifier information that must be redacted?

Frequency Percent
Missing 2 1.4
Don't Know 10 20.7
Na 85 58.6
Yes 28 19.3
Total 145 100.0

17) Please indicate the techniques currently used. {Check all that apply)

23 (15.9%) 0 Requiring the transcripts be filed as text-searchable PDFs

7 (4.8%) 0 Allowing attorneys to review their notes of the proceeding to make
the initial determination as to whether redactable information was
mentioned

7 (4.8%) 0O Using software programs developed 1o identify personal identifier
information

4 (2.8%) 0O Other (please specify)

Ii you selected other, please specify

See Appendix H

18} Do you have any suggestions for improving the process of redacting personal
identifier or other private information from transcripts?

See Appendix |

19) Does your court keep a record of complaints and requested changes regarding
redacting transcripts that contain private information? ({This includes both the

9
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redaction of personal identifier information as required by the rules and possible
over-redaction of information not protected by the privacy rules.)

F
Freguency ‘ Percent l
Missing 3 k 21 ]
Don't Know 8 41
No 94 | 648
Yes 42 29.0 |
Total 145 1000 ]
District Clerks
Frequency Percent
Missing 2 28
Don't Know 2 28
No 45 2.5 |
Yes 23 319
Total 72 100.0 |
Bankruptcy Clerks
Frequency Percent
Missing 1 14
Don't Know 4 55
No 49 | 87.1
Yes 19 26.0
Total 73 | 1000
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REDACTION IN BANKRUPTCY CASES

20) Has your court experienced problems with failures to comply with redaction
requirements in filed documents -- including petitions, schedules, proofs of claim, and
adversary proceeding pleadings?

Bankruptcy Clerks Only
Frequency ' Percent
Missing 8 11.0
Don’t Know 1 14
No 9 123 1
Yes 55 753 -
Total 73 100.0 |

21) How frequently does this occur?

Bankruptcy Clerks Only
Frequency Percant
Missing 18 24.7
Often 11 15.1
Rarely 11 15.1
Sometimes 33 452
Total 73 100.0 |

22) What kinds of bankruptey filings? Please check all that apply.

Bankruptcy Clerks Oniy

29 (39.7%) U Petitions

35 (47.9%) U Schedules

54 (74.0%) U Proof of Claims

13 (17.8%)  [) Adversary Proceeding Pleadings
21 (28.8%) 01 Other {please specify)
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If you selected other, please specify

See Appendix J

REDACTION IN GENERAL

23) Are you aware of any reasons for noncompliance with the redaction

requirements?

Frequency Percent
Missing 87 46.2
Dor't Know 2 14
No 71 49.0
Yes 5 34:
Total 145 100.0 |

24) What reasons were given?

See Appendix K

25) How have those matters been resolved?

See Appendix L
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REDACTION OF CRIMINAL RECORDS

26) Does your district have a policy with respect to posting plea agreements and
cooperation agreements on PACER?

District Clerks Only
Frequency | Percent

Missing 1 14
Don't Know 2 28
No, itisup tothe
individual judge 37 514
Yes 32 44.4
Total 72 100.0 |

27) You indicated that your district has a policy with regard to posting plea
agreements and cooperation agreements on PACER. Please describe the policy or
post a link to your district’s policy.

See Appendix M

28) Does your district have a policy with respect to posting plea agreements and
cooperation agreements on the public access terminal in the courthouse?

District Clerks Only
| |
Frequency | Percent |
Missing - 1 ] 14
Don't Know 1 14
No, itis up to the ‘
individual judge 4 56.9
ves 29 40.3 .
I
Total 72 100.0 |
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29) You indicated that your district has a policy with regard to posting plea
agreements and cooperation agreements on the public access terminal in the
courthouse. Please describe the policy or post a link to your district's policy.

See Appendix N

30) Do you or others in your court review decisions to restrict PACER access to plea
or cooperation agreements after a certain point in time?

District Clerks Only

Freguency Percen!
Missing 1 14
Don't Know 1 1.4
No 67 93.1
Yes 3 4.2
Total 72 100.0

31) You indicated that you or others in your court review decision to restrict PACER
access after a certain point in time. Please describe the process that is used.

See Appendix O

32) Have you had any problems implementing the court's policy regarding posting of
plea and cooperation agreements?

District Clerks Only

Frequency Percent
Missing 1 14
Don't Know 2 28
No 66 | 91.7
Yes 3 42
Tota 72 1000

14
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33) You indicated that you have had problems implementing the court's policy
regarding posting of plea and cooperation agreements. Please explain those
problems.

See Appendix P

IMMIGRATION RECORDS

34) With respect to immigration cases, do you believe PACER access to additional
forms of private information, such as alien registration numbers, should be
restricted?

District Clerks Only

Frequency Percent

Missing 1 14
Don't Know/No opinion 43 59.7
No, PACER access should
not be limited in 5 6.9

immigration cases.

PACER access should be
limited in certain types of 2 28
immigration cases.

Yes, PACER access to
such private information
should be limited in alt 21 28.2
immugralion cases.

Total 721 1000

35) Which types of immigration cases should require limited access?

See Appendix Q
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36) If you have any other comments or suggestions about the privacy rules that have
not been covered in this questionnaire, please provide them here:

See Appendix R

Thank you for completing the survey. If you have any questions, please contact Professor Daniel
Capra (212-636-6855; dcapra@law fordham.edu)
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Clerks Privacy Survey - 11/19/09

Appendices to Clerks Survey of
Privacy Practices in Judicial Proceedings

11/19/09

17



Clerks Privacy Survey - 11/19/09

Appendix A:
2} What is your position?
If you selected other, please specify

District Court Respondents:
|
Frequency Percent
Missing 54 75.0

Chief Deputy 4 56
Chief Deputy Clerk B 111
Chief Deputy for
Administration - District 1 1.4
Court
Deputy in Charge,
District Court 1 14
District Court Clerk,

responding on behalf
of the Court after
consultation with the

Judges to review our ! 14
current practices and

procedures

Operations Manager 2 28
Staff Attorney 1 1.4 |
Total 72 100.0 |

Bankruptcy Court Respondents:

Frequency Percent
Missing 66 90.4
[XXXXX for] XXX Clerk '

|
1 ‘ 14
Bankruptcy Chief Deputy 11 1.4
Chief Deputy 1 ’ 1.4
Chief Deputy of |
Qperations 1 1.4
Qperations Manager 2 ! 2.7
Operations Mgr on behalf ’
of BK Clerk 1 14

Total 730 1000
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Appendix B

3) In your court, which documents containing personal identifier information about
individual jurors -- including the juror's name or background information -- are made
publicly available through PACER? Please check all that apply.

If you selected other, please specify
District Clerks Only

Foreperson name available on verdict form in civil cases only

Juror information in civil cases is availabale on PACER for jury panel lists, notes and verdict forms. In
criminal cases, these are sealed and therefor not available. Court is presently considering not having
information about jurors public.

n/a - Bankruptcy Court

Note: The signature of the jury foreperson is available through PACER unless the presiding judge directs
the clerk’s office {o redact it. Often the signature is illegible.

Notes from jurors are only made publicly available only in civil cases

Some Judges allow the foreperson’s name 1o be publicly available on the verdict form. Otherwise, no other
identifying information is available in this District.

trial transcripts might have a name
Verdict forms  Civil only

Verdict Forms contain only foreperson's name and juror notes are available only in civil cases. Voir dire
proceedings are sealed by some judges.

We redact or seal any document in a criminal case that contains a juror's name. We do not do the same in
civil cases. We don't make publicaly available any other personal identifier other than names in civil cases.
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Appendix C

4) In your court, which documents containing personal identifier information about
individual jurors, if any, is made availabie through the public access terminal in the
clerk’s office? Please check all that apply.

if you selected other, please specify

District Clerks Only

Civil voir dire transcripts are available at the public terminals, criminal is not. Civil verdict forms are
available at public terminals, criminal verdict forms in redacted form are available at the public terminals.

Foreperson name available on verdict form in civil cases

Same as above

trial transcripts might have a name

Verdict forms  Civil only

20
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Appendix D
7) What is the local rule or policy for criminal cases?

District Clerks:
#1) Local Rule 49.1.1 codifying current procedure to go into effect on 12/01/2009: (b) Transcripts of Hearings. &CR;&LF;If
information is listed in Section (a) of this rule is elicited during testimony or other court proceedings {i.e., personal identifiers

Administrative Order 08-35 establishes general policy; policy supplemented by Adminstrative Order 09-09 to exclude voir dire
hearing transcripts

Administrative Order 08-9&CR:&LF;&CR;&LF;hitp:/Awww.iand.uscouris.govie-
web/documents.nsf/0/C7DB007CCDFFDOES862574980053A4A8/$File/Admin+Order+08+A0+0009.pdf

Administrative policy - Counsel will file a Notice of intent to Redact within 5 days of transcript being delivered to the clerk. Cot
will then follow-up, within 21 days of initial delivery of the transcript to the clerk, with a specific requestfor re

adopts national policy; Admin Order 2008-31 (available on our web site)

Central District of illinois&CR;&LF;United States District Count&CR;&LF;&CR;&LF;Notice to Members of the
Bar&CR;&8LF,&CR.&LF;Electronic Availability of Transcripts of&CR &LF;Proceedings Before U.S. District and Magistrate
Judges&CR;&LF,&comma;&comma;&CR; &L

Criminal transcripts are filed with restricted access (available at public terminal in the clerk's office, but not remotely). During i
time the transcripts cannot be printed. They go through the redaction period, then at 90 days if no requests for reda

Criminal Voir Dire must be filed in a separate volume and is always sealed. With unsealed transcript, official court reporter anc
clerk’s staff provide parties with remote access. Notice of Intent to Redact due 10 days after transcript filed; Request for

Electronic transcripts will be e-filed and&CR;&LF;available for viewing at the Clerk's Office public terminal, but may NOT

be& CR;&LF;copied or reproduced by the Cierk's Office for a period of 90 days. If there are&CR;&LF;no redactions to be made
rest

For both civil and criminal, we have internatl policy regarding juror voir dire transcript access.

GO-08-03

http:/iwww.cod uscourts.gov/Documents/CMECF/Electronic TransreriptPolicy Statement. pdf
http:/Amww.mow.uscourts.govldistrict/rules/ect_transcript_policy.pdf

http://iwww Ixs.uscourts.gov/transcriptsinewpolicy. htm

Judicial Conference policy plus voir dire proceedings may not be transcribed without permission of the presiding judge.
Jurors are identified in transcripts by a juror number and initials.

Local Criminal Rule 48.1.1 identifies the privacy items to be redacted. &CR,;&LF,&CR;&LF;General Order 2008-16

{hitp:/iwww ohnd.uscourts.gov/Clerk_s_Office/local_Rules/General_Orders/2008-16.pdf) states that voir dire transcripts will r
filed as part

Local policy is that we do not ask for any privacy act information while on record.

Local Rule 5.2


http://www.ohnd.uscourts.gov/Clerk
http://www.txs.uscourts.gov/transcripts/newpol1cy.htm
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LR 80.1&CR;8LF:b) Access Restrictions After Transcript Filed. &CR;&LF;&CR;&LF; &CR;&8LF,&CR;&LF;(1) Accesstoa
transcript provided 1o the Court by a court reporter will be restricted in accordance with this rule. &CR;&LF,&CR;&LF;(B}
Transcript

LR CR-49.1

LR Gen P 5.08
Mirrors JC policy
Miscelleneous Order No. 81, which is available on the court's website at hitp://www.txnd.uscourts.gov/pdf/Miscorderg1_1021(C

Note: “ . . . This policy establishes a procedure for counsel to request the redaction from the transcript of specific personal dat
identifiers before the transcript is made electronically available to the general public. Counsel are strongly urged to sh

Only redacted copies of transcripts are available via PACER.
Our policy is contained in a "Notice to Members of the Bar” issued on 5/9/08 and contained in the CM/ECF seclion of the Cow
website.

Pending local criminal rule. Now covered by General Order #8-02

Policy is transcripts are sealed for 90 days pending redaction notification by attorney.

Provides guidlines for attorneys to review and file notices to redact transcripts. Sets forth procedures for the release of transs
for public view on PACER

redaction policy

Rule 5.1.2 Electronic Case Filing ("ECF") Procedures - Transcript of criminal proceedings shall not be placed on CM/ECF or

PACER, unless the presiding judge otherwise directs after giving the prosecution and defense counsel an opportunily to be he

same as Judicial Conference

Standing Order 08-02 and Section VI to Appendix H to Local Rules: Adopts Judicial Conference policy.
The Court's ECF Policies and Procedures which include the redaction policy.

The same as the JCUS policy

Transcripts of voire dire conducted at sidebar are sealed and not publicly available

Transcripls provided by the Court Reporter will be filed in electronic form into CM/ECF and will not be available on the Court's
PACER system for a period of 80 days. During that time it the responsibility of the attorney who requested the transcript to

Voir dire is not filed. Transcripts not available for viewing except at the public terminal for the first 90 days. Attorney Redactior
Statement is due within 21 days of the filing of the transcript. If no redaction requested, the transcript is available

We have a local rule that covers civil and criminal case redaction of personal identifiers in General, which is LR 5.2{d) that
reads:&CR;&LF LR 5.2(d} A filed document in a case (other than a social security case) shall not contain any of&CR &LF the

When a transcript is fited with the Court by a court reporler, the transcript will be available at the Clerks Office for 90 days for
inspection only. During the 80-day period, a copy of the transcript may be obtained from the cour reporter at the rale ¢

22
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Within 7 days of the filing of transcript, parties wishing to redact identifiers pursuant to FRCRP 49.1 must file a Notice of Intent
Redact. If the Notice of Intent is filed, the filing party must then file a Redaclion Statement within 21 calendar day

Bankruptey Clerks:

Bankruptcy Court - no criminal cases

Bankruptcy Court has no policy for criminal cases!
Bankruptey Court so N/A

Civil L.R. 3-17

n/a - Bankruptcy Court

n/a

N/A

N/A.

n?a

NA- Bankruptcy

NA

not applicable

Not applicable

Not applicable lo Bankruptcy Court

Not applicable.

Our current transcript redaction policy is on our website

at.&CR;&LF hitp:/iwww alsd.uscourts.gov/documentsfindex.cfm?docs=general_docs

See Transcript Redaction Procedure at http:/iwww.ned.uscourts.gov/pornftranscript_redaction_procedure .pdf

Appendix E
8) Whatis the loca!l rule or policy for civil cases?

District Clerks

[
T


http://www.ned.uscourts.gov/pom/transcript_redaction_procedure.pdf
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#1) Same local rule as criminal, but labeled LR Civ P 5.2.1. &CR;&LF;#2) Same policy regarding filing of voir dire
transcripts as a separate volume with access restricted fo case participants and the public terminal;&CR;&LF;#3)
Same as criminal set forth a

Administrative Order 08-35 establishes general policy; policy supplemented by Adminstrative Order 09-09 to exclude
voir dire hearing transcripts

Administrative Order 08-9&CR;&LF;4CR;&LF;hitp://www.iand.uscourts.gov/e-
web/documents.nsf/0/C7 DB007 CCDFFDQE5S862574980053A4A8/5File/Admin+ Order+08+A0+0009.pdf

Administrative policy-Counsel will file a Notice of Intent to Redact within 5 days of transcript being delivered to the
clerk. Counsel wili then follow-up, within 21 days of initial delivery of the transcript to the clerk, with a specific
requestfor reda

adopts national policy; Admin Order 2008-31

Civil Voir Dire is filed in separate volume and sealed only upon Court crder. Otherwise procedures are same as for
criminal cases.

Electronic transcripts will be e-filed and&CR;&LF,available for viewing at the Clerk’s Office public terminal, but may
NOT be&CR;8LF;copied or reproduced by the Clerk's Office for a period of 90 days. If there are&CR;&LF:no
redactions to be made, the rest

For both civil and criminal, we have internal policy regarding juror voir dire transcript access.

GC-08-03

http://www.cod uscourts.gov/Documents/CMECF/ElectronicTransreriptPolicyStatement . pdf

hitp://www.mow.uscourts.gov/district/rules/ect_transcript_policy.pdf

Judicial Conference policy plus voir dire proceedings may not be transcribed without permission of the presiding
judge.

Jurors are identified in transcripts by a juror number and initils.

Local Civil Rule 5.2 - and General Order #8-02

Local Civil Rule 8.1 identifies the privacy items to be redacted &CR;&LF;&CR;&1F;General Order 2008-16
{hitp /lwww .chnd.uscourts.gov/Clerk s_Office/Local_Rules/General Orders/2008-16.pdfj states that voir dire
transcripts will not be filed as part of the

Local Rule 52

LR 80.1 {(b)(1) &CR&LF;(C} Remole electronic access lo transcripts of civil voir dire proceedings shall remain
restricled 1o the users identified in subsection (b)(2) of this rule indefinitely, unless otherwise ordered by the
court &CR&LF;

LR CV-52



http://www.mow.uscourts.gov/districUrules/ecUranscripLpolicy.pdf
http://www.cod.uscourts.gov/Oocuments/CMECF/ElectronicTransrcriptPolicyStatement.pdf
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LR Gen P 5;08

Mirrors JC policy

Miscelleneous Order No. 81, which is available on the courl's website at
http://iwww.txnd.uscourts.gov/pdi/Miscorder61_102108.pdf.

Only redacted copies of transcripts are available via PACER.

Gur policy is contained in a "Notice to Members of the Bar” issued on 5/9/08 and contained in the CM/ECF section of
the Court's website,

Policy is transcripts are sealed for 90 days pending redaction notification by attorney.

redaction policy

Rule 5.1.2 Electronic Case Filing ("ECF") Procedures - Transcript of civil proceedings shall be placed on CMIECF or
PACER, unless the presiding judge otherwise direcis.

same as above

Same as above

SAME AS ABOVE

Same as above with the exception of “Home Addresses to the city and state (criminal only).” &CR;&LF;

Same as above.

Same as criminal listed above.

Same as for criminal transcripts.

same as Judicial Conference

Same as the policy for criminal cases, with the exception that it references FRCvP 5.2

Sameas Criminal,

[§®]
¥4
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The Court's ECF Policies and Procedures which include the redaction policy.

The same as the JCUS policy

Transcript is nol available for public inspection for 90 day period following delivery/docketing of transcript into
Electronic Case Filing system.

Transcripts of voire dire conducted at sidebar are sealed and not publicly available

When a transcript is filed with the Court by a court reporter, the transcript will be available at the Clerks Office for 80
days for inspection only. During the 90-day period, a copy of the transcript may be obtained from the count reporter
attherate e

Bankruptcy Clerks:

(Adversary Proceedings in Bankruptcy) Our procedural manual (on Intranet) addresses our requirement that
counsel remain responsible for the content of transcripts. Our proposed local rules likewise reveal the court's
requirements and judicial conference p

5003-1

All filers must redact: Social Security or tax-payer identification numbers; dates of birth; names of minor
children; and financial account numbers, in compliance with Fed. R. Bankr. P. 9037. This requirement applies
to all documents, including attachmen

Bankruptcy: Standing Order No. 09-38CR;&LF hitp:/fiwww.vaeb.uscourts.gov/files/SO_8-3.pdf&CR;&LF;

CANB Transcription Policy & Procedure, September, 2008

CivilL.R. 3-17

Contained in General Order 08-09, entered 9/12/08

Foliow Judicial Conference policy for posting. Add an opportunity for opposing side to respond to request for
redaction.

For bankruptcy cases and proceedings, we use an advisory that provides a caulionary statement as
recomended by the J.C., pius we have a GPO that authorizes the clerk to replace an original transcript
previously entered in CM/ECF with a redacled transcript

General Order #2008-8
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| am the Bankruptcy Clerk for the SDFL. Our Court has adopted Local Rule 5005-1{A}{2)(b) and has issued
Court Guidelines on Electronic Availability of Transcripts of Court Proceedings (effective 12/01/09.

In addition to following the Conference policy on availability of transcripts on PACER, counsel and parties are
routinely reminded (by judges and also by reminder notices throughout the courtroom) to be cautious about
what is said on the record.

It is the attorney's responsibility to redact personal identifiers from documents and transcripts.

Local Rule 9018-1

NA - Bankruptcy

No transcripts posted publicly until 90 days. Parties have seven days from notice sent out by court to request
redactions.

Not applicable.

Notice of the filing of the transcript is sent, including deadiines for seeking redaction of any private data
contained in the transcripl. However, trial orders and nolices posted in the courtroom remind attorneys they
should avoid the introduction of pr

Order dated 2/23/2009, to be superseded by LBR 5077-1 eff. 12/1/2009

Qur current transcript redaction policy is on our website
at:&CR;&LF;hitp:/iwww.alsd.uscourts.gov/documents/index.cfm?docs=general_docs

Page 1 of B&CR;&LF;UNITED STATES BANKRUPTCY COURT&CR;&LF,EASTERN DISTRICT OF NEW
YORK&CR;ALF;GUIDELINES FOR IMPLEMENTATION OF THE UNITED STATES&CR;&LF,JUDICIAL
CONFERENCE POLICIES ON ELECTRONIC AVAILABILITY AND&CR;&LF;REDACTION OF
TRANSCRIPTS OF COURT PRO

Participanis are offered an opportunity to redact personal identifiers prior to public access to the transcript.

Policy for bankruptcy cases is same as civil cases:
caseshttp://iwww txs .uscourts.govitranscripts/newpolicy im&CR; &LF;

PUBLIC NOTICE REGARDING REDACTION PROCEDURES FOR TRANSCRIPTS

See Transcript Redaction Procedure at hitp://www.ned uscourts.gov/pom/transcript_redaction_procedure pdf
Standing Order entered whereby parties have opportunity to redact before transcript is posted along with
process {o redact after posting if something missed.

The procedures impiement the Judicial Conference Policy.

o
~J
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There is a sign in the couriroom not to ask questions or refer to private information during questioning.
&CR&LF:&CR:8LF:Procedure is as follows: &CR;&LF;Procedure Regarding the Avaitability of Transcripts of
Court Proceeding&CR; &LF;8CR;&LF;&CR;8LF;Backg

Transcripts are posted for review by limited parties to have personal identifiers redacted for a time certain.
After this time runs, transcripts are released 1o PACER.

Transcripts are restricted from PACER viewing for 90 days after trascript is filed, except at the public viewing
computer and those parties that have purchased a transcript.

We basically reinforce/publicize the JCUS policy irt our bankruptcy matters,

We entered a standing order in 2008 that restricts access to transcripts during the first 90 days on the docket
and sets forth procedures that should result in the redaction of any of the type of personal identifiers listed in
BR 9037{a).

We follow JC policy

We implemented the Judicial Conference policy on redaction and transcript availability via General Order.
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Appendix F
13) You indicated that you have experienced problems or complaints in protecting
private information in voir transcripts. Please describe those problems or complaints.

US Attorney's and Court Reporters have identified materials that should be redacted or removed.
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Appendix G
15) You indicated that your court posts depositions on PACER in certain
circumstances. Please explain those circumstances.

District Clerks .
#1) If the depositions are read into the record al trial; &CR;&LF;#2) If the deposition, or a portion thereof, is attached as an
exhibit 1o a motion pursuant to Local Rule 26.3:&CR,&LF;(a) Non-filing of discovery materials other than certificates of
servic
Attorneys may efile a deposition, but if not efited by an attorney, we scan and upload the cover page. Once electronic
appeals are available, entire deposition will be uploaded.
Depositions are not filed of record uniess otherwise ordered.
Depositions read during trial that are not recorded are sometimes filed in the court record.
Designation of testimony for trial. Some portions for summary judgment.
if the deposition is an attachment or exhibit related to another filing, the deposition {or pertinent parts) would be aliowed to
be filed.
If the deposition is filed in support of a Motion, then it is filed and included on PACER.
IF they are exhibits to molions, such as summary judgment motlions.
It aliows it when filed as a public record.
Only excerpts which are germane to a matter under consideration, e.g., attachments to briefs or trial exhibits.
Only if the parties file the depositions.
Only posted if in support of motion. Redaction required by moving attomey.
Pariies may file depositions in support of summary judgment motions.
require excerpls only are filed with document.
Sometimes depositions are included in attachments to motions, and thus end up filed as such.
Sometimes depositions in pro se cases are posled,
The Court discourages the filing of depositions and other discovery. However, if the permits believe it is necessary to do so,
the court does not objecl.

When approved by court.

When attachments or parts of exhibits associated with a pleading.
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When discovery requests are conlested, and counsel must apply to a judicial officer, transcripts of depositions relevant to
that dispute may be filed electronically by counsel.
When it is used as testimony at trial.

When submitted by the parties in support of requests for relief, motions for summary judgement, etc.

When used at trial

Bankruptcy Clerks

A deposition transcript {or a portion thereof) could be attached as an exhibit in support of a motion.
after redaction period
Attorney's may include excerpts of deposition transcripts as necessary o support motions.

Counsel may file depositions supporting or opposing motions. Deposition transcripts are subject to the rules and
redaction requirements that apply to other filings by parties. See Transcript Redaction Procedure at
hitp://'www.ned.uscourts.gov/pomftranscr

if requested as part of the record on appeal

If the deposition is used at trial.
Occasionally, an atlorney will attach a deposition transcript or portion thereof, to a pleading that is electronically filed.
We allow atlorneys to file most anything electronically, including depositions, if they wish, prior to trial subject to Court

review.

When portions of depositions are filed as exhibits or attachments to other pleadings.
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Appendix H

17} Please indicate the techniques currently used. (Check all that apply)
If you selected other, please specify

District Clerks
Perhaps redaction processing software can be used 1o (1) identify sensitive data found in a transcript and

{2) generate a list that could be provided to counsel. In turn, counsel would review the list and identify the
personal identifiers 1o be rem

The attorneys elect the technique(s) to be used.

We post signs in courtroom not 1o go on the record with redacltable information.

Bankruptcy Clerks

Counsel should obtain e-copies of transcripts and if excerpts are necessary they should be filed electronically

and with search capability. Our court doesn'l have a written requirement regarding text-searchability, but the
11th Gircuit does.

Notice sent to all parties of any hearing when a transcript of hearing is filed with clerk allowing parties
opportunily to review for polential redaction prior {o public display of transcript.

Td
o
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Appendix 1
18) Do you have any suggestions for improving the process of redacting personal
Identifier or other private information from transcripts?

District Clerks
No

Current policy and procedure sufficient

Develop routine within ECF that scans electronic documenits for personal identifiers, and warns filer of any potential
identifiers found before document is officially entered into the record.

Do a SEARCH for personal identifiers to find all.

Don't ask the question to elicit the information to begin with

Hasn't been a problem to date

| believe there is software being developed that will help filter identifiers. We are concerned about sensitive
information being in transcripts because of multiple party accountability.

| have heard of software that will search, but not confident it is foolproof.

no

No

No suggestions at this time, However, having the transcripts "text searchable” would make the process easier.
No, except that physical obscuration, as by marker, is ineffective for efiled documents.

No.

No. On the guestion below, we do not record complaints because we haven't had any. If we started getling them,
we probably would track them.

No. The duty to redact rests with counsel.

No. We give USA copis of transcripts with US as a party when they do not file the appeal.

None

Not at this time.

Our focus has been on eliminating. to the greatest extent possible, the inclusion of private information in transcripts.
This is done via training and outreach to the bar.
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Our judges routinely remind atiornays in open court of the privacy requirements and there is a real attempt to keep
those personal identifiers out of the transcript.

Require all documents to be text searchable at the time of filing... we realize that if the document is PDF'd properly,
this 18 not an issue.

The burden must be placed on the filing party. if there was a mechanism to mark improperly submitted documents
{failure to comply with FRCP 5.2, for example} and then allow a Clerk's Office fo restrict access by placing the
document under seal on PACER un

To constantly advise counsel to limit the introduction of personal information when questioning witness and making
statements in courl. Northern Chio does this by 1) posting an Advisory for Limiting Personal Information on its web
site (hitp://www.ohnd.us

Use juror numbers and initials rather than names.

We feel this is the attorney’s call.

Bankruptcy Clerks

NO

Allow case parties to access the transcript through PACER during the first 90 days. Making them buy the transcript
or come to the Clerk's Office during that period almost ensures that they will not inspect the transcript for personal
identifiers.

Continue to have judges be very proactive in court 1o advise attorneys/litigants about this, and to avoid inclusion of
private data in court hearings.

Emphasize the importance of redaction to attorneys filing electronically, in conferences, training and seminars

Involve the transcriber, "at the front end," so to speak. Perhaps there's a way transcribers could flag possible
personal identifiers and notice provided to the "offending” party. | suspect this extra work might need to be
compensated. A small surcharg

ne

No

No.

No. | think the procedures that the AO spelled out, and that our court followed are pretty good. Would be hard to
come up with something more efficient.

None

None at this time.

Our court does not have any suggestions for improvement at this time.

Our current policy seems to work well. Parties receive nolice of ime frame to redact.
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Gur Judges do a very good job of taking steps to ensure personal identifiers don't get into transcripts (i.e., reminding
attorneys about privacy restrictions during court proceedings).

Requiring that the transcriber/court reporier provide both full and redacted transcripts. CM/ECF could provide a
mechanism for limiting public access 1o the redacted copy.

The best practice is to keep personal information out of the transcript in the first place. Counsel&CR;&LF;should take
this into account when guestioning witnesses or making other statements in court. If information&CR;&LF;subject to
this policy is mentio

The best way to address this is to avoid the introduction of the information in the first place. Vigilance on the part of
the judge and the attorneys can achieve this.

The most effective way to avoid personal identifiers in the court records (transcripts and pleadings) is to educate
attomeys as to proper protocals.

The new notice in ECF 4.0 requiring counsel to check the box agreeing that they must comply with the redaction
rules may help.

This has been a very rare issue for the Bankrupcty Court. The larger problem is personal information (e.g. loan
applications) attached to Proof of Claims.

WE HAVE NO SUGGESTIONS.
We have sent out e-maif reminders to all CM/ECF filers regarding privacy information. This seems to raise the
awareness 1o all filers.

We have signs posted at all counsel fables in each judge's courtroom reminding attorneys not to iflicit testimony that
include perosnat indentifier or other private information. Our judges are also mindful of this requirement and remind
attorneys of the i
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Appendix J
22) What kinds of bankruptcy filings? Please check all that apply.

If you selected other, please specify

Bankruptcy Clerks Only

attachments and supportive docs to filings such as pay advices
Aftachments to documents

Attachments to proof of claims

Attachments to proofs of claim

attachments to stay relief motions

Documents filed pursuani to 11 USC 521(a) such as pay stubs.
Employee wage statements

Exhibits

Exhibits and attachments

Exhibits on Motions to Lift Stay

motions- loan documents with financial account numbers can be attached
Motions

Motions for Unclaimed Funds or certain attachments to pleadings

pay stubs

payment advices

Payment advices

PAYMENT ADVICES

Protected information appears in motions, and in supporting attachments to pleadings.

reaffirmation agreements, motions 1o lift stay
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Social security statement
Staternent of Social Security - wrong event

Tax returns, pay stubs, motion with exhibits
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Appendix K
24) [Are you aware of any reasons for noncompliance with the redaction
requirements?] What reasons were given?

District Clerks

1} If it was public in the paper world, then it should be pubiic in the electronic world. If it was sealed in the paper
world, then it should be sealed in the electronic world. (2) Redaction is burdensome and unnecessary. The
information is already pu

atlorney lack of knowledge of requirements

personal information is essential to pleading, so unredactd copy filed under seal.

Bankruptcy Clerks
From aftorneys - inadvertance. Pro se litigants - unaware of policy

The person making the actual filing is not fully aware of what should be redacted; filer forgot to review; filer missed a
personal identifier within a document
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Appendix L
25) How have those matters been resolved?

District Clerks
once the matters are in the cour record, normally a motion seeking court authorization to redact must be filed

The court determines on a case by case basis whether redaction or sealing is required as the matter arises before an
individua! judge, with a presumption in favor of public disclosure.

Unredacted copy filed under seal.

Bankrtupcy Clerks

Attorneys and pro se parties continue to include private identifiers in documents from time to time.

We requrie a motion to strike the document be filed.
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Appendix M

27) You indicated that your district has a policy with regard to posting plea
agreements and cooperation agreements on PACER, Please describe the policy or
post a link to your district's policy.

District Clerks Only
All plea agreements are filed in paper in the clerk's office. They are available for viewing by the public, if requested.
The documents are not on the public terminals, nor on PACER. A docket entry entitled "Plea Agreement” is posted
to ECF, without an

All plea agreements are posted. Plea agreement supplements (which are filed with every plea agreement) contain
cooperation information. All plea agreement supplemenis are sealed under the court's Special Order No. 19. (See
Special Order No. 19 on the cour

All plea agreements shall be filed electroniclaly by the U.S. Atty. The IUS Atty. shall retain orig‘. documents for future
production, if necessary, for two years after the expiration of the time for filing a timely appeal of the final judgment or
oder ora

All pleas are filled unsealed with no information regarding cooperation. All pleas have a sealed cooperation
agreement filed that may or may not have language indicating a defendants cooperation. All pleas look the same
whether or not defendat cooperate

Court policy requires two documents: a public plea agreement which is filed of record and a sealed plea supplement
which contains cooperation information and other private matters as may be indicated.

Criminal Protocal - All documents on the ECF system related to pleas and sentencing and orders relating to these
documents, will be designated on the docket as Plea Documents, Sentencing Documents and Judicial Documents
respectively , no mater their conte

General Order 2007-14 Electronic Access to Plea Agreements and Related Documents in Criminal Cases
(http:/iwww.ohnd.uscourts.gov/Clerk_s_Office/l ocal_Rules/General_Orders/2007-14.pdf) states that no plea
agreements filed pursuant to &.8.5.G. Section 5k1.1

Local Rule requiring Sealed Supplement 1o Plea filed with every Piea Agreement effective 12/01/2009

Our business practice is to nolify attorneys that these documents are not avialable on PACER.
Link: &CR;&LF hitp/iwww txwd.uscourts.goviecf/docs/efileprocd.pdf

Our procedures allow for the Plea Agreement ("main document”} to be filed and made part of the record since it does
not make any reference to the defendant’s cooperation with the government. It also requires that a Plea Agreement
Addendum be filed under

Plea agreements and cooperation agreements are not accessable on PACER... they are restricted events.

Plea Agreements and Sentencing Memos are not available on PACER. Access is limited to Court staff, Gov'l,
defense counsel and at Clerk's Office Public Terminals.

Plea agreements are posted on PACER unsealed unless a judge in a particular case orders the plea agreement
sealed. Cooperation agreemenis have histarically never been filed with the court in this district.

plea agreements are public and available, uniess a motion to seal is filed and granted in advance of filing

Plea agreements are required 1o be done in two parts - first document is available on PACER and contains NO
cooperation information; second document is NOT available on PACER and contains all cooperation information,
including when there is no cooperation

40




Clerks Privacy Survey — 11/19/09
Plea agreements are sealed in our District.
Plea agreements are sealed. The only thing that is public is a "notice of plea agreement” docket entry. &CR&LF,
Plea agreements do not contain details of cooperation. Cooperation letters are executed by the parties and kept by
the US Attorney and Probation Offices.
Plea agreements with cooperation are sealed.

Plea agreements with substantial assistance are filed as restricted documents and they are not available on PACER.

The agreements do not specify any cooperation. All plea agreements are available through PACER unless sealed
on motion of parties.

The court files plea agreements only.
The normal plea agreement is set up as a "Case Participants and Public Terminal Access” in CM/ECF. Some plea

agreements are ordered to be filed as "SEALED DOCUMENT" by the presiding judge.

The plea agreement is posted on PACER unless there is a Motion to Seal the Plea Agreement. Most plea
agreements in our District do not outline cooperation with specificity and, therefore, do not require sealing. Anyone
who watches a crime show on TV kno

The plea and statement of reasons are public and therefore are posted.

The policy is that these documents are filted under seal.

These are publicly available unless filed under seal

They are not on PACER but are at the pulbic terminals

They are restricted.

Verbal Order from the Chief Judge

We do not post them on PACER

We have a local rule (LR 111) which requires counse! to file a plea agreement and a plea agreement suppiement for
every guilty plea. The plea agreement supplement details the agreements re the plea. The docket entry for the plea
agreement supplement is p

Appendix N

41




Clerks Privacy Survey — 11/19/09

29) You indicated that your district has a policy with regard to posting plea
agreements and cooperation agreements on the public access terminal in the
courthouse. Please describe the policy or post a link to your district's policy.

District Clerks Only
A cooperation agreement is filed under seal with every plea (even if no cooperation agreement is reached with
defendant):&CR;&LF;http/Awww.ndd uscourts.gov/pdf/Plea_Agreements.pdf

actually no policy - they are posted as are all other documents

As explained in previous question we have two documents: public and sealed plea supplement.

As indicated above, plea agreements are public, but plea agreement supplements are sealed under Special Order
No. 19.

if available on PACER it is also available on the public access terminal.

Plea agreeements and statement of reasons are public and therefore are posted.

Plea agreements and plea agreement addenda are treated in the same manner at our public access terminals as
they are in PACER. That s, the plea agreement (main document) is docketed and the pdf of the plea agreement is
available at the public access ter

Plea agreements are at the public terminals similar to social security cases.

Plea Agreements are available at public access terminals unless specifically ordered as sealed by the Court.
Plea agreements are available at the public terminals unless they are sealed. Cooperation agreements are not

available.

Plea agreements are available on the public access terminal in the courthouse, as they are on PACER, unless they
are sealed by order of the Court.

Plea agreements are sealed. The only ihing that is public is a "notice of plea agreement” docket entry.

Plea agreements only are filed.

Plea agreements with cooperation are sealaed.

Plea agreements with substantial assistance are filed as restricted documents and they are not available at the
Public Terminal.

Please see preceding link.

same access as through PACER on our public terminals

Same as above

Same as policy for PACER - public unless plea agreement is sealed by order of the judge.

Same as previous answer
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see prior answer,

The normal plea agreement is set up as a "Case Participants and Public Terminal Access” in CM/ECF. Some plea
agreements are ordered to be filed as "SEALED DOCUMENT" by the presiding judge.

These are publicly available unless filed under seal

These documents are filed under seal.

They are not available on PACER.

Verbal Order from our Chief Judge

We don't make them available on the public access terminal

We have ajocal rule (LR 111) which requires counsel to file a plea agreement and a plea agreement suppiement for
every guilty plea. The plea agreement supplement details the agreements re the plea. The docket entry for the plea
agreement supplementis p
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Appendix O

District Clerks Only
All sealed documents are reviewed periodically to determine the need to continue the seal

Substantial assistant motions are sealed from the public for two years.

This has been a topic from time to time at our quarterly Judges' Meetings. Since impiementing the present plan, we
have decided it works best for our district,
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Appendix P

33) You indicated that you have had problems implementing the court's policy
regarding posting of plea and cooperation agreements. Please explain those
problems.

District Clerks Only
one time we had an Assistant US Attorney from another district make an appearance and refuse to follow local
policy.

the process was quite involved. Initially, we restricted remote access. Ultimately, the topic was the subject of a
public report through our Local Rules committee, and after public comment and an en banc, the Court adopled the
poticy of complete access

We wanted to adopt a policy similar to North Dakota where a sealed document was filed in every case so that to the
public there would be no indication of a sealed plea agreement with cooperation. However, we were unable to adopt
such a policy because of

Lo
LA
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Appendix Q .
35) Which types of immigration cases should require limited access?

District Clerks Only
All immigration nature of suit codes

Limited access should be granted 1o those cases affecting detentionfcustody.
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Appendix R
36) If you have any other comments or suggestions about the privacy rules that have
not been covered in this questionnaire, please provide them here:

District Clerks
Please disregard the incomplele survey from the District of Conneclicut submitled earlier today. Piease call if you
have any questions. Robin Tabora, Clerk, 203-773-2141 [earlier survey Deleted by MD}

1. 1 am concerned that some attorpeys still do not take the redaction requirement seriously. 2. Many of our court
reporters have expressed concern about making transcripts available on PACER. Part of the concern is financial, but
the court reporters are a

By local rule the court has expanded private information that must be redacted. Includes immagration identifiers.

Court reporters are aware of the requirements to redact, bul are somewhat unsure that the parties will move for
redaction. | believe current federal rules do not permit reporiers or others to redact a document without a party
making the request. | do not

| am concerned about transcripts being posted on PACER as we do not get many redaction notices. Attorneys have
an affirmative duty and | think the policy on acountabliity Is confusing. Maybe we should restrict as an added
protection in these cases.

I love the new message in CM/ECF. It shouid be the filers responsibility 1o make sure that their documents do not
contain privacy information.

I strongly believe the responsibility for removing personal identifiers must stay with the filing parly, and hope that the
steps being taken now prevent any shifting of that responsibility to us. The word ‘nightmare’ comes to mind if anyone
tries to shif

i's all about educating the bar about breaking old habits. rarely is the personal identifying information relevant.

My suspicion is that most attorneys are not reviewing transcripts for redaction. We receive very few requests for
reporiers to redact.

no

No -}

None

None at this time.

on behalf of all of the district court judges for the District of Maine:&CR;&LF;&CR;&LF;Most privacy issues occur in
civit cases regularly - counsel elicit privacy information from witnesses, frequently file documents that contain privacy
information and

The exclusion in Crim.R. 48.1(b)}(8) is difficult for us to understand. Personal identifiers must be redacted in all
documents except for charging documents. Therefore, most often, personal identifiers are made public in every
criminal case via the charg

The language below is taken from our Jury Plan - the committee notes to Rule 49.1 (e) discuss access to juror
names - we have included this language in our Jury Plan and will also incorporate the language into our Local Rules
in 2010.&CR;&LF,&CR;&LF;Pursu

There are some concerns from ERISA lawyers about the redaction requirements applying to their case files,
including voluminous medical records. We've received a recommendation that ERISA records be treated as Social
Security cases under FRCP 5.2. &CR;&L

There should be more of a national policy for all Courts, with a presumption in favor of public disclosure.
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We are conduting the public's business and therefore should take great care in making decisions as to what
documents the public should have access. Personal identifiers should be redacted. "Personal information™ however
is a very broad category and may

We still a lot of personal information such as dates of birth and defendant addresses coming in on forms generated
by the U.S. Marshal and U.S. Altorney offices. Perhaps revisions to forms used by these agencies may be
appropriate 1o assist in compliance

With regard to Immigration Records, I'm not quite sure why this was asked as the CM/ECF software restricts Nature
of Suils 462, 463 and 465, which are the nature of suits for immigration cases. Any case with these nature of suits is
restricted to court us

Bankruptey Clerks
A notice has been added to the "CM/ECF Filer or PACER Login” screen,on version 3.3.2, reminding electronic filers
of their responsibility to eliminate all personal identifiers from a document before filing it in CM/ECF. User is not
allowes to log into the

Education is the most important component. Attorneys need to remain alert to the procedures and slaff can assist by
being mindful of the rules and advising filers when violations occur.

For Bankrupicy Court specifically, if the petilion and schedules did not require personal information, it would reduce
the frequency of the privacy acts violations and, therefore, individuals would be better protected. In other words,
better clarify to t

I am not sure if Bankruplcy Court's were supposed to respond to the Civil questions. Many of those questions do
apply to Bankruptcy cases but since there was a separate set of Bankruptcy questions | did not answer the Civil ?s.

None

See our local rule:&CR;&LF &CR &LF:hitp://vww.miwb.uscourts.gov/content/services/rules/adminOrder_2008-02.pdf

The privacy rules should also address the filing of medical information covered by HIPAA. In Bankruptcy, creditors
often include protected medical information as attachments to the proofs of claim. In our court, we have a loca! rule
that provides fora s

This survey primarily pertains to USDC matters. Most of the questions are not applicable in bankruptcy court.

We appreciate the opportunity to provide input. Thank you for working to insure privacy to our citizens. We can
always do better.

WE BELIEVE THAT THE CLERK SHOULD NOT BE RESPONSIBLE FOR REDACTING PERSONAL IDENTIFIERS
FROM DOCUMENTS, AND POSSIBLY HAVE LIABILITY FOR OVERSIGHTS. THE RESPONSIBILITY SHOULD
REMAIN WITH THE DEBTOR'S LAWYERS AND CREDITORS FILING PROOFS OF CLAIM.

We have had a request to limil the appearance of the full social security number on creditors’ versions of the 341
Notice.

We routinely monitor pleadings for violations of BK Ruie 9037. Typically, we see violations that involve SSNs and
financial account numbers not being redacted. We inform counsel of the violation. If counsel repeatedly violates
Rule 9037, we notify the

We send allorneys a deficiency notice when they include private information in documents that are filed, but it is
already. Is cumbersome for the Clerk's Office to have to remove it, and the burden is rightly placed on the atlorneys
toredactitinthe f

We should reconsider our decision to redact the fist five of a social security number. Industry standard is to redact
last four and display first five. By displaying the last four numbers it is easy to guess the first three because they are
related to the
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Whaltever is done, DON'T place any mare of a burden on the Clerk's Office to monitor and fix errors, etc.!

Would be helpful to have official guidance on what to do with PDFs of scanned documents that are later 'pulled’
because of personal identifiers - we have been desiroying those PDFs o avoid any risk of disclosure internally
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Attorney Survey of Privacy Practices in Judicial

Proceedings

(N = 624, unless otherwise specified.)

REDACTION OF TRANSCRIPTS

1) Do you attempt to redact personal identifier information from a transcript before it is

posted on PACER?

" Yes:
No
Don't Know
Blank/missing:

415 (66.5%)
105 (16.8%)
97 (15.5%)
7 (1.1%)

2) Do you redact transcripts to delete other than personal identifier information?

Yes

No

Don't know
Blank/Missing:

201 (32.2%)
314 (50.3%)
101 (16.2%)
8 (1.3%)

3) Do you have any suggestions for improving the process of redacting personal identifier or
other private information from transcripts?

See Appendix A

REDACTION IN GENERAL

4) Are you aware of any reasons for noncompliance with the redaction requirements?

Yes 74 (11.9%)
No 471 (75.5%)
Don't Know 76 (12.2%)
Blank/Missing: 3 (0.5%)

5) You indicated you were aware of reasons for noncompliance with the redaction
requirements. What reasons were given?

See Appendix B

6) How have those matters been resolved?

See Appendix C



REDACTION OF TRANSCRIPTS

7) Have you done anything to ensure that personal identifier information is not raised
unnecessarily in a proceeding, so that transcripts will not have to be redacted?

Yes 295 (47.3%)
No 249 (39.9%)
Don't Know 75 (12.0%)
Blank/Missing: 5 {0.8%)

8) You indicated that you have done something to ensure that personal identifier
information is not raised unnecessarily. Please describe those measures.

See Appendix D

REDACTION IN GENERAL

9) Is there information in case files, not currently redacted, that should be subject to
categorical redaction?

Yes 98 (15.7%)
No 185 (29.6%)
Don't Know 334 (53.5%)
Blank/Missing 7 (1.1%)

10) What types of information currently in the files should be redacted? Please check all
that apply. (N = 98; only those who answered "Yes” to Question 9, above)

78 (79.6%) Driver's license number

68 (69.4%) Passport number

54 (55.1%) State identification number

54 (55.1%) Health insurance identification number
51 (52.0%) Alien registration number

47 (48.0%) Other (please specify)

If you selected other, please specify

See Appendix E

11) Comments

1. A client's Social Security file has multiple documents containinig the person's SSN. In addition,
the medical records contain minor chiidren's names.

2. Again, goes to documents filed by USA in criminal case on the docket.

3. also hiv status, etc. is often in medical records that are attached to motion papers

[



10.

1L

12.
13.

14.

15,
16,

17.
18.

19.
20.

21.

22,

23,
24,

Also, As to the public filings I think children should not have their full names listed with their
ages, they are not the "parties” and the pleadings do not surround their conduct so I don't think
their full names and birthdates should be listed, but rather age and year would be all, a separate
document could be filed that the judge sees only as to their personal info. They do that in
Juvenile and adoption court proceedings so I believe it should also apply in divorce court and
family law,

Any statement indicating cooperation with the government by any person should be
sealed/redacted.

Anything that is requested to verify identity by medical, financial or government institutions
should be redacted.

Before the rules required the redaction of personal information, many complaints were filed
including the names, addresses and social security number of plaintiffs.

By should, I mean according to the rules. It is is so easy to get this information in other ways
that redaction is a waste of time

Certain employment/personnel files should be reviewed for privacy information, some subject to
the Rule, other info that should be subject to the Rule.

Defendants' medical information, including that pertaining to infectious diseases and mental
health condition does not seem to be routinely redacted before being posted.

Fed. R. Crim. P. 49.1(b)(8)&(9) filings should not be made public until after redaction within a
reasonable time such as 72 or 48 hours. (8} an arrest or search warrant; and (9) a charging
document and an affidavit filed in support of any charging document,

1 am thinking about docket entries that disclose confidential information to a judge who while
he/she treats it in confidence, his court room clerk does not,

If you are redacting to eliminate a minor's name, you should also redact the parents' names and
substitute initials. Otherwise it is very easy to identify the minor.

In my world, the presentence report in a criminal proceeding is forwarded to the BOP after
sentencing. The BOP evidently uses the information contained in the PSR to determine where an
individual is houses/placed. The problem is that some of the information should not be made
available to the BOP because the BOP does not secure that information, In short, the BOP seems
to share with everyone making the information virtually public.

In this age of identity theft and lack of privacy, this information should be protected.

Individuals in asylum hearings fear persecution and torture. Those who apply for asylum,
withholding of removal or Protection under the Torture Convention should have the records
sealed or all identifying information redacted. These hearings are confidential at the immigration
court and board of immigration appeals level but not at the circuit court level. They should be.
some of previous questions were not understood & responses thereto marked as "don't know"
somehow information about cooperation by the defendant needs to be redacted, because
disclosure of such information while the defendant is incarcerated (or afterwards for that matter)
raises a serious risk of personal injury or worse

the names of child victims in sexual assault cases

The phone numbers and addresses of the debtors sometimes allows persons to harrass the
debtor. These should be removed from documents. However we have had cases where stalking
spouses looked through the court records for such indentifiers.

he types of information routinely established to come within FOIA exemptions should be a
starting point for information that should be redacted from public files. In Florida, we have
additional exemptions under our state records laws (for domestic violence victims, for example)
that also should be considered when evaluating the types of information to be redacted, in my
view.

These should apply to civil cases since in the majority of cases this information is irrelevant to the
case.

Unless relevant to the dispute this information is largely irrelevant.

We would redact before putting in a public file,
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IMMIGRATION RECORDS

12) With respect to immigration cases, do you believe PACER access to additional forms of
private information, such as alien registration numbers, should be restricted?

Yes, PACER access to such private information should be limited in all immigration cases. 58
(9.3%)

PACER access should be limited in certain types of immigration cases. 11 (1.8%)

No, PACER access should not be limited in immigration cases, 31 (5.0%)

Don't Know/No opinion 49 {7.9%)

1 do not practice immigration law. 471 (75.5%)

Blank/Missing: 4 (0.6%)

13} Which types of immigration cases should require limited access?

1325 and some 1326 cases,

Asylum

Asylum cases. Perhaps others. We routinely remove it unless it is a specific piece of evidence.

Cases involving VAWA issues, asylum, and Cancellation of Removal based on the family

relationship.

5. Where the immigrant is neither a witness nor a party to an action, the information can be
protected. The information is necessary to do a thorough investigation for impeachment.

6. Where there are corollary proceedings going on involving an alier, such as, federal criminal

charges.

el e

14) Do you practice criminal law?
Yes 181 (29.0%)

No 442 (70.8%)
Blank/Missing 1 (0.2%)

REDACTION OF CRIMINAL RECORDS

* Al the questions in the section about Redaction of Criminal Records were answered only by those
respondents who indicated they practice criminal law in Question 14 (above). Thus, there are 181
respondents in this section, instead of 624.

N = 181 (all who indicated they practice criminal law)

The Committee Note to Criminal Rule 49.1 lists documents that are not to be included in the
public criminal case file,

15} In your opinion, are there categories of material that should be deleted from the current
list of documents and included in the public criminal case file?

Yes 44 (24.3%)
No 114 (63.0%)
Don't Know 23 (12.7%)



16) Please note which categories should be deleted from the current list of documents
excluded from the public case file, and explain why you think the information should be
included in the file,

See Appendix F

17) In your opinion, are there additional categories of materials that should be added to the
list of documents that are not be included in the public criminal case file?

Yes 35 (19.3%)
No 96 (53.0%)
Dom't Know 50 (27.6%)

18) Please describe those categories of materials that should not be included in the public
case file, and explain why they should not be included.

See Appendix G

19) Are you aware of any instance of harm or credible threat to a witness or defendant,
arising from a perception that the witness or defendant was cooperating (either through
language in plea agreement/cooperation agreement or a sealed document on a docket
sheet)?

Yes, in plea agreement cases 9 (5.0%)
Yes, in cooperation agreement cases 16 (8.8%)
Yes, in both plea agreement and cooperation agreement cases 54 (29.8%)
No 86 (47.5%)
Don't Know 16 (8.8%)

20) In those instances, what circumstances gave rise to such suspicion or knowledge?
Please check alt that apply.

36 (19.9%) Access to case files on the internet
25 (13.8%) Access to case files at the courthouse
27 (14.9%) Attendance at pretrial proceedings
23 (12.7%) Attendance at trials

16 (8.8%) Don't know

19 (10.5%) Other (please specify)

If you selected other, please specify
See Appendix H
21) In your opinion, has the court's policy regarding posting of plea and cooperation
agreements been successful in protecting the privacy and security of individuals signing
such an agreement?

Yes 64 (35.4%)

No 42 (23.2%)
Dorn't Know 75 (41.4)



22) You indicated that the court's policy regarding posting of plea and cooperation
agreements has not been successful in protecting the privacy and security of individuals
signing those agreements. Please explain.

See Appendix 1

23) In cases involving cooperation, have you participated in a case that involved any of the
following: (please check all that apply)

79 (43.6%) Closing a courtroom

50 {27.6%) Sealing a record in whole

107 (59.1%) Sealing a record in part

58 (32.0%) Sealing the transcript of a hearing in whole (if different from the record)
59 {32.6%) Sealing the transcript of a hearing in part (if different from the record)
62 (34.3%) Sealing docket entries (if different from the record)

51 (2B.2%) None of the above

DEMOGRAPHICS
N =624

*The rest of the questionnaire was answered by all 624 respondents, not just criminal
attorneys

24) In which federal district do you primarily practice? If you practice in more than one,
. please indicate the one in which you spend the most time.

See Appendix ]
25} For how many years have you practiced law?
Mean: 21 years
Range: Minimum of 0 years, Maximum of 50 years
Median: 21 years
26) Which of the following types of clients do you primarily represent in federal court?
243 (38.9%) Plaintiff in a civil case
298 (47.8%) Defendant in a civil case
10 (1.6%)  Prosecution in a criminal case
147 (23.6%) Defendant in a criminal case
74 (11.9%) Other {please specify)
If you selected other, please specify
See Appendix K
27} I you have any other comments or suggestions about the privacy rules that have not

been covered in this questionnaire, please provide them here:

See Appendix L
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A note about the Appendices: All text in the appendices was taken directly from the survey
responses and may contain spelling errors or appear incomplete.

Appendix A
Question 3: Do you have any suggestions for improving the process of redacting private information
from transcripts?

Do you have any suggestions for improving the process of redacting private information
from transcripts?

A method to electronicali redact portions of a filed transcript that contains pi info inadvertantly
left or subsequently determined to be pi would be helpful.

A reminder during electronic filing that pops up asking the filer to make sure that personal
information is redacted would be helpful.

Actually | don't submit transcripts, but your question did not allow me to answer the question
in the fashion

Actually, | contend redacting should be prohibited except for matters of national security.
Redacting documents and filing under seal does not provide for a democracy because as limits
are placed upon the freedom of information, so shall tyrany exists and blossom.

allow "non redaction” in cases where identity is a key issue for defendant {i.e., mistaken
identity, alibi, etc.)

Allow the portion of the transcript which is confidential to be sealed

Any information that can potentially lead to the disclosure of "personal identifier” information.
As my firm is in the industry of foreclosure, we have access to loan numbers and things of that
nature. Disclosure of such information may potentially lead to searches that can reveal
information such as social security numbers, birth date, etc. Therefore, we redact this
information out of documents as necessary.

As a CJA attorney having 7 days to review transcripts I've never seen before is unrealistic.
Fortunately, most attorneys don't include identifying information in testimony anymore.

As counsel appainted in the first instance on appeal in criminal cases, | order transcripts
without any clue as to whether they may have private information in them. Furthermore, as |
have a statewide practice, it is not feasible for me to go to the courts to read every unredacted
transcript. Hence, the redaction duty should be placed on trial counsel who knows first hand
what will be in the transcript. Alternatively or additionally, the court reporter, who may be in
the best position to catch personal identifiers, should be required to alert counsel to the
potential need for redaction.

As part of the the Rule 26{f) conference, the attorneys could agree on a procedure to employ
so that the court reporters could automatically redact those items that are pre-determined

At start of depo, establish protocol with reporter so all such info is in bold or italics, etc



At the time the transcript order form is filed, appeilate counsel should have to certify that they
have reviewed the relevant privacy rule and certify that they have complied with it at the time
they file the Joint Appendix.

At times | feel that the government over-redacts. I'm not sure if this is for privacy or a more
general "err on the side of caution” rule, but at times, redacted portions of transcripts and
other materials have gone over-the-top.

bankruptcy court notices of meeting of creditors, containing debtors' SSN still are mailed to all
creditors & parties on debtors schedules - very unprotected dissemination.

be thorough

Because | have not encountered this yet, | would ensure that the PACER system have a prompt
that asks whether personal information has been redacted from the filing {it may).

Before a document is allowed to be filed via PACER, the program could utilize a prompt asking
the online filer to confirm that all private and confidential information has been redacted,
similar to the prompts used by some companies to confirm that a user in fact wants to "reply
all” to an e-mail. '

cases our agency handled required certain personally identifying info be accessible, per court
rules

Consider attention that may need to be given to avoid abuse of the process by using "privacy”
concerns to hide wrongdoing.

Courts' web sites should include information regarding the requirements of Rule 5.2 with their
information about the electronic filing process. it would also be helpful to have information
about the use of proper tools (Acrobat's redaction tool} and the errors made by lawyers who
improperly try other methods of redaction.

Create a "redacting tool so that we can redact after the documents are scanned in for CME/CF
filing--similar to creating an "earser" function or a "marker” function or any mother function
that allows us to highlight and redact the highlighted areas.

Do not include personal identifier information in the transcripts unless requested to do so.

Drivers License Numbers. Tag numbers.

Education about the existence of the Rule. | think many attorneys try to foliow the practices
set forth in this Rule instinctively, but many are not aware that there is a specific Federal Rule
governing the issue.

First, better education of what happens in the Pacer system, and how it may be used outside of
intended purposes. Second, communicate the rule to us attorneys so that we learn of the rule
rather than iater at a seminar, etc.

For what the reporters charge for transcripts, why can they not provide a copy for filing with
the identifiers aiready redacted and a separte copy with complete information for the
attorneys? » '

From now an, | will redact personal identifier information.

have nat been involved in redactions

Have not yet posted a transeript. | would redact if required.

el



Have the court reporter do it! Identify the need for redaction at the time of entry so the court
reporter can easily flag it. Have adobe support a redaction function in acrobat so it is fast and
easy to redact transcripts and pdfs through adobe. Make redaction everyone's responsibility.

Have the reporter instructed to index such information to make removal easier.
Haven't had to do it yet but would.

Having a program that scans for account numbers and SSNs prior to displaying to stop them
from being made public and giving the clerks the power to suspend the filing wouid be helpful.
Once the information is out there, it cannot be retracted from all sources.

having an alert to inform filer right away that there are personal identifier information.
Having some restricted access seems to be working, i.e. restricted access in Social Security suits

J am not certain what you mean by transcripts. If you are referring to court transcripts,they are
public documents and 1 would not recact them.

lam retired

I ask the court reporter in advance to mark the lines where personal information or private
information protected by HIPAA, etc. to save the time when designations are required. also
reach agreements with the opposing parties in advance as to what should be redacted.

| believe that the court should send a notice after every evidentiary heraing informing the
parties of the opportunity to redact private information.

I cannot recall in my practice filing a transcript with any Court. Were | to do so, however, |
would redact from it any personal identifier information and so indicate when uploading the
transcript with any Court. In addition to the current reminder to redact that is given to counsel
when logging into ECF for filing documents with the US Bankruptcy Court, this same reminder -
-"Is the Bocument Redacted to Delete Personal Identification Information?" --could appear at
the header of each transaction category (answers, motions, notices, miscellaneous, etc.} as
well as each itemized category of documents.

I do not, | have not had an active practice in federal court for some time now.

1 don't permit my witnesses (City employees) tc provide personal information during
depositions.

| don't redact this information because | avoid having the infomation in the transcript. | have
not yet had a case in which it was unavoidable. However, if it were, redaction would be more
appropos by the Court Reporter, who can scan the transcript a the time of creation for this
limited information.

I handle criminal cases. The transcrips are filed by the court reporter or the district court, not
by me. Since I don't see them until after they are filed, and t was not trial counse! {1 usually
handle only appeals}, | don't know if there is any personal identifier information in the
transcript until { read it -- after it has been filed.
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I have no experience with redaction from transcripts - my concern is the over-use of filing
under seal that is causing great problems in a case | have.

I have not been involved in a case so far in which it has been necessary to redact anything from
a transcript.

I have not filed any documents using Pacer.
I have not had occasion to post dcouments on Pacer containing such information.
I HAVE NOT HAD OCCASION TO POST TRANSCRIPTS ON PACER.

I have not had to do this yet, but will do so if such info is in the portion of a transcript [ am
efiling

I have not had to redact a transcript, only records being filed with motions or responses.

I have not seen a transcript from any hearing - so far

t haven't had an occasion to do this. I'm not sure how I'm supposed to answer these questions,
since there's no block for N/A.

I just started private practice, so | have no experience with redacting personal identifier
information from transcripts.

i really don't know what this means. | haven't gotten transcripts from Pacer and have no idea
how a party would redact such information. Wouldn't that be up to the court or court
reporter?

i really have no experience in dealing with this type of filing.

i represent claimants in Social Security appeals. | redact ail personal identifier information
from my pleadings. The public does not have access to Social Security files unless they are at
the courthouse computers and then they are able to access Social Security files if they know
the social security number of the party. These files should all be sealed or people should not
be able to access the files unless they are one of the parties or they are representing one of the
parties.

i think it should be the attorney's responsibility to comply with the rules and to redact
transcript information. Rule 11 will protect opposing parties from abuse and we do not want
to remove the value of the transcript from the attorneys who buy them and use them in Court.

i think that no full account numbers should be listed. Nor should full birthdates or social
security numbers be listed. These are all things a criminal can use for extensions of credit.

i think that the new reminder for redacted information that requires acknowlegment before
Efiling is quite helpful

I think there needs to be a greater awareness among attorneys about it, just as lawyers had
been previously unaware of Litigation Hold Letters

{ try intellectual propery cases and trascripts are regularly redacted for confidential information
hut rarely involve personally identifier information. Typicallyy, it is commercial trade secret
information,

[ try to ask the social security number off the record so | do not have to to worry about
redaction.



| would prefer that home addresses in civil cases be provided under oath but off the record.
The only purpose for them in the usual case is service of process.

if possible, use the "find” function because reading alone frequently misses some private
information or personal identifier information.

I'm not sure the Court can do anything more - but in our office, we use paralegals to handle
this, and rely on them to be familiar with the rules.

in bankruptcy, although filings must have Social Securit\f Numbers redacted, nonetheless, the
Form B9A, Notice of Bankruptcy Case, that is mailed to creditors does have the full unredacted
Social Security Number of the debtor. This has always seemed to me at odds with the purpose
of the redaction rules.

In order to log on to Pacer we have to constantly click on the sign in that we know about the
rule to redact. Clicking on that block was perhaps necessary the first 100 times. However it
has become a nuisance. Also it is impossible to redact the social security number from the
statement of social security number that must be filed with the bankruptcy petition. Could
someone quit asking us to redact the social security number from the form that asks us what
the complete social security number is??? That just seems insane.

Include a reminder on the electronic filing system.

issue has not come up in any of my cases which tend to be based on administrative records
rather than witness testimony

it has never been a big issue.

It is a difficult process and all redactions should be agreed upon by opposing counse] if
possible.

it is an arduous process, but | know of no effective way to minimize the burden

it is often difficult to find all the identifiers on exhibits as often the info is not on the header of
things like notes, mortgages, security agreements, etc.

itis performed manually. If soft ware were developed that allowed redacting on a .pdf file, it
could decrease some of the efforts in now takes to redact from documents.

it is very rare that Social Security numbers are revealed in a transcript.

it would be helpful if we could work with the court reporters to produce and order redacted
and non-redacted versions, because defense counsel is often not the party posting the
transcript on PACER.

I've abandoned all hope of protecting privacy intersts.

Just an FY! - { am not sure this is a big issue, as it is not my practice to ask such personal
identifying information during a deposition {other than during the introduction), which usually
is never attached in full for submission to the Court. However, in candor, | am not sure }
consciously considered the issue before.

knowledge of the rules as it becomes better known the parties will just know certain
information is deemed sealed

Lawyers should not routinely ask witnesses for their social security numbers at depositions.

Make it a rule for court reporters to highlight the personal identifier.
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Making sure that all AUSAs and staff consistently follow the redaction procedure. Perhaps, the
Civil Chief should review all transcripts before they are filed. Presently, our AUSAs individually
are responsible that the redactions occur.

medical or health info should be redacted
More publicity with respect to requirements

Much oersonal information, such as addresses, SSN, Driver's license, phone numbers and the
like could be identified by Court Reporters and automatically redacted, or marked by the
reporter and suggested. That would make life easier.

My approach, as a litigation attorney, is to limit personal identifier information in depositions
to distinguishable parts thereof and | do not include these in filings. When | file a document, as
part of a motion for summary judgment, | will try to exclude it whenever possible, or obtain
that information from another type of document. ‘

Need to have the rules required of court reporters. Lawyers have so many rules to remember
that sometimes certain technical rules are not remembered. To ensure against this - the rule
should directly impact the folks who earn a living from getting it right. Ask them to redact the
information in the final form.

Never posted a transcript on Pacer before
No experience with redacting from transcripts.
no gualifying experience on this issue

No. The process is easy, as we tend to use the new version of Adobe Professional for our
redactions.

No. | am not familiar with the process.

No. My experience is the practice is usually agreed upon with counsel or pursuanttoa
protective order.

Not so much a suggestion as an important point. Redaction is something that must be
considered well in advance of a filing deadline. Often attorneys may run into trouble because
they have neglected to consider the redaction rules before the day of the filing. Attorneys
should have a system whereby personal identifier or other redactable information is identified
well in advance, and the redaction process is accomplished prior to a filing deadline.

OFTEN, THERE ARE PERSONAL ITEMS THAT UST BE LISTED AND MENTIONED IN
CORRESPONDENCE THAT ARE EMBARRASING. WHEN | HAD BREAST SURGERY AND REQUESTED
AN ADJOURNMENT, | HAD TO STATE THAT { CORRESPONDENCE FOR AN ADJOURNMENT. 1S
THERE ANY WAY OF AVOIDING THIS? WE ARE ATTORNEYS YET WE ARE ALL HUMAN BEINGS,
AND AS FEMALES, WE FACE A GREAT RISK OF BREAST CANCER. MY MOTHER DIED WHEN |
WAS THREE YEARS OF AGE (SHE WAS 29) AND SO | AM ATARGET. | OFTEN HAVE TO EXPLAIN
THIS IN LETTERS AS { OFTEN HAVE MEDICAL PROBLEMS. BEING A SOLO PRACTITIONER IS EVEN
MORE DIFFICULT. HELP IS APPRECIATED AND OFTEN DOES NOT OCCUR. PERHAPS THE
SOLUTION IS NOT REQIRING THAT PERSONAL LETTERS CONTAINING SENSITIVE INFORMATION
BE PLACED ON THE ECF.

Only that at time of transcript we agree on the redactions.



Paystubs and payroll information could be sent directly to the Trustee rather than posting on
computer.

Perhaps allowing {and instructing) court reporters to automatically redact personal identifiers,
unless the parties specifically require the information. For example, the default would be to
only include the last fourt of social security numbers, account numbers, and the year on dates
of birth. '

Perhaps each individual judge's rules should remind counsel of this requirement,

Perhaps when an exhibit is attached to a filing, there could be a prompt, that asks whether the
document has any personal identifier information that the filer must answer before filing.

Provide attorneys ANNUALLY with a list of all the categories of items, and ask them to
eleectronically accept this as a term and condition of PACER use. | had never seen the list of
documents before, and had only redacted SSNs on a recent set of exhibits filed in support of
SIM. | was up against a deadline and had no ability to go back and redact out all the other
things that the disclaimer requested, and had no choice but to file as is. it included first names
of minor children listed on leases, which in hindsight, bothers me.

Rather than handling redaction of personal or otherwise protected information during
transcript review, it would make sense to have attorneys notify the Court Reporter that the
answers to the following for example, two questions might require redaction. So, the
transcript can signal areas for the attorneys to focus on during review.

Redact irrelevant personal info.

Redax

Reminder during electronic filing process.

Reminders on PACER that must be noted before filing,

Reporters should be trained to automatically highlight such information for redaction.
Require that personal identifiers be automatically placed into a confidential appendix to the
transcript. Allow filing under seal without the need for court approval.

Require the court reporter to notify counsel before a transcript is posted to inquire if there is
personal information to be redacted

Seemed to go well
Seems to work OK as is

Sorry | have never had the opportunity to come into contact with anything that may need to be
redacted and don't file hardly anything at all in Federal Court

Specific identification as to redaction requirements to allow support personnel to review info.
Too broad terms mean lawyer time is required to evaluate

Standardize a notice on page that it need be done per rule 50 as to minimize mistake of
including it.

stop posting filings on PACER

Survey design is defective - you have yes/no/don't know, but not "not applicabie” for those of
us for whom the need to redact transcripts hasn't arisen.

that information should be included in a separate part of the transcript



The Anglo-American court system is open to the public. As we take steps to close it off we are
threatening the basis of public confidence in the process. If transcripts are filed, the whole
transcript should be filed.

The attorneys need to become aware of the information they are attempting to elicit and to
avoid the personal information if posible.  This is difficult if you are challenging the validity of a
search warrant where the discription of the house to be searched is at issue.

The biggest help could come from court reporters. Even in the window given for redaction, we
are not always able to personally review each line, each word, to feel confident nothing is
getting through. if court reparters were to note when personal identifiers were reported, it
could really help.

The Court Reporter could redact the information under the rules prior to filing on Pacer. If
relevant, the attorney could file a Motion requesting a supplement to the record with the
relevant information.

The court reporters should do it before the transcript is filed. Litigants should avoid using this
information on the record unnecessarily.

The easier process is simply attempting to be mindful of FRCP 5.2 during the examination. lLe.,
instead of having a witness state a social security number or bank account number, ask him or
her to identify the last four digits. it doesn't come up that often, but it's an easier way to
resolve the problem than redaction after the fact.

The majority of information that requires redaction occurs in jury selection and the local
district court judges have done a fairly good job of keeping that information out of the record.

The personal information is part of the record. | do not redact as the information is already
public record unless the transcript/filings have been sealed.

The process for redacting and under seal filings is such a burden that | try to avoid coliecting
such information in the first place.

The redaction may pose a problem in terms of if the subject of the redacted material is the
focus of the motion. That should be an exception to the redaction rule: i.e,, if the subject
person or information is considered in good faith to be relevant to the motion or pleading then
it does not have to be redacted.

The rules could limit deposition questions which call for private information to a separated
portion of the transcript which would be labeled confidential. It would make it possible for the
parties to submit most transcripts for lodging or filing without the confidential segment but
without a need to redact or to place only the confidential portion under seal.

The transcript should be sent to counsel by E-mail with adequate time to review and redact.
Counsel then should be able to forward the redacted transcript to the appropriate parties.

The transcripts | use are from pretrial hearings and trials where the information already has
been protected. | do not redact, delete or otherwise alter a transcript



The use of the "black out” in Adobe products should be banned. It often does not work
because documents are not secured properly. Rather, redacted documents likely should be
printed to paper and scanned as images to insure that the redacted information is not
recovered by a simple "undo."

This would be more of a burden for court reporters, but perhaps court reporters could be
required to flag obvious personal identifiers {e.g., SSN, address, etc.) when they are
transcribing so that there is a presumption that these items will be redacted when posted on
PACER.

To the extent PACER filings move toward word-searchable pdf formats, certain key word
searches could routinely filter for personal identifier information.

To the extent personal identifier information may be needed to press a legal issue, it can be
addressed by filings under seal, which has been my experience.

To the extent possible, | suggest that all parties classify the "typical" personal identifiers {for
example 55#'s) and agree that such identifiers do not need to be made part of any court
records, but rather be available to parties as needed.

Train Court Reporters to do so ahead of time and provide unredacted pages only for eyes of
counsel

Typically do not personally handle it so do not have any information about it.

Unfortunately, Court Reporters are not bound by the rules as are attorneys. Nonetheless, the
easiest means of redacting a transcript is to work with a Court Reporter who is familiar with
the rules such that he or she can produce an original and a redacted copy of the transcript.
Also, having the witness read the transcript (as opposed to waiving signature} with a focus on
spotting personal information is important. In the end, the only true means of ensuring proper
redaction is for the attorney to read each deposition under an agreement with opposing
counsel that personal identifier information will be redacted from the original before any
deposition is filed with the Court. Without following at least one of these methods, it is unlikely
that an unredacted version of the transcript will be filed.

Use of advanced technology for automatic and expedited, nonmanual redaction

We can only redact if we are willing to pay for the transcript. This doesn't make sense, since
we rarely order transcripts.

We do not allow our clients to give thelr social security numbers on the record in depositions.
We have not actually posted a transcript online, but are aware of the redaction ruies.

We try to remove all personal information, for example, names of family members, that is not
relevant to the action. Other personal information is provided under seal, if necessary.

When a transcript is scanned and saved in PDF format, the user can use the field tool, to create
a field in a solid color without borders. The attorney can then copy that field and paste it over
any other item he or she wishes to redact. It is useful, and works quite well. You will need the
Adobe Acrobat Professional version; other third party PDF software makers have similar
features.



who has the obligation to redact the info???
Yes, do not put it in the transcript to start with and redaction is not an issue

Yes, when the court reported is creating the record, maybe there can be an agreement of
parties to redact such information.

Yes. Someane needs to have Adobe Acrobat software capable of applying a cofor to cover
personal information, rather than us blacking it out, then scanning it into a pdf for filing.



Appendix 8
Question 5: What reasons were given for noncompliance with the redaction requirements?

Laziness; convenience.

1) Time and effort necessary to remove all of the personal information; and 2} lawyer for client
did not care if the confidential information remained on the documents.

1. lack of knowledge of the requirements 2. techncial problems

All my cases concern Erisa Trust Funds and my proof as to what is owed to the Funds on behalf of
each employee is Employee pay stubs and Employer remittance reports that | sumbit on Pacer.

burden

Burden of locating and tracking such info.

cases our agency handled required certain personally identifying info be accessible, per court
rules

Certain informaiton, motions, etc. filed under seal or otherwise protected. E.g. Presentence
Reports, or Objects to PSRs.

concern over redacting an original deposition transcript

Death penalty Habeas case information that is over 10 years old.

Defense counsel needs personal identifiers to effectively find and interview State witnesses
Documents filed in paper formant only.

Failure to consider issue before a posting

From pro se litigants, ignorance. From others, simple oversight.

given the voluminous nature of some documents, sometimes the identifier information may slip
by a reviewer and go unredacted.

Human error/oversight.

| don't think the requirements are well known or understood. | would suggest more public
information.

| have been told that too much relevant data, pertaining to arguments is lost, if redaction rules
are complied with.

i have not made a legal challenge to any redaction ruie, but | would if the opportunity presents
itself.

| have often seen items designated as confidential and subject to a protective order filed without
redactions. The usual reason given is that the filing party does not know how to get the items,
often exhibits to a declaration or motion, timely filed without redacting the confidential
information.

I think there may be confusion about what references to a juvenile need to be redacted.

I was referring to the exceptions under Rule 9037. | have not been involved where the "exception”
has been invoked.

If the information were germain to the case
lgnorance of rules inadvertance

fgnorance of the rule requiring redaction.
ignarance of the rules



In general, there is a delay in the compliance with rules and, in particular, rules relating to
changes in technology. Far example, | still see counsel using their initials and social security
numbers on papers filed in federal court.

inadvertent failure to do so.

lack of awareness.

lack of knowledge

Lack of knowledge. No penalties, No procedure for it/laziness.

{aziness, dependence on the other side

Many lawyers attach unredacted personnel or medical records to filings; 1 think because they
don't take the time to think about the private information that may be disclosed.

Mistake

Mistake

Mistake, editing errors.

More veteran attorneys who are used to not having to redact tend not to redact. Also, it not
always clear what information should be redacted.

Not being aware of the rule.

Not willing to pay for transcripts.

Notice is often not given of the opportunity to redact.

Often creditor notifications and demand letters to clients contain several references to account
numbers, particularly where the account has been assigned for collection and the collection
agency has its own internal number. The inclusion of ali of the account information in the
bankruptcy schedules assists us in identifying the account when, sometimes months, later we
receive an inquiry from a ereditor, whereas typing only, say, the last 4 digits might not identify the
account or the creditor.

Often there are huge document productions or long depositions where the parties have agreed to
a protective arder so some personal identifier is not initially redacted; and then at a later time
there is a related filing that includes the information.

Poor communication to the Defense Bar about ECF rules.

Prior to the new rules, we did often include dates of birth in filings related to Age Discrimination
in Employment Act claims, where age was a key factor.

Problems in identifying particular accounts with multiple accounts in bankruptcy matters

Redaction creates significant problems in benefit plan litigation, in which a great deal of the
evidence consists precisely of names, ages, social security numbers and account balances.

Redaction of creditor account numbers makes it difficult to identify and pay creditors in
bankruptcy distributions.

See above. It is a rare occurrence when personal identiying information will be asked during a
deposition. (It has, however, been done on occasion.)

See answers to previous question.
See my earlier comment box - lack of information about the expectations by the court.
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Seizure warrants, for ex, specifically list account info. when filed under seal, redaction isn't
necessary, but often they are unsealed or otherwise become part of criminal proceeding w/o
involvement of atty involved in preparing warrant. Very difficuit to monitor, prepare “public” and
"nonpublic” versions,e tc.

Simply forget that the information is contained in the document, which usually results in a
subsequent motion to correct the filing.

Sloppy lawyering

Social Security case transcripts would be impossible to redact.

Some attorneys not knowing what is required of them. Also, there may be ambiguities as to what
information must be redacted.

Sometimes you may not know the age of a person who turns out to be a minor.

Takes too much time/cost.

The most frequent excuse | hear is simply that someone missed personal information in the
course of reviewing and submitting hundreds or thousands of pages.

The only reason | have heard of is inadvertence. Not all lawyers are acclimated to the practice of
regularly redacting this information. | wouldn't consider it a valid reascn, but it does happen.

The Social Security Administration needs Social Security numbers and dates of birth to remain
unredacted to insure that the often voluminous medical reports are kept in order and to insure
that the correct information for each claimant/plaintiff is placed in the transcript.

The U.S. District Court for the N.D. of GA wants law firms to include their FEIN number on any
proposed financial order authorizing a disbursement of funds on depaosit with the Registry of the
Court. Some District Courts request an out-of-state attorney disciose his or her home address in
its Application to Appear Pro Hac Vice.

They don't accomplish what they are designed to accomplish.

Those responsible for actually preparing and filing matters with the court have not always been
aware of the redaction requirements. These seems to be particularly true for attorneys who are
not technology savvy and leave filings to their secretaries and other legal assistants, who do not
always have the sophistication to recognize information that should be redacted before filing. A
second reason for noncompliance that | am aware of has been due to ineffective redactions and a
lack of knowledge that some electronic redactions (such as in Word) can easily be undone.

Time constraints.

To keep personal information private so that someone does not steal other's private information
and identity.

To review a months worth of transcripts in 7 days to cull identifying information is not enough
time.

Too much trouble. Mistakes. S$S#, or other information that is being used for other purposes and
not indexed that way.

Traditional to supply all relevant information and not yet used to redaction.
Unaware of requirments. Inadvertant disclosures.
Unawareness of the rule. Lack of familiarity with proper redaction tools and techniques.



Unfamiliarity with rules, technical inability or difficulties {including rules against "scanned" versus
“published” PDF electronically filed documents, if possible.

UNFAMILIARITY WITH THE REDACTION STATUTE, CUMBERSOMNESS OF REDACTING DEPOSITION
TRANSCRIPTS.

We made mistakes early before full understanding of the Rule
Witnesses inadvertently give information in depositions, and lawyers don't catach it.



Appendix €
Question 6: How have those matters been resolved?

1} Call the ECF clerk’s office and request that the PACER document be locked. 2} Motion to
remove incorrectly filed document. 3) Filing of corrected version.

1) The effort was made to redact the confidential information; and 2) the documents were
filed with the confidential information on the documents.

1. education 2. help from office.
Adequately.

Almost invariably, this situation is resolved by calling the situation to the attention of opposing
counsel and obtaining leave of court to substitute a redacted page or pages for the originally-
filed pages containing personal identifier information.

Bankruptcy claims distributions are sent to creditors without complete account identification.

By a telephone call.
Contacting the clerk and deleting the filing.

Court usually removes file from electronic docket and orders re-filing

Do it anyway.
Documents filed in paper formant only.
filed under seal

Filing large numbers of otherwise public documents under seal, often unnecessarily {e.g. ERISA
information returns)

Generally court or counsel remind counse! of requirements. (nadvertant disclosures are
generally corrected.

Grabbing the records back from the court as quickly as possible once it is clear that the
problems arose.

I do not have a particular instance in mind.
| have not had any matters like this yet.

I have not seen either in any of my cases, but | understand that the documents is pulled from
the docket and resubmitted.
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Linitially try to submit summaries of what is owed that do not contain information regaridng
the employee, however, certain Judges insist that | sumbit more proof before the Court will
award damages.

I instruct my clients not to provide personal identifying information on the record.

I intend to contact the court to ask whether | can re-submit the exhibits.

Informally between counsel. Most attorneys will discuss and agree to what should be
redacted.

it is a constant struggle that requires diligence.

Most courts allow the agency to file our records under seal and in other courts, the transcript
can only be viewed by individuals who walk into the courthouse and use the court's computer
terminals, which | am told never happens.

Never had an issue.
No

no

Nope.

Not well. The parties involved often elect not to press the issue because that would only draw
more attention to the information. It is difficult to interest a district court judge in suvh
matters. On a few occasions, when the problem was brought to the attention of opposing
counsel, a stipulation and order resolved the matter.

not yet
Our Defender Office tries through email/ annual Seminar to keep the Bar updated.

PDF searches in the hope that nothing is missed.
Prosecutor filed a motion for redaction

see above

See above.

Someone makes the person aware.

Substitute redacted text when necessary.

Such transcripts are not available electronically except to those who physically go to the clerk
of court’s office.
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The obligation in logging on to EM/ECF in some federal districts, that the redaction
requirements be explicitly acknowledged, may have had some impact - but | am skeptical. |
don't think these matters have been resolved. And | think among attorneys who have limited
in-house technology support, the fact that electronic redaction {that has not been "flattened")
can be undone is beyond their konwledge and so the problem continues,

They have not.
Try to avoid collecting such info in first place.

Try to have more than one person read over a document to ensure the redaction was
complete.

Typically the lawyer will file a substituted filing with redactions, and ask the court to
strike/delete the offending pleading.

Unfortunately, they have become missed opportunties.

Usually a request is made to US Attorney. In the alternative a motion must be filed
Usually, leftitin

We simply include the FEIN in the disbursement order. Socials are not used. The money goes
to the law firms for subsequent client disbursement. As for the pro hac vice matter, | simply
comply.

Where a debt on an account is sought to be discharged in bankruptcy, typing the entire
number allows the creditor to identify that its particular account has been included when it
accesses the Court-filed documents. We favor the inclusion of the full account number -- not
bank account numbers, but such numbers as credit card accounts.

Without penalties being assessed by the courts, litigation has been the only way to resolve
these matters. At least one organization has made a greater effort to fix the problem once
informed of it.

Yes
yes
yes
yes

Yes b/c | never submit information with private information.

o
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Yes, attorneys have become exceedingly adept at coming up with creative ways to overcome
this. Most recently, the exparte and selected parties aptions in ECF filing have also been
useful.

Yes, simply by education

Yes, with the new rules, we have limited it to either the year of birth only or included the age
{i.e., X years old) instead of using a date of birth.

Yes.



Appendix D
Question 8: Please describe the measures you’ve taken to ensure that personal identifier
information is not raised unnecessarily.

We have received direction from our Defender raising these issues.
Adjust phrasing of questions, and agreement off record not to include that information

advise reporter
Advise witness not to reveal Pil.

Again during jury selection making sure that personal identifiers are not put on the record
agree with attorney to provide information in paper form
Agree with counsel and court reporter before the deposition for redaction of inadvertently used ID.

Agree with counsel beforehand that we will not state such Pll in our oral arugument/questioning;
agreed to leave it out of some pleadings.

Agree with opposing counsel that the witness may provide the information off the record and that the
parties will not file it unless necessary and pursuant to applicable rule, agreement, or order.

agreed to protective order to limit disclosure

Agreed to provide certain information about witnesses {addresses) off the record rather than have
counsel ask for information in deposition.

AGREED TO REDACTION OF DOCUMENTS, AND ATTORNEY EYES ONLY RESTRICTIONS ON DOCUMENTS
Agreement among the parties beforehand to redact those items.
Agreement of counsel that information will be provided in some other manner as needed

agreement to not disclose the information
Agreement with counsel opposite as game rules for depositions are discussed.

Agreement with counsel that personal identifiers will not be used in open court. | have almost never
had a problem with this issue.

Agreement with counsel to provide personal identifying information off the record
agreement with opposing counse! not to reference such information on record
agreement with opposing counsel to refer to social security number by last four digits only.

Agreements made during depositions to exclude identifying numbers.
Agreements with opposing counsel
Agreements with apposing counsel in advance.

always recite that this an account ending in 4 digits, never indentify the entire account, | don't ask about
SSN unless there is a discrepancy

[
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As before, we sometimes use age (i.e. X years old} instead of an exact DOB. For minors, we have also
agreed to a generic system {like Minor A, Minor B) instead of using names,

As one example, | alerted a pro se plaintiff that the complaint he filed against the FDIC contained his
Social Security Number. Because he was not registered to file ECF pleadings, | filed a motion on behalf
of the parties to have his pleading removed from the ECF docket and replaced with one that redacted
his SSN.

As previously stated, 1 first try to submit a summary of the amount owed without giving detail as to each
employee, but sometimes, | have no choice.

Ask that if social security numbers are needed that only the last 4 digits be given as an answer.

Ask the plaintiff to provide this information pursuant to a protective order

asked opposing counsel to accept sensitive information off the record and state agreement on the
record.

at court direction referred to child by initials

At trial | do not read or have read any portion of a transcript that contains Pil.
Attempt not to raise those issues in proceedings unless absolutely necessary
Attempt not to use documents in open court containing such information.
Avoid asking those questions.

avoid questions or references to personal identifier information unless absolutely relevant.

Avoid using proper names at hearings, effectively use "code” language for the sensitive information, tell
the court in advance at sidebar or in chambers what will not be said in open court

Avoid using such information in briefs or motions. {I'm an appellate lawyer so don't have much
experience in district court proceedings.)

Be aware in direct examinations not to ask those questions converning personal identifiers.

Be selective in use of exhibits so as not to unnecessarily raise personal identifier information

Be selective in what is included in the appendix.

Because of my general awareness of the rulings, | try ensure that such information is raised only when
absolutely necessary.

Besdies redacting the exhibits, we try to insure there are no questions asked on that subject but some
times it cannot be avoided such as when a debtor or defendant denies execution or that they are the
proper party.

Blackened specific account numbers, also in bky court we file a separate sheet with the social security

full number on it, and on the public pleadings only list last 4 digits. In family law we have "sealed”
pleadings to keep personal information from being public information.
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By reaching an agreement with my adversary before the proceeding that we will not use personal
identifier information because it is not necessary.

By redacting information from exhibits

By stipulation with the government, the protected information is shielded and withheld from display to
the jury.

by working with opposing counsel and the court in fashioning orders and providing only necessary
information. While most litigants want full disclosure there is usually cooperation when it comes to
privacy protection for the parties.

Caution all in the firm to be sensitive to this issue

Defendants produce the documentary information with the identifier information replaced by a Jetter
{e.g. person "A"} or some other similar method so that plaintiff's counsel can cross-reference different
documents or information relating to one individual without disclosure of the identity of the individual.

Discussed it with adversary counsel informally. Entered into stipulations and confidentiality
agreements.

Discussed the issue with opposing counsel and have explained to the Court the resulting agreement.

discussion with counsel/court before proceeding

Discussion with opposing counsel and off line exchange of whatever personal info is required but need
or should not be in a transcript.

Do not ask personal identification questions in depositions or allow clients to answer those questions in
a deposition.

Do not seek Social Security information by examinations on record.
Documents filed in paper format only and under seal.

Documents get redacted before production {with consent of opposing parties), therefore no problems
with regard to subsequent use.

Don’t ask a witness unnecessary personal identification questions at the start of a deposition.

Don't ask, don't tell.

Don't mention personal information. Don’t make it part of the unsealed record.

Drawn the issue to the attention of the court when others seemingly file documents without following
the rule.

During a child porn case, information about a previous child molestation case from the state system was
discussed. | endeavored not to say the child's name during questioning of the witness so that redaction
would not be an issue.



During depositions, | have asked that portions of the transcript be sealed. Unfortunately, that doesn't
always happen. Also, even with the best of intentions (e.g., refer to minor as "RS")during the deposition
lawyers and witnesses invariably forget and refer to Robert Stone. Although we should go through the
transcript and search out those mis-steps, as a practical matter, the attorneys often overlook that and
file pleadings with unredacted information.

During depositions, | have objected to client offering their full social security number on the record, as
opposed to simply the last for digits.

During depositions, information such as social security numbers can be given off the record so that
counsel can conduct an investigation of the witness without disclosing the social security number.

During the initial Rule 26 conference we typically address such issues and develop protocols for
addressing the issues prior to the deposition phase of the lawsuit. We also employ protective orders to
protect senstive information.

Electronic filing sites remind of the need to redact, so | of course attempt to do so in pleadings, briefs.

Established internal office procedures requiring personnel filing documents to scan and redact personal
information unless necessary to the issue in dispute. :

Fashion witness guestions to cause personal identifier information net to be stated in the answers

File under seal.

filed under seal

Filing pleadings under seal, holding conferences off the record.
filings under seal

For example, ask the witness to verify only the last four digits of a social security number, or only part of
an account number,

for example, when asking a witness where they live specifying just the city and state and not their
address. Objecting to questions that call for personal information and specifying that the witness
should only have to provide for example, her city and state for her address.

for sentencing hearings, | have scanned medical/mental health records into pdf format and then put on
a disc. | then file a motion requesting that these records be sealed and/or protected and state in the
motion that | will be manually filing the records. t then mail copy with motion to U.S. Attorney and
deliver the disc containing the scanned documents to the clerk's office pending the judge's ruling on my
motion.

For transcripts, oftentimes there's no reason to have a witness state anything on the record that's
subject to FRCP 5.2(a). Ifit is, then have the witness identify only the last four digits, year of birth only,
etc.

Generally do not ask personal information questions unless necessary.

Generally, | avod asking for personal identifier information. itis rarely relevant in the types of cases |
try.
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Go off record when private info asked

go off the record at depos

go off the record in deposition when supplying social security numbers
gone off the record

Health issues, especially HIV, are always a problem. While it is important to inform the BOP, | limit any
mention of these type of issues to keep them out of the record. As to personal identifiers, | never
incorporate them in any filings.

I am careful to exclude personal identifier information in all public filings. | often use other non-
personal identification techniques to ensure that the parties understand the information necessary for
the litigation.

| am sensitive to privacy issues, 50 | automatically notice such things when reviewing documents.
I ask the questions off the record.

| avoid putting personal information on the record when examining a witness or offering an exhibit.
| avoid quesetions that would elicit such information unless absolutely essential

I do not ask for it and object when it is requested. Along with opposing counsel, we make sure that the
redacted version of documents is all that is submitted into the record.

i do not ask of my witness or client any personal identifying information if it is not necessary.

| do not ask some of the questions that | would have asked prior to the change in the rules. Counsel
periodically has agreed to a separate confidential transcript {portions)

i do not mention names of children in court or any of the prohibited info

I do not put personal identifier information in the pleadings and other documents 1 file, and have
instructed my assistant, who handles our e-filing, to comply with redaction requirements of the court.

! do not refer to personal identification information on the record.
I do not use any personal identifier information in my pleadings.

I do not use the SSN in filings. When opposing counsel needs the information, | give it to his office on
the telephone.

Fdon't ask {or permit witnesses to provide} personal identifer information "on the record.”

| don’t ask about social security numbers.
i don't ask for precise addresses.

i don't ask for such information on the record unless | believe it is directly relevant.

I don't ask for the witness’ birthdate or social security number if | can avoid it reasonably, even though
that information is sometimes very necessary.



| don't ask witnesses to give social security numbers, dates of birth, or addresses anymore unless the
information is required for the case.

t don't mention the information unless it is absolutely necessary, which in my practice area is seldom.

1 generally object to providing personal information, such as social security numbers, unnecessarily in a
deposition or at trial.

| generally object to such inquires
| generally refrain, unless absolutely necessary to the case, to avoid such inquiries.

i get counsel's consent or a protective order.

I have asked the Government not to unnecessarily introduce such infarmation at a sentencing or other
hearing {i.e., if such information is contained in a document but that information is not relevant to the
point being litigated, it should be redacted or omitted); | have indicated to the Court that | will avoid,
and would like the Government to avoid, making reference to such information, so we don't use it
casually.

t have discussed same with opposing counse!l at depositions, often with a high degree of cooperation to
omit the question

| have discussed the issue with opposing counsel prior to a hearing/trial and entered into stipulations
and/or agreements not to reference such information.

I have objected in depositions to questions that call for such information on the ground that it is
covered by the privacy rules and subject to redaction and that the information should not be sought in
the first place, particularly where it appears unlikely to lead to admissible evidence. Depending on the
intrusiveness of the questoning, if counsel has refused to withdraw questions seeking such information |
have instructed a witness not to answer and stated that | will be seeking a protective order regarding
those particular questions. 1 have also had witnesses in deposition refuse to answer questions because
of the concern about personal identifier information {relating to identity theft as well as privacy
concerns), without any instruction from me, placing upon the questioning attorney the need to move to
compel answers to such questions. it would be helpful if there were rules that changed the burden in
deposition and discovery and aliowed a witness not to answer such guestions without a demonstrated
basis for it. Often the reason that the information is requested is to then have investigative background
reports performed on witnesses which in turn implicate the Fair Credit Reporting Act and likely non-
compliance with the notice provisions of that Act, further interfering with the privacy rights of
individuals involved in litigation.

I have objected to the Government's filing of stipulations or other exhibits on the record without such
redaction or have moved for their exhibits to be sealed. | have found U.S. Attorneys to be insensitive in
this area with regard to criminal defendants.

I have occasionally referred to individuals by initials, or just referred to their titles, or descriptive
infarmation, to avoid using names.

30



| have raised the issue with opposing counsel and we have agreed to provide and to stipulate to the
accuracy of such information outside of a deposition or in someplace other than a sworn pleading.

| have reached agreements with opposing counsel that personal identifier information will be redacted
in the production process.

I have stipulated with opposing counsel that documents caontainig this information be produced in
redacted form so no further precautions are necessary. | avoid issuing discovery that requires the
production of such marginally relevant information, if possible.

I have used the initials of a juvenile and described the juvenile based on the juvenile's relationship to the
witness or other known adult.

Finstruct my clients not to provide personal identifying information on the record.

I instruct my deposition witnesses not to give SS#s and do not request it from others.

| just don't ask and object when the opposition does
| just try ta make sure that it is not mentioned.

I never ask for Social Security numbers an allow the opposition to withhold or redact them. 1 don't
disclose home addresses and telephon enumbers except when local rules require or they are relevant to
a claim or defense.

I no longer include identifier information in requests for records and subpoenas to third parties (Medical
providers, etc.)

I object and instruct my client not to answer if the personal information is not relevant. If the
information is relevant we have the record reflect all "X"s or simply go off the record completely before
providing the information to counsel.

| object and instruct the attorney or witness not to answer or question. So far | have been able to catch
it before the information was spoken.

1 object in depositions to providing any such information on the record of the deposition and instruct

witnesses not to answer the question. | do not ask for such information unless it is directly and
materially relevant to the case {a very rare occurrence).

| personnally review all exhibits and pleadings being filed in any case I'm involved in to ensure proper
redaction, and | have done in-house training on the need for redaction.

I refrain from asking questions which would elicit persona! identified information.

I require confidentiality agreements and protective orders regarding personal, private and medical
information.

| seek protective orders from the court if | require sensitive personal information.



1 specifically request the witness not to verbally state the specific personal identifier information.

| try not to put anything in a record that does not have to be there. Of course, in depositions, etc. | want
all the protected information. Staff will be alerted again at the next staff meeting.

I try to avoid eliciting personal identifying information in transcripts whenever possible.

I try to structure questions so the private information is not included int he transscript
| used initials and partial addresses.

| usually have prior agreements with opposing counsel, whether through protective orders or otherwise,
that would address the use of such confidential information.

{ will not allow my client to say his social security number on the record.

I will not verbally state the information during a deposition, instead | will point to the information and
ask the witnes if it is correct. That way the 55#, etc. does not appear in the transcript.

Identification of children by initials; identification of bank account information and social security
idenitification by last 4 digits only;

if it's not relevant to anything, don't bring it up. If it is, | usually have an agreed protective order
entered.

If requested at deposition, we have provided the information off the record.

if the information is not pertinent to the issue at hand, and | have the information in another admissible
form, there is no need to inguire about it, thereby obviating the need to redact it later.

I'm very careful not to include information that is unnecessary

In addition to using confidentiality agreements and protective orders, we have made an effort to redact
personal identifier information from discovery, so that as documents are included in motion papers the
information is not inadvertently made public.

In at least one case, the real names of witnesses were not used in the transcript.

'n cases where | anticipate a concern, | seek a protective order. That said, there is still a {ack of
information about how documents are to be filed in PACER when they are under seal.

in defending depositions of federal employees, | typically make a statement regarding personal i.d. info
and Privacy Act sensitive information at the outset, and state an objection when personal and protected
information is sought.

In deposition testimony, | have not asked personal identifier information and have had it written down
on a separate sheet of paper.

In deposition, instruct the witness not to answer
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in depositions, pi information needed from the deponent is given off the record.

In depositions, we go off record when dealing with names of minor children. In depositions, | instruct my

client not to answer when asked their SS#; For interrogatories, when opposing counsel asks for personal
identifying information, we only list the last four digits of the social securtty number and the yeara a
person was born,

In exhibits that contain confidential and personal identifier information, my office redacts the
information prior to submitting the exhibit at trial.

in our practice regarding individuals with disabilities, we often refer to individuals by first name and last
initial to preserve their privacy.

In suppression hearings, the address can be referred to by street without the precise address.

in the work that t do, rarely is personal identifier information needed. We take great measures not to
include unnecessary information in our filings. Tax returns etc are usually filed under seal.

included info in a separate document

indicate in a deposition that that portion is deemed confidential --essentially a stipulation to a
protective order regarding the confidential information

Instruct associates to avoid collecting such unless absolutely necessary.
Instruct witness in deposition not to give social security number.

Instructed associates and witnesses to avoid disclosure. Object to a question that may lead to
disclosure

Instructed clients not to answer questions about social security numbers and offering to provide it to
opposing counsel if it becomes relevant.

instructed witnesses not to provide SSN's when requested.

it is just a matter of thinking ahead of time what information is actually needed and then tailoring
questions accordingly.

It is my normal practice to discuss this issue with opposing counsel very soon in the litigation, and to
come up with a procedure to deal with personal identifier information.

Just do't ask
Limit questions to name and address.

limiting information to what is essential to the litigation; objection to private information where
appropriate; allowing the court to rule where the issue is contested.

Made an agreement with all parties that such information is not essential to the formal record. If that
fails approach the court for an order.

Made an in firm presentation to attorneys and staff directing compliance with the rules and to use
abbreviations whenever possible.

made staff aware of the need to redact

Mainly it is a matter of being aware of the problem.



Meet and confer with opposing counsel in the hope of obtaining an agreement regarding lodging
documents under seal.

Motion in Liminie. Refer to witness by number rather than name
Motions to preclude the introduction or discussion of certain medical records prior to the hearing.

Never ask for it; object to opposing counsel’s questions
no experience on this issue
No such information is requested during discovery

Not ask questions that lead to such information but do not lead to relevant information

Not asking for witnesses' Social Security Number or date of birth in depositions.
Mot asking unnecessary questions during deposition / trial.

Not mention personal identifiers unless absolutely necessary. To date, | have not consciously had to do
this, since | have yet had personal identifiers be a contested issue.

Not reading into a transcript, blacking out ss numbers,etc
Not to use information unless necessary

Notifying the court at a side bar or prior to the hearing that | wlll delete address of witness or names of
minor(s) in my examination.,

Object and ask that the information, if given, be sealed or redacted in the transcript at that time.

object or strike references, go off the record

Object to question asking that information. This has prevent the information from being made part of
the record.

Object to such info at deposition
Objected to questions in depositions and specifically referred to initials of minors, etc. in hearings.

Objected to the question where social security numbers or similar information was asked where it had
no relationship whatsoever to the subject matter of the case and could not lead to discoverable
information.

Objections raised
Off record discussions

Office policy - Staff understands they must review all documents prior to filing with the Court to look for
such personal id. information.

Off-record discussion

omitted the personal identification information and replaced with other descriptive information to
assure proper identification

Only ask for or allow last four digits of Socal Security number to be identified in transcript.
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Other than a name, which is normally part of an indictment, | never file anything with persaonal
information, unless | first attempt to have it sealed.

paralegal review prior to filing

Paralegals review documents to be produced with an eye toward locating personal information that
should be redacted.

Per protective orders, we designate the relevant portions of the transcript as "Confidential” or
"Attorneys'Eyes Oniy".

Personal identifier information is rarely relevant or useful in my cases, so | don't ask for it unless it is
needed.

Pre-hearing conference with opposing counsel, personal and staff review of documentation, review
index to deposition transcript.

Prepare witnesses so that they do not include such information in answers unless expressly called for.
Prior agreement by parties to exclude certain unnecessary topics

produced redacted documents, so such information is not identified in the proceeding.

proffer documents form the court's examination instead of reading information on the record.
Proposed protective orders.

Protective orders or stipulations to seal portions of transcripts where personal identifier information
must be disclosed. Avoid disclosure if not necessary, by agreement with adverse counsel and court.

Protective Orders requiring filing certain materials under seal
Protective orders.
Rarely an issue in my practice.

reach agreement with opposing counsel; object based on the rules and confidentiality

Reach an agreement with counsel to provide information off the record.
Redact before offered in evidence.

Redact documents containing such information before producing them in discovery or using them as a
deposition exhibit.

Redact exhibits in advance. Read identifiers by using x's in place of numbers. Read indentifiers using for
example the last 4 digits of a social security number.

redact information from the document prior to introduction, by stipulation of parties.

Redact or black out confidential information on documents attached to pleadings. Making sure not to
publish or reference confidential information.

redact personal identifying info from certain discovery items
Redact.

redacted when required

Redacting the information and filing directly with the court,



redacting the information before it is offered in exhibits
Redaction of such information from documents before production in discovery.

referring only to the last 4 digits of SSN and asking other counsel to do the same

referring to children as "lane Doe" etc.; advising my clients to be sure to just give year of birth in
response to that question rather than giving full DOB

Referring to minor by initials, making sure Social Security numbers and DOBs are removed from any
documents

Refrain from asking personal questions at deposition, e.g. home addresses in a business case.

Refrain from asking questions that require that information unless it is necessary for the case

remove ss nos.
Request permission to file information under seal.

Request the court to redact personal identify information from documets submitted at sentencing.

Request to the Court
Requested sealed hearings and/or filed sealed motions.
resist providing that information at all

review all exhibits for personal information before filing. didn't do that until the new rules and
requirements were publicized

review and redact evidence or other documents prior to filing or a court hearing

review attachments for any social security information and redacted
screening of information

search for and redat same before producing or filing docs

Selecting only relevant portions of a transcript

Self-censorship in pleadings and at hearings, using initials, pseudonyms, etc. At times, | have omitted
giving illustrations and examples to avoid referring to redacted information or the contents of sealed
documents.

Simply intra-office discussion with attys and staff

Simply notifying the court and counsel of a potential concern in advance and clarifying the issue early in
any proceeding

simply refrain from mentioning that information

SS numbers are redacted. The only federal court proceedings in which | am invoived are Chapter 7
Bankruptcies. Other than names and addresses, which are required in BR Pleadings, the only other
“identifier” is 5S numbers. | hope this is responsive.

stipulating or agreeing with counsel to make only general reference in the record to a private or secure
document that contains the identifiers
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Submitting declaration instead of providing document as exhibit. This is only practical in limited
circumstances.

The avoidance of questions that solicit such information and instead the exchange of such information
in written form.
these issues are not inquired about

Think about the questions that are asked. Don't ask questions that unnecessarily require personal
information. Stipulate to the existance of facts to avoid putting that information on the record. Actually
read over the evidence admissions BEFORE the trial for personal information unnecessary 1o the case.
Redact a copy of all documents when received and securely store the unredacted document with
destruction date as soon as possible.

To the extent personal identifier information is not relevant to the dispute | generally agree that it need
not be provided on the record and attempt to get the same concession from the other side.

to the extent unnecessary, it is not included in court filings

Trained my staff and provided notice to the court reporter.

Tried to avoid those topics unless absolutly called for.

Try to avoid having to use documents containing the information.

try to only ask for last for digits of account numbers

Urged our attorneys not to use this information if it is not necessary.

use astericks instead if full id numbers

Use just the appropriate last 4 digits.

Use of white out prior to efiling or document production.

Use only last 4 digits of account numbers, social security numbers, etc. do not use names of children is
papers filed

Use the last four digits of scéial security numbers only.

Used last four of social security number or initials of minor.

Used redactions on exhibits, placed portions of transcripts under seal.

We advise all employees not 1o orally convey or write such information on documentsthat would

become suhject to public record. Therefore, the need for redaction will be minimal on transcripts where
such policy is adhered with.

We ask clients to not provide social security numbers during depositions. We redact all personal
identifying information from medical records before offering them into evidence.

We don't ask questions that reveal residence address, for example, and we try to redact that
information from documents prior to introduction.

We have had numerous hearings where bank acount numbers, Social Security numbers, or minors were
involved. Before trial, by motion or otherwise, we file with the court that we are going to use
appropriate initials or digits necessary regarding the evidence.

We have taken steps to keep Pli out of deposition transcripts. If we have the Pli from another source
we don't put it in the transcript.



We make sure our clients do not provided such information on the record. We will give it to opposing
cousel but not on the record.

We redact documents during discovery, before they are produced.

We redact persoanl identifier information from all stored documents that are accessible by anyone
either through online access to pleadings or on our bankruptcy information websites.

We routinely try to redact private personal information in exhibits filed with pleadings.

We try to avoid revealing social security number. One time we could not avoid it and the court sealed
the records and we had to make a motion to obtain access.

when drfating a document, try to work around the need for such identification where possible.

When filing sentencing memoranda, 1 try to avoid the personat indentifier info and relate to the court
that | have omitted the personal identifier info at the hearing.

When | am in a procedure | will try to stipulate matters and include them in materials that the judge or
jury may review without going into the specifics for the record.

When | anticipate that private informaion might be divulged by a witness, etc., | caution the witness to
not dicvulgwee such information.

When using documents with personal identification information, | generally do not read into the record
the personal identification infarmation.

When, during deposition, an opposing party asks my client his or her social security number, | object and
promise to provide it in a disclosure.

Whenever possible, | simply control the questions | ask a witness so that the answer does not involve a
disclosure of such information. This is easier in a civil case then a criminal case.

white out personal indetifier information from exhibits that are attached to pleadings filed with the
court

within this office, we attempt to screen for such information, redacting it in advance.

You simply don't ask the offending question. If the information is material, get it out once and then
refer to it by a shortened form from then on.



Appendix E
Question 10 (Other): What types of information currently in the files should be redacted
(Other: Text)

address, social security numbers, phone numbers and EINs
addresses

addresses, names and other information that is unnecessary to the case.

all information in asylum hearings

any other information provided at detention hearings

Any personal information of federal law enforcement officers.
any social security or military id numbers

any statement alluding to cooperation with the government in a criminal case.

Anything that could be reverse engineered to locate people or assets via a public internet search.

attorney cell phone number
auto insurance ##, tax preparer TIDNs, bank acct #%, birth dates,
citizenship and place of birth

Confidential business information, such as formulas, pricing, agreement terms etc.

content of confidential information conveyed to the court
cooperation of defendnt ,

credit and banking account record information
employment records

full birth dates, full account numbers for credit cards, etc.
home address ‘
Home addresses

Home addresses except where necessary

in 1983 cases, home addresses and phone numbers of defendant police officers

juvenile offenses

Medical information

minors, peer review

Mother's Maiden Name

names of minors and SSN

Names or Minors

non-refevant personal information
Parents' names

personal telephone numbers
Phone numbers and addresses



Photographs (In situations where identity must be protected)
Photos associated with any of the above, cell phone numbers
PSR and BOP Reports

residential address

Sensitive personal health information {diagnoses and certain conditions)

Soc Sec #

Soc security no

Social Security number

Social Security Number

Social Security Number and bank account number
Social Security number, addkess, phone number
Social Security Numbers

Social Security Numbers

ss number

SSN

SSN

SSN and credit card numbers

telephone and email identification
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Appendix F
Question 16: Please note which categories should be deleted from the current list of
documents excluded from the public case file, and explain why you think the information
should be included in the file.

Statements of reasons in the judgment of conviction. This is a matter that occurred in open
court. The public ought to have it to review the exercise of the court's discretion in sentencing

Pretrial bail or presentence investigation reports  Statements of reasons in the judgment of
conviction

Statements of reasons in the judgment of conviction

Unexecuted summons or warrants of any kind  Pretrial bail or presentence investigation
reports  Statements of reasons in the judgment of conviction Documents containing
identifying information about jurors or potential jurors  Financial affidavits filed in seeking
representation pursuant to CIA

ALL

All of the categories should be public record, unless national security were to be at issue. The
reason for my suggestion for a broad disclosure policy is that Democracy is at stake when the
public is denied access to information.

All sentencing memorandums.

Any matter having to do with any kind of cooperation. These documents should not have to be
sealed. They should be kept separately from general criminal case files. Period.

Because the district court is obligated to give reasons for its sentencing, it makes no sense to
categorically exclude from the record the judge's statement of reasons, which is almost always
pro forma any way. it should be no more subject to exclusion than the sentencing transcripts,
and unless the the latter is sealed, the former should not be sealed.

Except in those cases where there is a motion to seal; the Statement of Reasons in the
judgment of conviction should be made available to the public. Since the conviction itselfis a
public record, it does not make much sense to argue that the convicted individual has a privacy
interest to protect. Of course a different argument can be made in the case where one
cooperated with the government, but even in those instances there is little secret regarding
anyone's status during the trial. Finally, it would do away with the requirement to file a3 motion
to unseal the document when preparing the Joint Appendix for the Appellate Brief.

Exhibits attached to motions such as police reports, mental or medical report,or other infortion
that is otherwise covered by privacy laws.

Financial affidavits filed in seeking representation pursuant to CJA Why concesl all the
information contained in these affidavit? Some should be excluded from public review {the
personal identifier information), but some of it shouldn’t.
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| think the presumption should be that none of these documents should be shielded.
Transparency if very important to our societal goals. '

Juror documents

My beef concerns sealed documents. At present a PACER docket does not list sealed
documents. That is appropriate for the general public. However, | am appellate counsel in a
case where about half of all documents were sealed. | am having an awful time getting just the
docket listings for documents relating to my own client and for co-defendants. For example,
although my client pled guilty and was sentenced, there were no docket entries for those
events. | need those transcripts for an appeal. What else is there that { don not know about?
After months of litigation the judge gave me the docket listing for my client, but he still won't

- give me docket listings for the co-defendants. What they are trying to hide is that certain co-
defendants cooperated with the government - a fact my client aiready knows perfectly well
because they testified against him in open court at his sentencing. Yet to protect against
disclosure of this already-known fact they will not let me even see docket entries relating to co-
defendants - without making any individualized item-by-item determination that they would
have any harmful effect. This leaves me half-blind as an appellate attorney, but the judge
seems not to care in the least, and seems actually to be amused by my situation.

Presentence investigation reports may be the most important document in a case file.
Disclosure of the report would help explain how a judge arrived at a sentencing decision in a
particular case.

Pretrial bail or presentence investigation reports Statements of reasons in the judgment of
conviction

Prior criminal records because they are not always correct and potential employers may access
the incorrect or incomplete records.

Sealed documents-when the reason for the sealing is past.

Sentencing position pleadings and motions for downward departure

Statement of Reasins in the Judgment of Conviction

Statement of reasons for conviction

statement of reasons for judgment of conviction should be kept confidential only when it
reveals a defendant's cooperation; much of the information in a pretrial bail or presentence
investigation report is found in public records -- more selective exciusion would be more

difficult to accomplish but would make more sense if your goal is to have as open a file as
possible

Statement of reasons in judgement of convictions
Statement of reasons in judgment of conviction

Statement of reasons in te judgement. If it is a reason for a judgement it should be public.

statement of reasons in the judgment
Statement of reasons in the judgment of conviction contains information of benefit to the
public

Statement of resaons in the judgment of conviction and, possibly, pretrial bail or presentence
investigative reports {if it could be limited to the parties only}

Statements of reasons
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Statements of reasons in J&C. | have never read a statement of reasons, in over 200 cases,
containing protected information

Statements of reasons in judgments- The rationale for imposing a sentence should be
accessible to the general public. Persons interested in the basis for a sentence should be able
to glean into the court's reasoning. Sometimes the reasoning can serve to protect the general
public and other times it may act as a deterrent.

Statements of reasons in the judgment of conviction

Statements of reasons in the judgment of conviction Documents containing identifying
information about jurors or potential jurors

Statements or reasons in the judgement of conviction. Presentence investigation reports. To
the extent we have a system in which similar people are treated similarly we need to know why
judges impose the sentences they impaose. For that we need to know what the presentence
investigation shows and why the judge followed or departed from it.

The statement of reasons should include information concerning the court's rationale for the
sentence imposed, especially in the wake of the Supreme Court’s decision in United States v.
Booker. Sealing a SOR where the defendant co-operated could be done on a case-by-case
basis.

Unexecuted summons or arrest warrants should not be deleted in co-defendant cases.

Unexecuted summons or warrants of any kind Statements of reasons in the judgment of
conviction Ex parte requests for authorization of investigative, expert or other services under
the CJA

Unexecuted summons, juvenile records, records with identifying informatino about jurors,
sealed documents: all for the reason that the potential harms significantly outweigh the
potential rewards for maintenance of those documents in the public file,

unexecuted warrants - can be helpful in assisting potential clients with pending cases - to
determine what charged with, etc.



Appendix G
Question 18: Please describe those categories of materials that should not be included in the
public case file, and explain why they should not be included.

Pretrial bail or presentence investigation reports  Statements of reasons in the judgment of
conviction THESE ITEMS ARE HELPFUL TO THE DEFENDANT AND POST CONVICTION RELIEF
COUNSEL IN PREPARING PCR AND HABEUS MATTERS

ALL
all defense sentencing documents
All sentencing memorandugms.

any filings by CJA counsel for payment that would reflect pedigree information about the
attorney

any information pertaining to or suggesting witness i.d. or addresses; personal info or
addresses of arresting agents. Certain of the list should, however, be available to attorneys not
yet of record, with defendant's waiver

Any informational letters re: the accused or witnesses.

Any statement by the Defendant or the Government that a Defendant has debriefed, or
voluntarily interviewed with the Government. This type of information not only subjects the
Defendant, but also his/her innocent family members to retribution from violent criminals. in
addition to the danger to the Defendants and their families, there are law enforcement
concerns as well. Ongoing investigations could easily be rendered ineffective if the target of
any investigation is made aware that the investigation is proceeding and who those witnesses
are. In my practice, if | did not feel secure that information concerning my client's de-briefings
was to remain private 1 would strongly suggest that they no cooperate with the government. |
feel like many other Defense attorneys would do the same. Law enforcement agencies would
lose a tremendous source of information. This is especially true when dealing with cases
involving violent Mexican Drug Cartels, Defendants are usually willing to meet with the
government under the understanding that there meetings are confidential. Drug Cartel cases
always carry with them a risk of death and violence directed at keeping Defendants form de-
briefing with the Government.

Anything pertaining to a defendant’s medical or mental health records or condition.

CJA Payment Vouchers
Cooperation plea agreements
Defendant's family personal information

Exhibit attached to motions or in support of motions that are either police reports or medical
or mental health records, or other types of records normally covered by privacy laws.
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exhibits that are not redacted or filed under seal

government's motion for downward departure are sealed but the name of the motion appears
on the docket sheet in pacer

Motion to withdraw as counsel could contain privileged information

Motions for reductions in sentence due to substantial assistance. Avoid retaliation from
busybodies who hate snitches

motions requesting review of detention orders or reduction of bail.
Names and addresses of co-signers on release bonds

Notes made by law enforcement officers should be made public to enable the people to know
and assess the credibility of matters related by law enforcement. The notes made by court
reporters should be filed and made available to the public for viewing to allow the pubiic to
assess the accuracy of transcripts. The transcripts of grand jury proceedings really need to be
made public so people may learn who is alleging what and to enable the public to make an
informed assessment of the inegrity of the grand jury system, and to deter the abusive use of
power.

Obijections to the presentence investigation report. These reveal the contents of the report,
which is sealed.

Plea agreements subject to 5K provisions.

plea agreements that contain language regarding cooperation of the defendant.

Plea agreements with cooperation language, or at least those parts of the agreement.
Pretrial Service Reports, Financial Affidavits, ex parte motions

sentencing memorandums which frequently give information about defendants and their
respective families, including medical/mental health history

Sentencing pleadings

Something needs to be done with plea agreements that spend pages on the defendant's
cooperation. Filing them under seal does not help, because it only alerts the outside that the
defendant {probably) cooperated. The default would be to file all plea agreements under seal,
but that defeats the goal of open files in court cases.

statements of reasons in the judgment of conviction
The Statement of Facts in a plea bargain case should be sealed.

transcripts will of hearings or trials will often have content that could put witnesses or the
defendant at risk.
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Appendix H ,
Question 20: What circumstances gave rise to such suspicion or knowledge? {Other, text)

All of the above, except "Don't Know". Also, defendants that are kept at outlying facilities and
transported on non-court days are thought by co-defendants to be cooperating.

All of the above.

arrest/initial appearance of cooperating client at the same time as principal defendant

Because of behavior of a defendant post-arrest, confederates were suspicious of the actor's
motives. In some cases the individual was completely blameless. Without access to the entire
file, | was unable to declare that thepicions were groundless.

client advised me of fact.
Client reports.

Clients make us aware of the dangers of them cooperating with the government. This danger
extends to the defense attorneys also.
co-defendants and co-defense counsel; jail chat; when being transported by USM or local law

enforcement officials; even jail employees

Discovery to defense counsel

Everyone knows who the cooperators are. It is a waste of time sealing plea agreements and
files.

inmate filed reviewed by other inmates

Inmates are required by other inmates to present docket sheets to confirm that no departure
motions or Rule 35 motions are listed.

inmates demanding cellmates show them their pleadings

Inmates in narcotics cases serving less than guideline sentences while in federal custody are
presumed to have cooperated by other inmates.

loose procedures on the part of law enforcement
News reports/testimony in state court proceedings

Once in prison they are required to show their paperwork to other inmates.

Prisoners learn very quickly what repeated trips to the courthouse mean, also some view PSi's
or other similar documents

Through debriefing reports provided in discovery
Word of mouth

46



Appendix | ‘
Question 22: You indicated that the court’s policy regarding posting of plea and cooperation
agreements has not been successful in protecting the privacy and security of individuals
signing those agreements. Please explain.

5k1 motions appear to be posted

AN ATMOSPHERE OF FEAR IS CREATED WHEN ONE DEFENDANT KNOWS THAT A CO-DEFENDANT IS
COOPERATING WITH AUTHORITIES. | HAVE HAD A CLIENT THREATENED BY A CO-DEF WHO MUST
HAVE KNOWN THAT MY CLIENT WAS COOPERATING WITH THE GOVERNMENT.

Any competant attorney can determine who is likely cooperating without theneed to review the
agreements.

Anyone who knows how the system works can figure out, under the current system, whether someone
is probably cooperating

Anyone with password access to the site can gain access to the plea agreement. While attorney's fof
Defendants who are targets of cooperation should have access to such documetns in preparation of
defense strategy, the general public should not. Access to plea agreements should be restricted to
named parties.

As noted above, others still have ways of finding out who cooperated. | am just not sure what can be
done, because there are individuals who do not have the interests of the cooperating defendant at
heart when setting policies in this area, and some people in the criminal justice system simply do not
see a problem here {exposure is simply the cost of cooperating).

At the Detention Center these documents are shared. I've heard of instances in which others demand
that the defendant produce the document or where the defendant produces it to avoid any suggestion
that s/he's cooperating.

Because the docket sheet will list th existence of a sealed filing, anyone with passing familiarity with
the criminal justice system will be aware of the meaning of a sealed document.

Certain groups are sophisticated enough to have realized that when there is no entry at all (no "Plea
agreement is Court Ex. 1" for example), that means the defendant is a cooperator.

Clients who arrive at a prison will often call and request a copy of the court's docket sheet, because
they have been "asked” to do so by other inmates. | believe these inmates are being evaluated by
other inmates to determmine if they are cooperators or not. If they are, they may be at risk of harm.

Given the due process and confrontation clause requirements, to some extent this problem can never
be obviated.

I don't know of any specific instances of harm, and don't know how one would avoid it, but if you know
how to read a docket sheet you'll see suspicious gaps in document numbering, indicating the existence
of sealed documents.
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1 don't think plea agreements should be private, and the contents are unually found out anyway.

If someone really wants to find out if a defendant is cooperating and understands the system, the fact
that a plea is sealed in some cases and not others is an indication that the sealed plea agreement
contains a cogperation clause.

in cases in which cooperation agreements have been sealed, the USA insists on placing in the unsealed
agreements language pertaining to proffers made by the defendant, which it does not put in non-
cooperation plea agreements.

In my District, the US Attorneys Office has been using boilerplate language in their plea agreements
which when asked to be removed they often will not.

In my experience the Factual Basis was not sealed when a plea bargain was entered. These Factual
Basis documents contain information that could easily show that a Defendant may be cooperating.

In my opinion, all plea agreements involving cooperation should be automatically sealed, rather than
on a case-by-case basis.

In some cases where defendants are cooperating, posting the fact that an individual has been arrested
is enough to put that person in jeopardy. It is certainly enough to put an end to the individual's ability
to actively cooperate. in the EDVA this information is not placed under seal. Othere districts place
entire cases under seal during the period a defendant is cooperating.

In some cases, even when initially sealed, the information about pleas and cooperation later becomes
public.

Individuals with a serious interest in intimidating cooperating witnesses are not deterred by the
unavailability of plea and cooperation agreements on line.

Knowledgeable inmates and others know how to read docket sheets. Thy know what a notation that a
document is sealed means. documents mea

Many times co-defendants or unindicted coconspirators attribute behavior to a defendant, even when
the person in questuion has done nothing wrong. Access to information now sealed would allay those
suspicions in certain cases. In cases where the defendant actually was cooperating in some manner, he
would be no worse off because of disclosure of his actions.

More and more | hear of people monitoring court pleadings in a case finding these documents
people find out without the use of public docuemnts, they find out from other sources

Plea agreements are publicly filed in this district and can be accessed by any individual.

plea agreements containing cooperation clauses are not filed under seal and appear on pacer

Privacy, no; security, don't know, at least in my experience. The press tracks these things very closely.
Stories are written that sensationalize a case beyond any rational basis for doing so.



some threats to defendants and witnesses come from law enforcement or the office of prosecutors

The Mexican cartels are very sensitive to defendants they think are cooperating. There are not enough
separate facilities in which to ensure the safety of cooperators. The balance between safety and
constitutionally guaranteed rights is sometimes hard to achieve, while trying to protect people. Here in
the Northern District of lllinois, there is great cooperation and coordination among the U.S.Atty’s
Office, the ludiciary and the attorneys, especially the Federal Defender Staff and Panel Attorneys.
Where the system sometimes breaks down is where the privately retained atty's are not paid by the
defendants or their families, but by third parties whose interests may not coincide with those of the
defendants.

The public notation that a "sealed" document is filed before sentencing indicates that the defendant is
cooperating and the government has filed a sealed motion for sentence reduction.

There are instances where no plea agreement or cooperation agreement is signed, yet an individual
cooperates anyway or attemps to cooperate anyway. Many times the government wants to meet with
persons ta see what they know before offering a deal. The idividual cooperates and meets with the
government, but ultimately is not offerred a deal. At sentencing the Defendant’s attorney wishes to
apprise the Court of the Defendants attempts to cooperate in an effort to show that he did everything
he could to mitigate his sentence. Under the current Court Policy that defendant’s notice to the Court
of his attempt to cooperate are not protected because there is no cooperation agreement or plea
agreement. The Court's policy should be amended to state that any mention of a defendant’s
cooperation or attempt to cooperate with the government should remained sealed. Thisis a grave
concern for us lawyers who represent clients that have had dealings with the violent Mexican Prug
Cartels.

There is now way for it to be. Once an idividual cooperates, it is very difficult to keep that a secret.
Just the way it is. But | think more can be done to protect those that do chose to talk.

They are available to the public.

TO my knowledge, there is no court policy. Rather, here in Centria District of Calif., if parties want a
plea agreement which contains a cooperation agreement sealed, they submit an in camera application
to the court. However, PACER then lists the filing of an in camera for that defendant, and the filing of a
plea agreement {or simpky a document] under seal, it is relatively apparent that the deft is
cooperating.

Too many people seem to have access to info
TOO PUBLICLY ACCESSIBLE
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When cooperating individuals are incarcerated, they are forced by other prisoners to disclose copies of
their presentence investigation. They are then identified as cooperators.

With the exception of the few cooperators who are not in jail everyone in jail knows who is
cooperating both because they make frequent trips to "court”, becuase they do not attend co-
defendant meetings, and because the jails are incubators for information. There is virtually no system
which keeps the identity of cooperators secret and | am not convinced that there should be.



Question 24: In which federal district do you primarily practice?

DistrictAbbre

5th Circuit
8th Circuit
Sth Circuit
ALMD
ALND

ALSD

ARED
ARED, ARWD
AZD

CACD
CACD,CASD
CAD

CAED
CAND
CAND, CACD
CASD

COoD

cTD

CTD, NYSD
DCD

DCD, ORD
DED

DED, PAED, NYSD, PAWD

FLMD
FLND
FLSD
GAMD
GAND

GAND, NYSD, TNMD, ALND

GASD

HID

[AND
IAND, IASD
IASD

IDD

Frequency
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IDD, WAED
ILCD

ILED

ILND

ILND, ILCD
ILND, ILED
INND

INSD

KSD

KSD, MOWD
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Appendix K
Question 26: Which types of clients do you primarily represent? (Other, text)

All Parties in Bankruptcy Matters

all three marked categories
Bankrupcy

Bankrupcy creditors

Bankruptcy

Bankruptcy

Bankruptcy

Bankruptcy

bankruptcy

Bankruptcy

Bankruptcy

Bankruptcy

bankruptcy

Bankruptcy

Bankruptcy

bankruptcy

Bankruptcy - Consurmer Debtors
Bankruptcy {plaintiffs & defendants)
bankruptcy debtors

bankruptcy debtors

Bankruptcy Debtors

bankruptcy litigants

Bankruptcy Matters

Bankruptcy petitioners

Bankruptcy Trustee

Bankruptcy Trustee

Bankruptcy, both debtors & creditors
Bankruptcy, mainly debtors
Bankruptcy-Creditors and Debtors
bankrupts and creditors

Bankrutpcy debtors

Business cases - No real Plaintiff/Defendant delineation
capital habeas and state habeas
Chapter 7 Bankruptcy

Corporate Debtors in Chapter 11 Bankruptcy
Creditor in a bankruptcy case
Creditor in Bankruptcy case

creditor in bankruptcy cases



creditor/bankruptcy

creditors in bankruptcies

creditors in bankruptey

creditors in bankruptcy cases

Creditors in Bankruptcy cases

Creditors in bankruptcy proceedings

Criminal appellants (pro bono)

criminal restitution victims, both private and federal
Debtor in bankruptcy case

debtors

debtors and creditors in bankruptcy

Debtors and creditors in bankruptcy cases

Debtors in Bankruptcy

Debtors in Bankruptcy cases

Debtors in Bankruptcy Cases

Debtors in Bankruptcy Cases & Adversary Proceedings
Debtors in Bankruptcy Court

Debtor's in business Chapter 11

Debtors, Creditors and Trustees in Bankrutpcy

Defendant (the State} in federal habeas off capital punishment cases.

befendant on appeal

Defendant’s appellate counsel

Government

Government agency and plaintiff class members
Government Attorney for EEOC

I don't hardly do any federal work at all

i represent various parties in bankruptcy cases, including appellate work in connection with same.

immigration - typically in circuit court

internal Revenue Service as respondent in Tax Court or creditor in Bankruptcy Court
municipal corporation in civil cases

parteis in bankruptcy cases

Plaintiffs and defendants
Plaintiff's class actions

Piaintiffs, Defendants and Trustees in bankruptcy adversary proceedings

rare court practice - in house atty
represented federal agency
representing Material Witnesses
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respondents in federal habeas actions

retired

software and technology businesses in trade secret matters
State Government

State in Federal Habeas Cases

State of Connecticut as party to a bankruptcy case
Trustees, debtors, and creditors in bankruptcy cases
"US Government ‘
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Appendix L
Question 27: Any other comments or suggestions about the privacy rules that have not been
covered in the questionnaire.

A CLE program cn privacy and redaction requiriements could be offered by the court or»state‘ bar.

A frequent concern, somewhat beyond this survey, is the frequency with which corporate parties
produce confidential information in reliance on and pursuant to a protective order only to have the
protections removed after production.

As a defense attorney oft times | need DOB and 55N numbers to obtain medical records, credit records
and insurance information. Without a social security number it is very difficult. There ought not be any
blanket preclusion {privilege) for asking for such information in a deposition or written discovery.
Plaintiff attorneys are increasing being difficult about giving this information up based on privacy
reasons, yet they know it is needed for legitimate reasons. Privacy is becoming an excuse for being
obstreperous.

As | commented above, this is a good topic for paralegals to take ownership of.

Flexibility in allowing attorneys to file documents under seal will balance any burden placed on an
attorney under a privacy protection program. Because this exists, we should lean toward protecting
privacy.

Have trial exhibits not put on docket so they do not have to be redacted after trial for purposes of
appeal; huge waste of time and documents, as redacted, are not true copies of exhibits.

t am an appellate lawyer and typically deal with transcripts and docket entries as they were previously
created in the district court. Although | have filed documents in district court, my experience with
privacy practices in that court is limited.

| am engaged primarily in plaintiff class actions, many of which are on behalf of consumers. A judgment
in a class action typically has a list of opt-outs who are excluded from the effect of the judgment, but |
have attempted to submit these under seal when consumers are involved, even though | don't believe it
is required. Especially when it potentially conveys health care information (eg they purchased a
particular drug) | don't believe consumers names should be in the public record on a matter that they
would like to exclude themselves from.

| am in-house, and have not practiced before fed! court for over a year

{am not a good candidate for this survey because my only experience in Federal Court is filing 7 or 8
unopposed chapter 7 bankrupties



i am not clear about the procedure for reviewing transcripts of trials, hearings and who has the
responsibility to do so, and attendant liability for doing this incorrectly.

| beleive that there should be more protection for medical and health information in depo and trial
transcripts and pleadings

| believe privacy rules for public records should be as least restrictive as possible.

| believe that all sentencing memorandum filed in criminal cases should be filed under seal of court and
deleted from the public record.

| believe the systems works the best it can under the circumstances. The many drug cases for which |
have been counsel are dangerous and the individuals we represent have many problems with the
individuals they worked for. Some times it is a dangerous circumstance for all involved. When a plea is
sealed, every one knows they are cooperating regardiess of the case. Under the current system all plea
agreements are sealed which helps therefore no one knows who is cooperating until tril. It is what it is!

I currently spend a significant amount of my time on cases involving current or former employees
and/or competitor misappropriation of trade secrets and other intellectual property. The laxity in
protecting information beyond identifiers that may not rise to the ievel of a trade secret but is still
valuable confidential information of a company appears to allow the defendants in these sorts of
actions to harness the litigation intended to provide some protection against such misappropriation to
in fact make public the very confidential information that the plaintiff is trying to protect, and thereby
retaliate against the plaintiff for bringing such actions, by filing confidential information net proprietary
or trade secret information as exhibits to court filings with relative impunity.

I do not agree that documents/proceedings involving cooperators should be kept sealed, particularly
plea agreements. | also disagree with the practice of requiring a "plea asupplement” in every chnge of
plea to disguise the existence of a cooperation agreement. Cooperators have enough incentives to lie
as it is.

I have none, thank you for conducting this survey.
| haven't had a problem.

| personally think the privacy rules are cumbersome and probably not worth the cost in time and effort.
{ would think that someone trying to get personal identifying information about people wrongfuily can
obtain it a lot more easily than by scouring federal filings. They would have to know how to get it, have
a Pacer account, know what to look for and be willing to spend the time to get specific documents that
might contain the information they want. Plus, the fact that they have to use Pacer means they could
be caught.
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| practice patent law. Except for litigation, my files are paper files. My secretary's computer, where
such files are created is not connected to the internet for security purposes. | am one of a dying breed.

[ tend to represent corporations whose confidential and proprietary information is subject to discovery
as well. The rules and caselaw certainly provide for protection in this regard, but the protection
afforded an individual as codified in Rule 5.2 seems to require a proactive approach by both parties.
Whereas, it seems the confidential information of business entities is the subject of negotiation in
discovery and sometimes gamesmanship. Is there a way to clear this up?

| think that privacy issues should be part of mandatory CLE

| think the further the court can go in requiring that documents be made available publiicly without
unnecessary deletions, etc., the more efficient and apparent our legal system will operate,

1 think the privacy rules are motivated by good ideas but are impractical and undemocratic. Essentially
the government gets to keep secrets and the defendants' and public’s right to know what is going on in
the COurt system are ignored.

i think the Rule needs inclusion of employment/personnel records especially those that include HIPAA
references

1 think there are some docs that seem to be protected in one district and not another {Wy vs Co.). The
practice should be uniform and subject to some clear rules to expose the docs to other lawyers for cross
examination purposes with cooperating co-defs or defs in other related cases.

I was not a good candidate for this survey because | litigate only rarely and am just becoming familar
with ECF.

If Social Security numbers and dates of birth are removed/redacted from transcripts that Social Security
files with the courts, the chances of mistakes occurring when claims are proceeded will increase.
Therefore, the best option for handling Social Security transcripts is to have them filed under seal
and/or limit access to the parties in the case.

{n bankruptcy cases, attachments and exhibits to proofs of claim filed with the court require close
scrutiny as many include unnecessary personal identifier information that should be redacted.

In general, | believe our concern for privacy in judicial proceedings is overblown. Private information is
easily accessible by multiple means.

In light of the use of electronic case filing, when a court requests or the rules provide for the filing of
unredacted copies of documents that were filed with redactions or otherwise underseal, it would be
very useful to establish email addresses to which the unredacted or unsealed copies are sent so the
party is not filing both electronic redacted copies and paper unredacted copies of pleadings.
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In my current area of practice, the issue of redaction does not arise, since litigation focuses on state
cases already adjudicated In the one federal capital trial in which { was involved, it appeared to me that
the redaction policy adequately protected the cooperating witnesses

in the case of electronic filing, a screen that reminds the filer of the privacy requirements of the rule
might help ensure compliance. | believe that bankruptcy courts have something iike this for social
security numbers.

it is difficult and very expensive to review and redact personal identification information from large case
filings and motions. To add "insult to unjury,” | have expended many $5 of my client's money to redact
information, only to have the individual plaintiff file personal identiable information about themselves
without care or complaimt. Thus, defendants are forced to carry the burden and expense, while a pro
se plaintiff can try to obtain a settlement simply because the costs of litigation outweight the merits of
any claim.

It is most important that cooperating defendants be protected and not subject to threat. Their safety
and the need to safeguard ongoing investigation must constantly be balanced with the concept of open
access to courts,

It is sometimes difficult to know what constitutes a financial account. For example, does it include only
bank or credit card account numbers, or could it be any account number, such as with a contractor,
vendor or store? Also, | believe the Rules should allow for an objection when opposing counsel asks for
protected information in open court so that it can stay out of the transcript altogether and not have to
be redacted, which can cost extra time and money for the parties.

It may be a good idea to seal pretrial release orders when a cooperating criminal defendant is released
on a low bond [or seal ali release information]. This tells the public that the person is helping the
government and puts the defendant at risk.

it might be helpful, if the District Court would put on seminars about these subjects-almost like ECF
training or in conjunction with the State Bar Association

It should be everyone's joint responsibility to ensure compliance. Initially it should be the offering
party’s but the other party and judge should be equally vigilent to catch anything that someone else
misses. It should be a cooperative effort.

It should not be necessary for exhibits to be in the public record in most cases. Pleadings are easy to

sanitize. The problems are exhibits or the spoken word. Qrdinarily exhibits need not be shared on
PACER.
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It would be useful if the Judicial Conference would give some guidance on redaction software -- e.g.
does Acrobat 8's redaction package generally work well enough.

Many of my clients have been law enforcement officers, some of them undercover, or public officials in
sensitive or public safety positions. | have had difficulty in many cases in keeping their home address
and other locating information confidential. Some judges are not willing to treat these individuals
differently than other civil defendants or witnesses. However, there is a very real safety threat to these
officers and their families if the information becomes public. Civil Rule 5.2 does not address this
situation {or the situation where a witness/defendant has a restraining order against a stalker, etc.}.
Absent some direction from the rules, there are judges who will not {or cannot) accommodate
individuals who are at risk. | would hope that could somehow be addressed.

Many privacy concerns should be handled by rules, implemented by the clerk, or by more automatic
procedures with the assistance of technology availabie to court reporters. These people usually have
electronic / searchable files that can be easily redacted. Requiring actual reading of paper transcripts is
time wasting for everyone.

Most documents filed on the ECF system do not require redaction. Rather than require EVERY filier to
check a box every time ANY document is filed cerifiying that personal data has been redacted, why not
require a one time - or annual- certification. Filers are already subject to the obligation to redact, when
necessary, under the FRCP. Personally, | don't think that checking a box adds to the privacy process.

My cases since the redaction requirements have been in effect have all fallen under the administrative
record exception under FRCivP 5.2{b}{2), and in any event redactable information has not otherwise
come up.

My general feeling is that the bar's sensitivity to personal identifier information is low.
Not sure your survey adequately covers questions pertaining to bankruptcy practice and procedure

Often examiner ask personal family including children's identities and personal history information
regarding witness which is tied to the witnesses address and other identifiers. Making this informatin
available on fine allows the privacy of these individuals to be invaded for no public benefit.

Please don't tet ludges create individual rules regarding this.
Privacy protections should be placed for restrictions on criminal records, marital history, employment
history and health history if not relevant to disputed issues in proceedings.

Problem of sealing records from the public but MUST be stiil available to counsel in ongoing criminal
case. Awkwardness of method of sealing entire case which then forbids filing of non-sealed documents
via ECF.



Rules for transeript preparation, be they deposition or trial trascripts, which require a confidential
transcript addendum containing personal identifiers, would do the most to ensure removal of personal
identifiers from the public records.

Secret proceedings are unjust. if a man makes a deal, the terms of that deal should be public. Don't
make deals you are ashamed of and you don't have to worry about privacy.

Several years ago, | was involved in a case filed in the United States District Court for the Eastern District
of Kentucky and later removed to the Bankruptcy Court. The case was filed as a securities fraud case. it
was filed by attorneys known for making outrageous allegations in complaints. The Complaint went on
for page after page about the dishonesty of an individual who had done nothing wrong. Nearly all of the
statements in the Complaint were untrue and slanderous. Ultimately, the case was settled for defense
costs even though it demanded millions of dollars. For me, the case illustrated a defect with electronic
filings and the PACER system. We have a system in which statements made in Court filings are
privileged from claims of defamation. That worked well when court filings required an affirmative effort
to access the Court filings. Now, however, most of what is stated in pleadings is readily available over
the internet. | believe that lawyers are abusing the ability to make outrageous statements in pleadings
filed in the federal court system in order to further illegitimate interests on the part of their clients. |
would like to see the availability of a mechanism whereby certain cases, upon Motion and Order of the
Court, could be removed from public access through PACER. This might only be available until the case
is finally decided.

So Far, | am pleased with the rules relating to redaction of sensitive materials with respect to personal
identifiers and cooperation agreements and criminal judgments,

The Court should have a PDF-handling module in order to perform redaction uniformly within that
manual. inthat way the underlying information may be saved for Court and authorized user access,
meanwhile access to non-authorized individuals may be completely removed once the PDF document is
rendered in a copy requested by an authorized individual. The module may ask the filer to define the
areas or text that should be redacted, and then the module could strike the redacted data exclusively
when a copy is requested by an unauthorized individual. Access to court information, essential for the
proper conduct of democracy, is saved.

The Court's policy MUST be changed to protect all information regarding a defendant cooperation with
the government.

The filing of redacted documents is often difficult, especially when it relates to sentencing.

The most common issue | run into is whether or not various account numbers are financial account
numbers. For example, account numbers from medical providers or insurance companies.
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The need to maintain the confidentiality of court records is itself a task filled with contradictions if we
are to have faith in the open public trial the constitution requires. fam troubled greatly by the issue of
client security, but the openness that the internet creates and all electronic media for that matter is
difficult to combat successfully. 1 have at times tried to grapple with this problem in my own way with
the assistance of judges and prosecutors and even clients for that matter, and have managed to
conclude anly two things: a one-size-fits-all solution will likely not be found; and maybe a case-by-case
approach is all that we can expect in this area.

There are too many rules and regulations in federal court, especially at the appeliate level. The 11th
circuit is more interested in form and not substance.

There needs to be harmony among the circuits as to how mobile phone compaines should respond to
subpoeans seeking phone records. Last week NPR had a short piece about this problem which I've
encountered.

These rules are generally not applicable to my practice, as it seldom, if ever, involves individuals.

Though | practice very regularly in federal court, | am not aware of any filing we have made that
contained information covered by Rule 5.2. We have redacted information covered by protective
orders due to trade secrets.

Ta enforce the privacy laws in existence, the laws need teeth so that violators have a financial incentive
to comply. For example, HIPPA has no private right of action. To put teeth in the HIPPA law, there
should be a statutory damage provisions along with fee shifting.

Under electronic filing, and the very real threat of identity theft, the rules should provide for special
penalties/sanctions if opposing parties file publicly information excluded under 5.2, such as SSN,
birthdate, etc. Alternatively, opposing counsel should have a set period of time to move for removal of
such information foliowing notice by counsel.

We only list the last four digits of clients’ social security numbers. We only list the last four digits of bank
account numbers to identify the asset. However, we do list the entire account number for credit cards
and other coilection agency account numbers to ensure that notice of the debt sought to be discharged
can be readily identified.

While | have had occasional cases in Federal Court (most of which involve personal injury cases), the
vast majority of my practice is in the state court. While | do occasionally practice criminal law, | have
not had any cases which | can recall in the last many years that were in Federal Court. | do believe the
protection of private information is important, and while strive to comply with the rules on same. |
think the questionnaire needs to allow more than yes/no or don't know responses as to many of the
guestions. Often the answer { wished to give to a question did not neatly fit into these basic categories.
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Without sanctions for violating these commonly known rules, compliance will always be lacking as the
cost to comply will always outweigh the cost of noncompliance. Also, the rules should allow for filing a
Motion to Strike with an Order that the party who violated the rules file a corrected version of the
document. The current implementation piaces the burden on the person who did nothing wrong and
whose privacy was violated.

You may wish to consider these answers are provided by an attorney who strictly does appellate work.
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JUDGE RAGGI: Good morning.

Everyone knows that we are here this morning for what is an tmportant
part of the work of the Privacy Subcommittee of the Judicial Conference
Standing Committee on the Federal Rules. V

Just to give you a little background on that work, the federal courts,
obviously, are engaged in the public’s business, and so the presumption is
that our work, including our files, are open to the public. There are many
reasons informing that presumption. Open files are important to the
litigants who are involved in the cases before us. Open files are important
to the public’s oversight of the courts” work. Public access is also
important to history. There is much that can be learned about a society
from the work of its courts; from the concerns that prompt individuals to
seek assistance in the courts.

All of these reasons have led the judiciary to presume that our files would
be open. But increasingly, there have been concerns voiced about
unnecessary disclosures of private information in court files. Some of these
are not new. There has always been a concern about information disclosed
in court files that could actually facilitate other criminal conduct.
Identification information, such as Social Security numbers, that could be
used as part of identity theft or information about individuals cooperating
with government investigations, who, because they are helping to target
individuals involved in crimes, could find themselves targeted by criminals.

There has also been a general concern about whether a high loss of
privacy for litigants in the court will prompt people not to use the courts as
a means of resolving their disputes. As history teaches us, a society where
people do not think they can resolve their disputes in a court is a society
where they find some other means to do so, not always positive. So we face
these competing concerns of public access and protection of privacy.

The Federal Rules already provide for protection of privacy in many
respects.  And those are relatively recent rules. Nevertheless, the last
decade’s experience with greater public access on the Internet to court files
has sharpened our understanding of privacy concerns. So in 2009 or
thereabouts, the chairman of the Standing Committee on the Federal Rules,
Lee Rosenthal, who 1 am so pleased is here with us today, started to receive
inquiries from members of Congress that seemed to deal with both of the
matters I have addressed: public access to the court. Congress is concerned
about whether we are going online fast enough and whether our access is
broad enough to serve the public. At the same time, Judge Rosenthal has
received congressional inquiries about why we are not doing more to
protect private material in these publicly available documents.

So i the best traditions of all bureaucracies, a subcommittee was formed
to study this matter. This subcommittee 18, of course, the onc that is here
today at Fordham.

We operate as a subcommuttee of the Standing Commuttee on the Federal
Rules, but I really have to say that our efforts represent a joint endeavor by
both the Standing Committee and the Commuttee on Court Admunistration
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and Court Management, CACM. They, of course, have responsibility for
policy, and the Standing Committee has responsibility for implementation.
I want to say thank you very much to all of my colleagues from CACM for
helping us, and most particularly, to the former chairman of that committee,
Judge Tunheim, who I am also pleased was able to join us today.

Most of you are here to serve on panels. [ want to explain to you how we
view your contribution in the overall work of the subcommittee. We broke
our work down into two phases. The first I will call statistical. Through the
work of the Administrative Office and the Judicial Center, we have been
able to crunch lots and lots of numbers to get an idea of what is publicly
available, what kind of private information is showing up in court files, and,
just from a statistical perspective, how large a problem we have and in what
areas,

With the benefit of that information, we are now moving to phase two,
which is this conference. The subcommittee decided that it would be most
helpful to have the viewpoints of as many different persons in the legal and
related-to-law communities about public access and private information.
So we have invited you today, civil and crimmnal lawyers, prosecutors and
defense attorneys, academics, judges, and a variety of people who serve the
court—who serve the court as clerks of court and in various other support
functions—to come and talk to us about your experiences in these areas. [
thank you so much, on behalf of the subcommuttee, for giving us your time.
And T want to remind you of what would be most helpful to us. You are
here to educate the committee. Please be frank about what you have seen
and where you identify concerns, and do not hesitate to disagree with your
fellow panelists. 1 cannot emphasize enough our view that we need to hear
diverse views on how to calibrate the balance between public access and
protection of privacy.

All of this effort this moming is the work of one person, and that is the
subcommittee reporter, Danie} Capra, Professor of Law here at Fordham. I
thank Dan many, many times for his work for this committee. He also
serves, in his spare time, as a reporter for the Evidence Committee and a
variety of other tasks. As everyone says, he i1s a dynamo, and most
particularly in the service to the judiciary. So thank you, Dan.

Of course, T also want to thank Fordham University for hosting this and
for really giving a lot of thought to what the conference should involve.
With that by way of welcome and introduction, let me turn it over to Dan
Capra,

PROF. CAPRA: Thank you, Judge. Thank you very much for that
excellent introduction, which sets forth basically what we are trying to do
today.

I am moderating a panel which we have called the general panel. The
subcommittee 15 considering at least possible changes to the privacy rules.
The privacy rules are located in your materials, actually in a couple of
places.  There were somec pamphlets that were given out by the
Admintstrative Office, and behind Joe Cecil’s report is the particular
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privacy rules that were enacted in 2005, 5.2 of the Civil Rules, 49.1 of the
Criminal Rules, and the like.

The subcommittee, as I say, is considering whether rule amendments are
necessary and also is considering a discussion of policy changes, but all
within the context of this broader idea that Judge Raggi was talking about:
the balance between privacy on the one hand, and open access to court
records on the other, in the light of ease of Internet access. So we thought it
would be appropriate to kind of set the day with a general panel. By
“general,” it does not mean airy and platonic and talking about love and
things hike that. There will be practical discussions involved as well, but
within the context of setting a broader framework.

I need to give my own thanks. First of all, I need to give my thanks to
Joe Cecil for all his fine work in terms of the statistics that he has done and
all the searches of the records that he has done over the past month. It has
been truly amazing. He will talk about that later on today, but since I have
the opportunity, I wanted to thank him for his excellent work in that respect,
I want to thank Susan Del Monte, who gave me many great
recommendations about who to call and who to bring here, especially for
the Plea Agreements Panel. I think we have a Plea Agreements Panel that
represents all the views that all the districts have been coming up with. 1
would like to thank Susan for giving me those suggestions.

Allyson Haynes, from the University of Charleston School of Law, 1
would like to thank because Charleston did a program that covered some of
these issues, and she was very helpful in helping me to form ideas for this
program.

With that, I am done. I would like to give you over to my colleague, who
1 am proud to have here on the panel, Professor Joel Reidenberg, Professor
of Law at Fordham Law School and Director of the Center on Law and
Information Privacy.

PROF. REIDENBERG: Thank you, Dan, thank you, judges. I think it is
terrific that you are focusing so carefully on these 1ssues.

My background is as a privacy scholar, not as a civil procedure expert.
So my remarks will be focused on some of the broader privacy issues that
Open access raises.

To set the stage, I would like to focus on a few of the problems
associated with too much transparency. We do not often think about
publicly held information as giving us too much transparency in our
society. But to follow up on some of the comments that Judge Raggi made
just a few minutes ago, in the past, when we thought about the openness of
public records and particularly about court records that were open to the
public, we would find that those records still had an effective privacy
protection through practical obscunty. Access to the mnformation was not
casy and physical or geographical hmutations restricted how widely
mformation in the public records could actually be disseminated or
obtained. This made public record information practically obscure.

The Internet and network information flows eliminate that practical
obscurity today. We now live 1 a context with an increasingly and
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completely transparent citizen that has, I think, some very sigmficant
dimensions. 1 would like to focus on two points during this short
presentation and make a suggestion for a way of approaching the tradeoff
between openness and privacy.

The first point is that completely open access has important public safety
implications. The Amy Boyer case illustrates this problem. Amy Boyer
lived in New Hampshire and was murdered by an ex-boyfriend who,
through access to information obtained from an information broker, found
out where she lived and worked, stalked her, and shot her at her workplace.’
That same kind of data, locational data, can now easily be gleaned from
publicly available court records, if they are online and searchable, and used
just as Boyer’s ex-boyfriend used the same data obtained from the
information broker. That is one obvious problem.

The less obvious, but very difficult, problem is the de-contextual use of
information that would be contained in court filings and court decisions. If
information about individuals is extracted from court filings and exploited
through data mining or combined with additional information acquired from
data brokers, from other public databases or from other publicly available
information, the original context is lost and the data mining leads to the
development of behavior profiles of individuals, to stereotyping, and to
decisions based on what I will call “secretive data processing” because the
data mining and profiling is hidden from the individuals. In effect, by
making all this inforrnation about the citizen so transparent, the public does
not really know what happens to their personal information and, ironically,
the accuracy of the information describing individuals can be compromised
through out-of-context compilations and profiling.

Another obvious consequence of the transparency of personal
information is identity theft. The richness of data that is in court filings
would be very useful for identity thieves. A criminal can very easily
masquerade as someone else if data can be taken from varied sources and
combined together to provide enough personal information about the
victim.

The second point is that the integrity of the judicial system is challenged.
This goes back to the comments that were made earlier in today’s session.
Unprecedented wide access and dissemination of everyday court rccords
and proceedings can have an impact on jurors’ willingness to serve and on
witness candor. If the personal cost for engaging with the legal system is a
perceived loss of privacy because the data 1s now publicly accessible, freely
searchable, and “Google-able” on the Web. the public hesitates or opposes
participation in the judicial system. Similarly, parties may be intimidated
by the Internet accessibility of personal information related to their
participation in a court proceeding. There is a qualitative difference from
the days when an observer had to go to a musty courthouse to find the data.
People will be reluctant to come to court to vindicate their rights if they
perceive that 1t makes their lives a completely open book.

7. Remshurg v. Docuscarch. Ine., 816 A.2d 1001, 100506 (N.H. 2003).
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Lastly, the transparency has an impact on perceptions of judicial
integrity. The data mining that might go on with respect to litigants,
witnesses, or statements made in a court filing can just as easily occur with
respect to the judges themselves and the judges’ personal lives. Many
would be surprised at the associations about judges that might be made by
data mining information in court cases just from the way judges manage
their cases. So these issues suggest that public safety and the integrity of
the judicial system are at risk from over-fransparency.

As to my suggestion, | would like to focus on the approach to the trade-
off between openness and privacy. | know that court systems have focused
very carefully on redaction as one potential solution. The redaction model
is also used outside the United States, in many foreign jurisdictions, as a
way of balancing privacy interests with court oversight. But another model
that I would like to recommend as a very worthwhile avenue for the courts
to explore is limited-purposes disclosures. This approach makes personal
information available publicly, but only for defined purposes. We see this
approach in American legislation, specificaily the Driver’s Privacy
Protection Act.® Under the Act, driver’s license information is a public
record, but the data cannot be used for purposes other than those
enumerated in the statute. The permissible purposes relate {o the reasons
why the data is public information such as driver authentication, car
insurance, recalls, that sort of thing.

I think we need to explore this approach in the court context. The court
system should be addressing key questions. Why is the information about
these individuals publicly available? What is the reason for the information
to be publicly available? What are we trying to accomplish? Can we
construct limits on use in ways that are compatible with the public purpose
for the information being out there?

1 will close with that.

PROF. CAPRA: Thank you, Joel.

I turn now to Ron Hedges, former Magistrate Judge for the District of
New Jersey. He worked very hard to get the Sedona Conference to come
up with principles on privacy and public access to courts in a civil context.
I will also put in a plug that he is an excellent Special Master in the matter
of In re REFCO9

MR. HEDGES: As are you.

PROF. CAPRA: I do not know about excellent. but I am as well. Over
to Ron.

MR. HEDGES: Good moming. Thank you for allowing me to be here.
1 want to spend a few munutes talking with you about how The Sedona

8. 18 U.S.C.§ 2721 (2006).
9. In re REFCO Sec. Litig., No. 07 MDL 1992(JSR), 2010 WL 304966 (S.D.N.Y. Jun.
21, 2010).
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Conference!? [Sedona] came up with its Best Practices on Public Access
and Confidentiality in Civil Litigation.

Sedona works through “Working Groups.” The Best Practices were a
product of Working Group 2 [WG2], and | was a member of the editorial
team. 1 think I can tell you, not surprisingly—I expect you are going to

hear it today—this was a very contentious process. There were a number of
~ interests involved.

There were a lot of people on WG2 who were very pro-access. There
were others representing corporate interests that were concermned about
protecting secrets, and the like, that took an opposite view. It took four
years to get the Best Practices to the public version that {s now available.
As [ said, the process was contentious throughout.

What we did was to come up with a draft, and we did a series of “town
halls” around the country, five or six, inviting different constituencies to
come in and comment. It is fair to say that we have a couple of themes that
go through everything.

The first theme was a very basic distinction between discovery materials
that generally do not see the light of day and that people can protect as
much as they want under Rule 26(c)!! or the like and materials that are filed
in court. We were very much opposed to the concept of confidentiality
orders that included an automatic sealing provision such that, if parties
exchange discovery materials, they can simply—by filing an affidavit or
whatever—seal materials filed with the court. That is a First Amendment
violation.

1 realize that there has always been a concern that we are driving people
out of the system because of transparency issues. We can debate that all
day, if we need to do that. But it is fair to say that Sedona came down very
much on the idea of open judicial proceedings, including jury selection,
openness in settlements, and openness in anything that may be filed with
the court. So we have the basic distinction between what goes on between
parties and what goes into courts.

We also came out very strongly on the concept of intervention. If there
are sealing orders filed, the public or the public is representative, which is
often the press, should have an opportunity to come in and challenge these
before a judge.

1 am happy to say that we have been percolating along for three years
now. We are about to go online with another version of a database that
accurnulates case law that has developed in the last several years, of which
there is an enormous amount. 1 see a trend of the future that we will see a
lot more issues created by electronic filings. For example, inadvertently
produced materials may be on the Internet that should not have been there
and how those materials are brought back. ’

. THE SEDONA CONFERENCE, http//www thesedonaconference.org/ (last visited Sept.
23, 2010).
1. Fep. ROCv. P 26{c).
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In a nutshell, that is how The Sedona Conference put together the Best
Practices, what the Best Practices are intended to accomplish, and where the
Best Practices and W(2 may be in the course of the next several years.

PROF. CAPRA: Thank you, Ron. '

Peter Winn has been writing articles in this area for a number of years
now. He provided comments on the initial redaction rules that came
through. He has written an article dealing with some of the issues that the
subcommittee is investigating today. Peter Winn is an attorney for the
Department of Justice and Adjunct Professor of Law at the Umversity of
Washington Law School. Let me turn it over to Peter.

MR. WINN: Thank you very much.

1 got into this business by accident several years ago when one of the
local judges in Seattle asked me to write an article about the privacy
implications of putting judicial records online.!? Over the next few years, 1
became less and less happy with the analysis in that article and wrote
another that came out last year in the Federal Courts Law Review.!? 1am
already starting to reconsider some of the arguments in that article.

1 keep changing my mind because two things are going on here that are
very difficult to reconcile: we want court records and proceedings to be
open and transparent, but we also want to make sure that sensitive
information in the hands of the courts is protected. Both goals are
important. Transparency is necessary for the legitimacy of the system,
necessary to maintain a healthy political feedback loop, and necessary for
effective public oversight. However, at the same time, courts also have a
fundamental responsibility to engage in a truth-finding process. To find the
truth, courts need access to sensitive information from the participants in
the process—not only the litigants, but jurors and witnesses as well—
people who are critical for the fact-finding process to work. Traditionally,
these judicial participants have been more or less comfortable disclosing
their sensitive information with the understanding it would be used only for
purposes of resolving the dispute in the context of the judicial process and
would not come back to bite them. When participants start getting burned
or hurt after disclosing their sensitive information to the court-—when the
information is used for other purposes than resolving the dispute—litigants,
witnesses, and jurors are going to be less and less inclined to tell the truth in
the first place. Thus, to make the system work we need both transparency
and privacy.

In the pood old days of the paper-based system, we could have our cake
and eat it t0o. We could have both transparency and privacy because of the
practical obscurity of paper. Paper records were public, or at least ninety-
nine percent of them were public—the ones that were not filed under seal.
But because paper records were difficult to access, very few people were

12, Peter A. Winn, Online Court Records:  Balancing Judicial Accountability and
Privacy in an Age of Electronic Information, 79 Wasn. L. REv. 307 (2004).

13 Peter A. Winn., Judicial Information Management n an Elecironic Age:  Old
Standards, New Chalfenges, 3 FED. Crs. L REv. 135 (2009).
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ever hurt when sensitive information was filed in the so-called “public”
Jjudicial system.

By contrast, electronic information is not practically obscure—its very
essence is to be easy to access. In this new world of electronic information,
we have become increasingly aware, sometimes shockingly aware, of just
how complicated and difficult it is to have both a transparent system and a
system that protects sensitive information. It was probably just as difficult
when people started to use paper in the thirteenth century, but we had 800
years to get used to it ‘

So where are we in the federal system? 1 like to think of the federal
system as a guinea pig, because it was out there first. That was probably
because we did not know any better—the benefits seemed obvious, the
costs hidden by the habits of centuries of using practically obscure paper.
The state courts have been the next wave and are struggling with the same
problems. I have learned much from watching the transition in the federal
system, but, in many ways, the state courts have much greater challenges.
Juvenile cases, divorce cases, probate cases, all present much more difficult
problems than those typically faced in the federal system.

In the federal system, to some extent, we have only jumped halfway into
the swimming pool. PACER is still not Google-searchable. It still has a lot
of the attributes of practical obscurity, simply because of the difficulty of
accessing the electronic information. 1 think it is almost certain that it is
going to be Google-searchable in ten years or sooner. It may be Google-
searchable much sooner than that. The law.gov movement, largely under
the leadership of Carl Malamud, is already in the process of seeing to it that
federal court records are online in a Google-searchable manner.'* It is just
in the nature of electronic information that it will become much more
accessible and will raise more and more difficult problems in the context of
protecting sensitive information.

So how do we protect sensitive mformation in courts? There are three
basic strategies.

One is not to put the information into the system in the first place.
Categories like Social Security numbers, names of minor children, financial
account numbers—-a lot of times you simply do not need that information in
a pleading to start with-—

JUDGE MORRIS: Excuse me, let me just interrupt. The word is called
bankruptcy.

MR. WINN: Right, bankruptcy.

JUDGE MORRIS: [ will get there in a minute.

MR. WINN: 1 stand corrected. You do need to put gquite a lot of
sensitive information in a bankruptey file as a matter of law. So that
strategy does not work very well in bankruptcy. And more generally, that

14, Law.gov: A PrOPOSED DISTRIBUTED REPCSITORY OF ALL PRIMARY LEGAL
MATERIALS OF THE UNITED 5TATES, http://public.resource org/law gov (last visited Sept. 23,
2010).
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strategy will not work when sensitive information needs to be filed with the
court.

A second strategy is to try to put it in the judicial system either under
seal, or offline. The 2007 privacy rules permit the use of protective orders
to take documents or information offline—similar to how Social Security
and immigration cases are routinely handled today. This strategy has not
yet widely been adopted by lawyers. Instead, agreed sealing orders are still
the norm. However, while reliable to protect sensitive information, agreed
sealing orders often fail to meet the required common law and
constitutional standard—a standard seldom enforeced in the absence of a
dispute.  As electronic court records become increasingly subject to
computerized audits, and as the improper use by attorneys of the agreed
sealing order to protect sensitive information becomes subject to greater
legal scrutiny, the agreed sealing order, itself, may become a thing of the
past. If that happens, using protective orders to take sensitive mformation
offline may become the only practical alternative,

The third idea to protect sensitive information was just raised by
Professor Joel Reidenberg. That is, to prevent people from using sensitive
information filed in court records for secondary uses unrelated to the
admimstration of justice. A general rule permitting disclosure of certain
information in the context of the public court proceeding but prohibiting
disclosure of the same information outside the courthouse would probably
be unconstitutional. In my article in the Federal Courts Law Review,?>
however, I suggested that a more limited set of information management
requirements, unrelated to any specific content, and imposed solely on bulk
data aggregators might pass constitutional muster. Data aggregators might
be reguired by contract to adhere to certain information management
procedures in exchange for the grant of bulk access privileges. Thus, for
instance, they might be required to “scrub” their data for inadvertently filed
Social Security numbers (as many of them do now anyway). However,
with the exception of limited computer “scrubbing” techniques, I have
grave doubts that general rules to address the more difficult problem of
secondary use of information from court files—for instance, “data mining”
judicial information for commercial purposes—will ever be likely either to
pass constitutional muster or be very effective as a practical matter at
protecting sensitive information. In conclusion, I do not see any obvious,
easy, one-size-fits-all solution.

I do have some hope that we will be able to muddle through and find
solutions to these problems, but I do not think it will be easy, or that the
solutions will be found quickly. We have three basic tools available: rules,
training, and technology. I think the rules that the federal courts have
developed are regsonably good. 1 am just not sure that there is much more
you can do in the ruiemaking process. You cannot have a general rule
forbidding the filing of all sensitive information- much of that information
must be part of the public court record, and what is sensitive in some

15 See Winn, supra note 13.
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contexts is not sensitive in others. The courts have to rely on the parties
and their attorneys to identify the sensitive information in their filings and
take affirmative steps to protect it. That is pretty much all the rules do now,
and pretty much what any rules in the future would ever be able to do.

The more significant area of deficiency—that is, the area where there is
most rootn for improvement—is the need for better training of lawyers.
Most of us have developed our intuitions in a paper-based world of
practical obscurity. We have taken it for granted that documents filed with
the clerk’s office will stay in the court system and will not surprise us with
unexpected secondary uses. Many older lawyers still have their secretaries
file their pleadings on the PACER system, and lack any real personal
knowledge of the system. The younger generation is much more
technologically literate, but we can all do with better fraining. It may not be
until our children’s generation is practicing law that lawyers will become
better attuned to the problems of handling judicial information properly,
given the wider and more open set of possibilities for its secondary use.
We, who have been trained in a particular way, will simply have to die and
let somebody else take over.

The area with potentially the most promise is the improvement offered by
better technology. We can do a much better job facilitating access, Court
decisions, briefs ought to be Google-searchable. We can do a much better
job than we are doing protecting sensitive information in the process, and
technology is an important part of that solution. Professor Edward Felten
has highlighted many of these potential solutions. These technological
solutions are possible only if lawyers and judges begin to work proactively
with computer programmers. We tend to assume that computer technology
is a2 given when we engage in rulemaking or when we plan our CLE
programs. It is not. The problems that we fashion rules to try to address,
and that we train lawyers to better understand, are in part, creatures of a
particular form of technology. The design of that technology can be
changed to solve some of these problems. However, these technological
changes often spawn new problems, making new rules and training
necessary. It is an endless cycle, but that is no reason to give up.

As we struggle with these problems in the federal system, much can be
learned from watching our sister courts in the state system navigate these
electronic rapids. State courts have much larger dockets, and often manage
much more sensitive information than do the federal courts—one need only
think of the type of information handled by family courts and in juvenile
criminal proceedings to see just how difficult these challenges are. One
lesson that appears to have been leamned by both the state and the federal
courts 1s the importance of involving as diverse as possible group of
interested parties in the development of both the rules and the technology
which will be used as courts go online. At the Williamsburg conferences
where state and federal court personnel meet to explore different ideas,!t

16 See National  CNTER - FOR - STATE COURTS,  hitp://www.nesconline org/
imagesNCSC_GeneralBroc WEB pdf (last visited Sept. 23, 2010).
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there appears to be a consensus that it is critical to get everybody to the
table when you are making decisions. The process is similar to that
involved in drafting an environmental-impact-statement. When all the
affected players are at the table, the conversation can be contentious.
However, it makes it more likely you will identify the problems at the front
end, when it is still possible to hash out some solutions. Furthermore, it
makes it more likely that the proposed solutions you reach will be more
likely to work, with greater buy-in by participants in the end. It is nearly
impossible to identify the problems of managing sensitive information
when you iry to think these things through in the abstract. You have to get
everybody at the table and explore the problems before you can identify
solutions.

Finally, a related point I would like to make is that sensitive information
is largely a matter of context. Information is not sensitive simply because it
jumps out at us that it needs protection. It all depends. Information can be
sensitive in some contexts and not in others. For instance, information
excluded by the application of the Rules of Evidence is not sensitive if
disclosed to the public; but it is very sensitive if disclosed to the jury. Thus,
a motion to suppress can be filed and disclosed to the public subject to the
classic judicial oversight concepts. However, if a juror uses the PACER
system to learn about the cocaine seized by an illegal government search or
a defendant’s prior criminal record—information which may be public and
online—we may no longer be able to provide the defendant a fair trial,
consistent with fundamental notions of due process.

In the eighteenth century, Jeremy Bentham argued against the
exclusionary rules of evidence, arguing that jurors should be trusted to
make decisions after hearing all the facts.!” As electronic information
becomes more and more difficult to control, we may be forced to adopt
Bentham’s view of the exclusionary rules. However, 1 believe and hope
that we ail can focus on this problem and get a handle on it. I think we have
to get a handle on it. But I really do not have any obvious, easy solutions
about how to do it, other than to try to muddle through, and continue to
work together.

Thank you.

PROF. CAPRA: Thanks, Peter,

Our next speaker is Lucy Dalglish, Executive Director of the Reporters
Committee for Freedom of the Press.

MS. DALGLISH: Thank you. Good morning. It is nice to be here.

The Reporters Committee, for those of you who do not know, is a legal
defense and advocacy organization based in Washington, D.C.'® We have
been around for forty years. We help journalists defend themselves when
they are in trouble and gain access to all sorts of state and federal records
and proceedings. I have one entire program area, run by a super-fellow, an

17. See SEREMY BENTHAM, RATIONALE OF JUDICIAL EVIDENCE [5~16 (1827).
18. THE REPORTERS COMMITTEE FOR FREEDOM OF THE PRESS, http//Avww.refp.org (last
visited Sept. 23, 2010).
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experienced litigator who has spent a year with us, and they are focused
solely in the area of secret courts and prior restraints. This is of great
interest to me, I am a former journalist and a former litigator. All of my
lawyers are former reporters.

I need you to understand a little bit about the landscape that journalism is
operating in right now. Whereas all of the rest of you are probably going,
“Oh, my God, the Intemnet. Everything’s available,” reporters are going,
“Oh, my God, the Internet. Everything’s available. Suddenly I might
actually be able to do my job effectively.”

We are in a situation where there are a lot fewer journalists in
mainstream news organizations. By having easy access to this information,
they are able to do a better job of reporting the news tao the public. There
are some jurisdictions-—probably not Manhattan, but certainly in places like
Utah—where you have many local newspapers and really only one federal
court that covers an enormous geographic area. Now they are able to
accurately and completely report news stories as well. We view the
PACER system as miraculous. It by and large works very, very well. |
work on cases all across the country, and I love it, because I no longer have
to rely on a local lawyer to go and dig out some information about a case |
have heard about.

There are, as I said, fewer reporters. Many of them who were able to
support a family on a journalism income in the past are no longer able to do
that, so you have a lot more independent journalists. Money is an obstacle
to PACER. A lot of them just cannot even afford to use 1t anymore.

I want to break my comments, very briefly, down into several categories.
One, 1 would like to talk about the identifiers 1ssue. [ would like to talk
briefly about plea agreements. I would like to talk very briefly about
settlement agreements, the trend toward anonymous juries, and then the
most inportant problem of all, which really was not even on the agenda, the
issue of disappearing cases in the federal docket system.

First of all, identifier issues. I was one of the folks who testified back in
2002 or when you came up with the first rules. By and large, I think the
redaction system that you have implemented that allows the last four digits
of bank account numbers and Social Security numbers works fairly well. It
does not cause a lot of phone calls from reporters. They are not all that
concerned about it.

One thing that is a problem, however, is the birth date issue. Reporters’
issues have to do almost exclusively with making sure they have the right
person. | come from the land of Johnsons, Andersons, Seorensons, and
Carlsons. And there are not just hundreds of them; there are thousands of
them. You need to make sure that you have the right John Anderson.
Reporters do not want to identify the wrong John Anderson as a criminal.
They want to be accurate, Often the best way to ensure you have the right
John Anderson is to know the birth date of the person who has been
charged with a crime. Perhaps even worse than having personal identifying
mformation released about someone actually involved in a court case is
when information 1s released and everybody thinks it is about the wrong
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guy. That is a real problem, and the more information you can provide,
particularly a birth date, helps reporters identify the right person,

If you do not need all the rest of this stuff-—I understand bankruptcy is an
exception—if you do not need it, why are you collecting 1t? I think you
really need to think very carefully about the identifying information that
you do collect in the federal court files.

Plea agreements are something that reporters traditionally have relied
upon—not every day, but sometimes there is very useful information that
appears in those cases. It is helpful to flesh out a story, to identify trends.
Lately, with the reporters who are calling me and asking me, “Why can’t
get this plea agreement information?” it has to do with business cases,
where they are trying to figure out who in Enron or who in whatever other
criminal economic case they have is talking to whom. That information is
very useful.

One of the problems that I hear is from reporters who work for the
national publications and national broadcast stations. You guys have rules
that are different all over the country. I have one summer intern coming in
this summer who is going to work on just keeping track of what the feds are
doing with plea agreements, because we need to be able to tell reporters
what they can get and what they cannot get in each district.

There is, in my mind, an appalling trend toward completely anonymous
juries in the federal system and the state system as well. I understand that
we are asking people to give up a lot when they become a juror. But you
know what? That is something that, when you are an American citizen, you
just sign up for. We have a responsibility to serve on juries. I think the
notion that you cannot find out who jurors are in the federal system, unless
you are really, really lucky or you file requests for it months and months
after a case is resolved or you are lucky enough to sit through a trial, to find
out who is sitting on that jury panel—I think it is appalling. I think a
criminal defendant is entitled to a fair trial, and part of that is having the
ability for the public to know whether or not the people who were
empanelled on that jury should have been empanelled on that jury.

The best case I can think of about this—and it was not a federal case, but
1 think it tllustrates my point—there was a murder case being tried in New
Jersey. It resulted in a mistrial. The Philadelphia Inquirer did a story about
what was going on in this entire case. !9 They were the ones that figured
cut that the jury foreman did not even live in New Jersey. She was from
Pennsylvania. She had apparently had a car licensed in New Jersey. She
got elected to be the jury foreman in this murder trial. That is just
appalling. And it was a reporter who figured that out.

When you came up with the electronic court access rules, this completely
slipped right by us. It was not until probably six months afterwards that
reporters were calling saying, “What is going on? All of a sudden we

19. Rita Giordano, Post-Neulander Trial Contempt Case Near End, Ptila. INQUIRER,
May 24, 2002, at B3.
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cannot find out who is sitting on a federal jury unless we are actually sitting
there and we might overhear a name.”

It turned out that this was part of the electronic access rules that
completely slipped by us. You would have heard from us if I had been
paying better attention way back when.

Settlement agreements—I think Ron is going to talk more about all of
this. There is some very important information that can be accessed. It is
of great public benefit. Probably the best example-—and perhaps Dave
McCraw can talk about this a little bit more from The New York Times
Company standpoint—The Boston Globe--again, I think these were mostly
state court cases—found out a great deal of information from their Pulitzer
Prize-winning stories on priest abuse in the Archdiocese of Boston.20 Most
of that information came after they were able to go back twenty, thirty,
forty years and get a lot of those settlement agreements unsealed. [ think
when the safety of children is involved, there is no reason whatsoever why
all of these things need to be sealed. It is a public safety issue.

Finally, the secret docket cases. I never in a million years would have
thought this would be possible. We have a system of open courts in this
country. | understand that in certain circumstances when you are
conducting a criminal investigation and you have not completed all of the
indictments in your case that you are trying to present and you are trying to
get all your ducks in a row and get people charged in the right order, maybe
it has to be temporarily sealed. But right now, as far as I can tell, there is
not a single district in this country who has figured out how to reopen those
completely secret cases once they have been closed.

What usually happens is a U.S. Attorney will come in and say, “We just
caught this really bad guy,” and you will go in and try to find the case—this
is not in every district, but in a fair number of them—and it does not exist,
You go to the clerk of court and they say, “We cannot open it unless we
have a court order,” You go to the judge and he says, “I cannot unseal it
unless the U.S. Attorney tells me I can.” And you go to the U.S. Attorney
and they say, “Well, that is a problem that the judge is supposed to come up
with.”

Meanwhile, at one point several years ago, we found thousands of cases
in the federal system where docket numbers were just missing. Now, [
know the Judicial Conference has attempted to address this issue, but it has
not been fixed yet.

My very last point is on the civil side. There was a case we got involved
in about a year ago, involving a federal civil case that was conducted
entirely in secret in Pennsylvania for seven years. It was a situation where a
woman brought a claim under the federal anti-pregnancy discrimination
law.2'  She sued her former employer, who, she contended, fired her

26, Predator Priests. BosTON GLoBt, http:/fwww boston.com/globe/
spotlight/abuse/predators/ (last visited Sept. 23, 2010).

21 Doe v. C.ARS. Protection Plus, inc., 527 F.3d 358, 371 (3d Cir. 2008) (affirming
the district court’s order to seal the case).
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because she had an abortion. This thing was litigated for seven years. The
only way we found out about it was when it was appealed to the Third
Circuit and the Third Circuit decision was released and the local legal
newspaper said, “What is this?” They went back to get the documents, and
the entire case was sealed.

That is just plain not right.

PROF. CAPRA: Thanks, Lucy.

1 will say there are people in this room who are on the case of some of
the issues that Lucy was dealing with, particularly disappearing docket
numbers, entirely sealed cases. That report, to my understanding, is
forthcoming.

So there has been significant work done on that. The Privacy
Subcommittee and the Sealing Subcommuttee have been kind of working in
tandem on these issues, because the issues do tend to overlap in some
respects.

But thanks for bringing that up. That is an issue that the Judicial
Conference i1s working on.

You have already heard the fact that some of these issues are much more
difficult in bankruptcy than anywhere else. We will see when Joe Cecil
presents his data that many of the unredacted Social Security numbers that
have been found in the two-month search that Joe did were in bankruptcy
proceedings. So we thought it appropriate in terms of setting the table for
the rest of the day to bring in an expert on these matters. That is Judge
Cecelia Morris, who is from the Southem District of New York Bankruptcy
Court and also served as the clerk of that court for many years.

1 turn the floor over to Judge Morris.

JUDGE MORRIS: Okay, everybody, get a pen and paper out right now
and number from one to five. I am serious. Do it. | was given this idea by
Karen Gross, the president of Southem Vermont College since 2006.

I want you to write down five entities that you owe money to. Do it.
This is a serious test, Besides writing down who you owe money to, write
down how much you owe them. And do not tell me you do not have any
debt. If you have a phone in your pocket, you have debt, because they give
it to you on credit. They give you electricity on credit. So you have debt.

While you are doing this, I want your full name, every name you have
been known under, and your Social Secunity number. Your monthly
mortgage payments, your cable bill, your insurance premiums. Keep
writing. [ see people not writing.

I want the ages of your minor children. Are you getting there?

Now, beginning right here, I want you to come up to this podium and
read everything you have just written to this room.

That 1s how it feels to file bankruptcy.

Privacy is important. Last year the consumer cases skyrocketed, and 1.3
million entities filed bankruptcy, most of those filings were individuals that
had to do exactly what you did. And, by the way, we are putting it on the
Internet.
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MS. DALGLISH: Full Social Security numbers are going on the
Internet?

JUDGE MORRIS: No, full Social Security numbers are no longer going
on the Intemmet. But that is what you are doing, and we are sending your
full Social Security numbers to your creditors. They are not going on the
Internet.

By the way, we are also putting this information on PACER at an
incredibly low price. The idea that you cannot afford to go on PACER at
how much a page? That is sort of beyond me.

There 15 a difference here also between the number of cases filed in
federal district court of about 300,000 and the 1.3 million cases filed in
bankruptcy courts. Bankruptcy, as we have already heard, more than any
other area of law, has a pronounced dichotomy between the debtor’s
privacy rights and the rights of creditors and the public to this information.

Section 107 of the Bankruptcy Code states that information filed in the
bankruptcy court is “public records and open to examination by an entity at
reasonable times without charge.”?2 That is what it says.

The press may want the birth date. My financial world wants my Social
Security number. In 1995, when CM/ECF2? went live, 1 did not even know
my Social Security number. Why did [ not know it? I did not have to have
it for every credit card, for every financial transaction. Today it is
memorized. Why? Because it is part of every financial transaction.

So I am filing bankruptcy. What do I need? 1 need my name, address,
birth date, familial situation. Am ] married? How many kids do | have?
What are their ages? Employer, current income, assets, including real
property, jewelry, household goods, liabilities, current rent, mortgage
payment, taxes, club fees, medical expenses, tuition payments, charitable
donations, creditors, judgment, liens, leases, security deposits, IRAs, and all
other retirement accounts. Each of those entities that I owe money to needs
correct information in order to prosecute their claim. Your credit life is
now tracked through your Social Security number.

The bankruptcy electronic filing system is vital to the practitioners, the
creditors, the judges that participate in the bankruptcy system. It also
greatly expands the number of individuals who can easily access the
information. The debtor and the creditors and the public all benefit from
the thorough disclosure of information. My name is Cecelia Morris. 1 do
not want to be confused with the Cecelia Morris that filed bankruptey in
Brooklyn. It is similar in this way to the no-fly list that unless you have
another identifier to distinguish Cecelia Morris in Poughkeepsie and
Cecelia Morris in Brooklyn, it would mess up my credit report.

In response to privacy concemns, we have all heard about the December
2003 rules that allow only the disclosure of the last four digits of a Social
Security number on the publicly available bankruptcy petition. You still

22 11 US.Co§ 107 (2006).
23. CM/ECF (Case Management/Electronic Case Files) is the case manugement and
electronic case files systern for most Unted States federa! courts.
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have to file the Social Security number, because your creditors are entitled
to the full Social Security number. It is only the public information and the
public docket that redacts everything except the last four digits. Again, you
want to make sure the right parties and interests have the right notice, the
proper notice, and are necessarily at the meeting of creditors.

When 1 described to you about coming up here and talking, that is the
meeting of creditors. The meeting of creditors is run by a trustee, “Raise
your right hand. Do you solemnly swear that everything you have told me
on this petition is true and correct? Does anyone have a question?”

Under this new system, most of the account numbers are redacted,
including bank accounts, credit cards, loans. When a case is filed pro se,
the court makes every effort to protect private information since pro se
debtors will often fail to redact confidential information. There 1s good
quality control in the bankruptcy court clerk’s office. There is really very
good quality control on the petition filed by attomeys. The lawyers know
how to do it. It gets done. The pro ses hand it in physically—remember,
the electronic case filing system in the bankruptcy court is made for
lawyers. It is not made for pro ses. Pro ses still have to come to the court.

The last thing that happened to me in the courtroom that was just blatant
was when a lawyer had filed a petition with the wrong Social Security
number and, in filing with the wrong Social Security number, she then filed
a motion that said that was the wrong Social Security number and this 1s the
correct one. The motion had the full Social Security number. Needless to
say, she was chastised in court. She also fired a staffer. I am sure that was
not the only thing the staffer had done, but that incident underscores the
importance of maintaining a high level of discipline when it comes to
redacting information.

Now let’s talk about creditors.

Everybody is familiar with the Bernie Madoff case. Does anyone in the
room not know about Bernie Madoff and the Ponzi scheme? Guess what
happened? Al} of the proofs of claims have attachments. What did they do
with the attachments, these creditors? They scanned those—Social Security
numbers, home addresses, investment account numbers, Some of these
people are worth a lot of money. With their Social Security numbers, you
can go down to the bankruptcy court or sit at home on your computer, and
you can find out a ot of information.

If I had to identify the greatest source of unredacted information, I would
point to proofs of claims filed by pro se creditors. Not all creditors are
large banks with legal counsel: many creditors are small businesses or
individuals who will attempt to {ill out a proof of claim themselves. As in
the Madoff case, they will attach all sorts of identifying mformation about
both the debtor and themselves. Compounding this problem is that these
proofs of claim, unlike the bankruptcy petition itself, is not quality
controlled by the bankruptey clerk’s office,

With respect to pro se debtors and pro se creditors, 1t is clear that they do
not know why 1t is so important to redact identifymng information. The
court and the official forms may be able to do a better job at clarifying why
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things need to be redacted, to prevent identity theft, and how to redact
information, block it out. Clear, unequivocal instructions such as, “Do not
give us your full Social Security Number in this proof of claim.”

PROF. CAPRA: Thank you, Judge.

As Judge Raggi pointed out in her introduction, a historical kind of
framework for this is going to be very valuable for the committee. We
could not get anybody better on that particular task than Professor Maeva
Marcus. I would like to turn it over to her. She is a Research Professor of
Law and Director of the Institute for Constitutional History at George
Washington University Law School.

PROF. MARCUS: Thank you.

After reading the summaries of what will be discussed today, and after
hearing my fellow panelists, I realize that historians’ concerns are
somewhat different from the problems on the conference agenda. We take
the long view: we want court papers to be saved exactly as they were filed
and to be accessible in the future, because they are a fruitful source for all
kinds of historical research. Since the beginning of the national
government in 1789, the operations of the federal judiciary have played a
significant role in the development of the nation, and no one today can
anticipate what particular topic will be of interest to scholars in the coming
decades. It is impossible to determine what will be relevant and important
to the questions that will be studied fifty or a hundred years from now.
Historians, therefore, do not want records to be changed in any way or
destroyed.

They also do not want records to be sealed. 1 do not have firsthand
experience with case papers that have been sealed. 1 do know, however,
that papers are sealed too frequently, and litigation has ensued. If these
papers are not eventually opened, who knows what will have been lost to
history. Historians would urge the privacy subcommittee to devote the time
and energy to finding technological solutions to practical problems like the
redacting of information that would identify individuals or making voir dire
transcripts public, so that scholars can have access to as many court papers
as possible in the future. 1 understand that there are instances in which
sealing the record, or part of it, is the only feasible solution at the moment.
I would encourage the subcommittee to consider time limits for sealed
papers.

Time limits have been used in a variety of situations where privacy is a
concern. Judges who leave their papers to public repositonies, for example,
often provide in the deeds of gift that the collections cannot be used for a
specified length of time. We assume, especially when the time limit is
stated as “after all judges who served with the subject have left the bench,”
that the concern is to spare embarrassment for the judge’s colleagues. But
oftert a judge’s papers contain items such as information about litigants that
raise privacy concerns. Historians sometimes find copies of court filings in
these collections, and these papers do not necessarily have the redactions
that you find in the official copies of the documents. And this is a good
thing for us. The very items of information that are redacted are often
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useful to scholarly studies. While the judge and parties might not want this
information disseminated at the time the case is being considered by the
court, we would like it to be preserved. Historians believe that primary
sources should be kept just as they originated. No changes should be made
by another hand. If a time limit is imposed on sealed court records or
redactions, I think that privacy concerns would dissipate.

As illustration of historians’ need for unadulterated court papers, I can
point to a number of very important books whose authors have used federal
court records as their primary sources. Most of these concern courts in the
eighteenth and nineteenth centuries. Mary K. Bonsteel Tachau produced
the only monograph dealing with a federal district court in the 1790s, an in-
depth study of the court in Kentucky that served by law as both district and
circuit court.* My own work on The Documentary History of the Supreme
Court of the United States?® required many visits to regional archives to
find the lower federal court records that would reveal how and why the case
was brought to the Supreme Court.

For the nineteenth century, Christian Fritz’s book, Federal Justice in
California:  The Court of Ogden Hoffman, 1851-1891, is a perfect
example.® This monograph illustrates a new trend in judicial history.
Formerly, and still today to a large extent, our conclusions about the role of
courts and judges in our society were based on appellate opinions. But a
thorough study of a particular district court provides a view of the operation
of law that had not been available to us previously. We leamn about all
kinds of judicial business that did not eventuate in appellate court decisions,
The great variety of litigation, the people involved in it——and the trial court
involves the largest number of people in the federal system-—all inform the
legal, economic, and social history of the period being studied. For an
accurate picture to be drawn, records cannot be tampered with. Nothing has
been removed from the eighteenth and nineteenth century records used in
these works. If information is removed from twenty-first century court
records, historians will not be able to produce equally valid studies.

Some authors who have tackled twentieth century topics that required
research in federal court records have found the court records useful but had
to supply information that had been redacted from them. Often, this
information was found in copies of these court documents in private
collections. Examples include Allen Weinstein’s book, Perjury: The Hiss-
Chambers Case?’ and Stanley Kutler’s work, The American Inguisition:
Justice and Injustice in the Cold War 2®

24, MaRy K. BONSTEEL TACHAU, FEDERAL COURTS IN THE EARLY REPUBLIC: KENTLOKY
17891816 (1978).

25, THE DOCUMENTARY HISTORY OF THE SUPREME COURT OF THE UNITED STATES, | 789
1800 (Maeva Marcus et al. eds., 8 vols., 985-2007).

26, ChrisTiaN G. Frivz, FeperaL Justice iN CaLiFOrRNIAT THE CoUrT OF QGDEN
Horeman, 18511891 (1991).

27. ALLEN WEINSTERN, PERJURY: THE Hiss-ClIAMBERS CASE (1978).

28 Stanpey ] KUTLER, THE AMERICAN INQUISITION: JUSTICE AND INJUSTICE IN THE
CoLp War (1982).
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Writing history has changed a little bit in the twenty-first century. For
example, a book on Bush v. Gore?® came out sooner than it would have in
the twentieth century, because all the Florida court records were on the
Internet, and the author was able to do research in those records quickly.

[ have addressed myself to the privacy concerns with which this
conference is concemned. Let me just say in conclusion that there is a larger
question in the minds of historians, and that is the condition of the
permanent records and where they will be found in the future. Everyone
seems to be talking about instant access online. Will the courts continue to
administer the electronic database or will electronic records be turned over
to the National Archives, as the law requires?

The records of federal executive agencies—and lower federal courts are
treated as agencies by the statute—are to be turmed over to the National
Archives, and it is the National Archives’ responsibility to decide which
records should be kept permanently. When space for paper records was an
issue, there were fights over the destruction of records by the National
Archives, and court records often were involved.

About thirty years ago, for example, the National Archives decided to
keep all bankruptcy records from the mineteenth century but to destroy a
large portion of the twentieth century records because there were too many
of them. In the early 1980s, Chief Judge of the Northem District of
California Robert Peckham and a group of historians began a campaign to
encourage the National Archives to rescind its decision. They were
partiajly successful. The Archives agreed with the historians on a sampling
plan that would preserve a sufficient number of twentieth century
bankruptcy records to enable economic, social, and historical analyses to
proceed. But I gather that this sampling may not vet be in place.

A similar problem has befallen the records of other federal courts. The
National Archives put on hold its most recent records schedule, because of
opposition to the plan to destroy a large number of court records. The
Archives agreed to do an assessment. but that has not been completed.

Historians face many obstacles to using court records in their research.
Even before the advent of electronic records, courts were derelict in sending
their papers to the Archives. We expect to find court records in regional
archives, but often they just are not there. Working in the 1980s, David
Frederick, who wrote a history of the Ninth Circuit from 1891 to 1941,30
found no records in the Archives but, after searching the courthouse, found
some relevant material in the clerk's office. When I was working on my
Steel Seizure book?' n the 1970s, 1. too, looked for records at the Archives
but ended up finding them at the D.C. courthouse where the steel
companies filed swit. When you are lucky enough to find that a court

29, CHARLES L. ZELDEN, Busti v, GORE: EXPOSING THE HIDDEN CRISIS IN AMERICAN
DEMOCRACY (2008).

30. Davip C. FREDERICK, RUGGED JUSTICE: THE NINTH CIRCUIT COURT OF APPEALS AND
THE AMERICAN WEST, 18911941 (1994), .

31 Maeva Marcus, TRUMAN AND THE STEEL SeizZURE Cast:  The LIMITS OF
PRESIDENTIAL POWER (1977).
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actually has sent its records to the regional archives, you are faced with a
warehouse of records and no good way to search for exactly what you
would like to see. Electronic records represent an advance, because they, at
least, are searchable. Are they permanent, however? And historians have
found that the National Archives’ own database is difficult to use and
behind the times, so sending records there may not be the best thing for
historians, though the law has not changed.

PROF. CAPRA: Thank you.

First, I want to ask Ron Hedges about the sealing issues. Just being
involved anecdotally in cases, [ see that it is kind of automatic that lawyers
file things under seal. Is there something that needs to be done about this?

MR. HEDGES: 1 do not think it is automatic that lawyers file things
under seal. [ think it is automatic that lawyers sign protective orders that
have provisions in them that really govern discovery, and some place in that
protective order there is a sealing provision.

PROF. CAPRA: But in REFCO,*? we had filings just filed under seal
automatically, when they did not have any confidential information in them
that we could see. Does that happen routinely, in people’s experience?

MR. HEDGES: [ think, depending on the nature of the litigation, yes. I
supervised a lot of IP litigation, and it is common in patent litigation and the
like to want to protect information because someone thinks there is a
commercial secret somewhere that cannot see the light of day. The fact of
the matter is, there are not many things in civil htigation that need to be
filed under seal.

PROF. CAPRA: On the issue of anonymous juries, I do not know, Lucy,
what the reference was to the electronic access stuff that you let go by, but
there is nothing in the rules that I know about that deals with anonymous
juries—in the privacy rules.

MS. DALGLISH: My understanding is, it says, while the case is
pending, you cannot get it, and afterwards you can go back and make an
application. Then, when the entire case is concluded somewhere down the
line, you might be able to go back and do it.

PROF. CAPRA: That is not one of the Judicial Conference’s rules, in
my understanding, [s it?

MS. DALGLISH: 1 was told that 1t happened at the same time as the
electronic court access rules.

PROF. CAPRA: 1T just think that it is a case-by-case approach. Am |
wrong, Judge?

MS. DALGLISH: No, 1t is not case-by-case.

PROF. CAPRA: In terms of what CACM has on this, 1s there anything
on anonymous juries?

MS. DALGLISH: In other words, if I am a reporter, 1 can go to any
federal court in the country while the jury is being selected and they have

32 Inre REFCO Sec. Litig., No. 07 MDL 1902(JSR), 2010 WL 304966 (S.D.N.Y. Jan.
21.2010) '
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just been empanelled, and I can go to the clerk of court’s office and say,
“Can you tell me the names of the individuals on this jury?” [ am not aware
of a single U.S. district court in this country that would let you have it while
the case is going on.

PROF. CAPRA: 1 am just inquiring as to where this doctrine comes
from. Judge Huff wants to speak.

JUDGE HUFF: Isn’t there a minety-day hold on filing transcripts to
permit the redaction process to occur?

JUDGE TUNHEIM: There is, and transcripts of juror voir dire are
generally set aside separately.

PROF. CAPRA: This is not an anonymous jury rule per se. We are
talking, really, about the transcripts, which leads us to the panel.

MS. DALGLISH: If you go and listen in court and attempt to catch their
name, you c¢an hear their name. 1f you have missed jury selection and you
want to go in to the clerk’s office and say, “Can I have a list of the folks
who were empanelled?” they will tell you no. 1 am telling you, this is going
on all over the couniry. I get about three phone calls a month.

JUDGE TUNHEIM: 1 am not aware of any rule or policy that affects
that. You are probably right. In most instances, it depends on what the
clerk’s office will turn over to you. 1 think technically that should be
available. But itis not the subject of any rule or policy that 1 am aware of.

PROF. CAPRA: Mr. Hedges?

MR. HEDGES: The big debate going on these days now is in large
trials, where there are extensive juror voir dires being done and there are
pre-questionnaires being sent out. A question that courts are facing is
whether or not those questionnaires are things that should be available,
especially now that a number are being offered electronically.

The anonymous juries that | have seen are really ad hoc events because
of concerns, generally, about organized crime. The last time the Second
Circuit really had a fight about that was the Martha Stewart trial four or five
years ago.

PROF. CAPRA: In which the Second Circuit said that the judge had
acted too broadly.

MR. HEDGES: That is right.

JUDGE RAGGI: I am sure we are going to discuss this more. I think
what you are talking about 1s what judges would not consider to be an
anonymous jury.

MS. DALGLISH: You are night. I misspoke.

JUDGE RAGGIL  Just so we are all talking about the same thing.
Because, as you yourself pomted out, the profession of journalism has
changed so much. A person who comes to the clerk’s office and says,
“Could ] have the names and addresses of the jury?” could be looking to do
investigative reporting or could be up to mischief. No clerk is probably just
going to tum it over without making sure the judge wants it. So in the end,
that query is going to probably go to a judge. and then you are going to talk
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to a judge about why you want it and whether he is going to give it to you
or not.

PROF. CAPRA: Thank you.

I want to give Professor Reidenberg a chance to kind of sum up on this
issue of limited usage. Then we will close and get to the next panel.

PROF. REIDENBERG: Thanks, Dan.

I think it is really a question of thinking about the disclosure and the uses
that we associate with public access to the courts as really being part of our
political checks and balances. What are some of the uses? Oversight of
court fairness, oversight of court administration, uses connected with the
litigation—that is the bankruptcy case.

But now, when we talk about secrecy of the identity of jurors during a
trial and the points you just raised, we get into other areas where we must
be far more careful. Ts it okay, for example, that someone wants the names
and addresses of jurors who are sitting on the jury because they want to sell
them a particular cell phone service? Suppose the cell company’s
marketers discover that jurors, while they are sitting on juries, tend to be
more susceptible to advertisements for text plans. Is that the kind of world
that we want to see? 1 am very unsympathetic toward those types of
releases.

What about someone who wants to gain access to information from
probate records to create lists for a dating service of widows and widowers
who happen to be wealthy?

iIf we start seeing too much secondary use or out of context use, if we
start putting voir dire questionnaires in real time, online, in ways that are
searchable from Bing, what will be the effect on the willingness of our
citizens to participate in our legal system?

PROF. CAPRA: Is the technology available to limit that kind of
motivational use?

PROF. REIDENBERG: Yes. We can build the architectures. But, we
also need to build a legal structure that has some kind of sanction for the
non-permissible uses.
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CONFERENCE ON PRIVACY AND INTERNET
ACCESS TO COURT FILES

PANEL TWO: SHOULD THERE BE REMOTE
PUBLIC ACCESS TO COURT FILINGS IN
IMMIGRATION CASES?

MODERATOR
Judge Robert Hinkie*

PANELISTS
David McCraw’3
Daniel Kanstroom3?
Eleanor Acer®’
Elizabeth Cronin®6
Muark Walters3?

JUDGE HINKLE: This next panel is a more specific application of some
of the general principles that were addressed in the panel that we just
finished. When CACM was first developing the privacy policies that led
later to the adoption of the rules that we are operating under, Social Security
cases were cut out for different treatment than all other kinds of cases, so
that the Social Security files were available at the courthouse, but were not
available electronically over the PACER system. Then, as it went on
through, immigration cases got added to that, so that immigration cases now
are handled like Social Secunity cases.

One of the questions is whether that should be done that way, and what
adjustments, if any, should be made to the way they are handled. We have
a panel of some people with a great deal of expertise in the immigration
area to address it.

The first speaker we have is David McCraw. Hec is the Vice President
and Assistant General Counsel for The New York Times, a job that 1 think
probably 90% or maybe 100% of people at some point in their careers have
aspired to. What a great thing to do.

MR. MCCRAW: 1 guess I am happy they do not reveal what [ get paid.
That would cut that number down. That is why privacy is so important.

* United States District Court Judge, Northern District of Florida.

33. Vice President & Assistant General Counsel, The New York Times Co.

34. Director, International Human Rights Program, Boston College Law School.

35. Director, Refugee Protection Program, Human Righis First.

36. Darector, Office of Legal Affairs, United States Court of Appeals for the Second
Circuit.

37. Office of Immugration Litigation. Department of Justice.
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Professor Dan Capra very wisely invited Nina Bemstein to be here today,
.. . who is a New York Times reporter who covers immigration, on the
theory that you probably will hear from a lot of lawyers today, and should
hear from some real people. Nina, to her great fortune, is being honored
this moming in Washington, at the American Society of Newspaper
Editors, for her coverage of immigration. So to completely reverse the
tables on Dan, she sent a lawyer in her place.

She did prepare remarks about Rule 5.2 for me that begin, highlighted in
yellow: “Terrible mistake.” That phrase comes up in the first paragraph of
her remarks and her statement concludes with how many times government
officials tell her privacy is important—right after someone has died in
detention.

I will try to give a lawyerly gloss to those remarks.

As most of you know, and as I came to learn as I prepared for this, Rule
5.2 does have a carve-out, as Judge Hinkle suggests, for immigration cases,
where you have electronic access at the courthouse for the whole docket;
outside of the courthouse, you are hmited to the docket itself, orders, and
other dispositions. It is our view that this attempt at privacy, in effect,
serves neither of the public policy goals that are implicit in that. It neither
protects privacy very well nor does it bring the kind of transparency the
court system should have. It is, in effect, a version of what you heard in the
last panel, practical obscunity.

In my mind, “practical obscurity” is actually a code word for “elite
access.” It is a method by which we decide that certain people in this
democracy should have greater access to information than others. We do
that by making sure that people who cannot hire private investigators, who
do not have lawyers to go down to the courthouse, who live far away, who
are disabled, who do not know how the system works, do not have access.
To me, that is fundamentally a very, very bad approach to transparency.

I think it is also a bad approach to privacy, if you look at how it actually
plays out. I looked at about three months of Southern District filings in
immigration cases, just using PACER, What you can see when you go onto
the system are the orders and the decisions. You can see certain orders on
scheduling and so forth. You know who the litigant is. You know who is
seeking asylum. You know who 1s objecting to a deportation. If you look
at the online decisions, you can find out a great deal about the cases.

What you do not find and what you cannot get is the habeas petition, and
what you cannot get are complaints, usually n the nature of mandamus.
Those are very, very important for people like Nina, who are irymmg to find
out what is going on in a system that, on the administrative side, is
shrouded in secrecy. 1t 1s when they pop up in court that there 15 a chance
to understand what the complaints are about, what mistreatment is being
alleged. It 1s very important for her and for others like her and for
researchers to see that, and to sec not only individual cases, but to see
patterns.

Nina came to poignantly realize how the system worked when she wrote
a story about a woman, whose name 15 Xiu Ping Jiang, a Chinese woman
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who came to the United States.’® In China, she, of course, did what is
unthinkable: she had a second child. Therefore, she was being subjected to
mandatory sterilization. She fled to this country, and later she was detained
and in the process of being deported for violation of the immigration law.
During her hearing, the judge asked her name and she responded twice,
giving her name, not waiting for the Mandarin translator. The judge, an
administrative judge, thought this was some example of bad faith that she
was responding in English rather than waiting for the translator, and said, “1
am going to treat you as if you did not appear.”

Fortunately, she had relatives here, who were able to find a lawyer in
New York who took her case.

Her habeas petition would never have been known and would never have
been reported on except for the fact that it was misfiled. Even then it would
not have been found, except that Xiu Ping happens to have the same name
as the former wife of the gun man who shot up the Binghamton
immigration center last year.?? So while Times reporters were doing stories
on him, they came across her filing. It had been misfiled. It had been filed
publicly and was available remotely.

My point here is rather obvious, which is that it should not take a mistake
for people to know about that and to write about that case and cases like it.

JUDGE HINKLE: Next we have Professor Daniel Kanstroom, of Boston
College. He is the Director of the Immigration and Asylum Clinic and the
Director of the International Human Rights Program at Boston College.

PROF. KANSTROOM: Thank you very much. It is an honor and a
pleasure to be here.

I am going to speak from the perspective of both the theory and practice
of inmmigration law, an area that has sometimes been referred to as standing
in the same relationship to civil litigation as mud wrestling does to the
Bolshoi Ballet. I was asked to speak specifically about the current bars on
remote access to immigration cases.*C

My understanding is that the bars were motivated by two background
principles: one, a concern about sensitive information, and the second, a
concern about volume. 1 think these are surely significant concems and, in
some cases, compelling ones. But my ultimate conclusion, which 1 will get
to in a minute, is guided by a couple of fundamental principles that T will
disclose as a suggested way of thinking about this.

The main principle, as others have noted, is a general background norm
of openness, which [ think is mandated by the First Amendment, in addition
to due process and some deep common law traditional principles. The most
basic idea is that federal court case files are generally presumed to be

38. Nina Bernstein, For a Mentally Il Immigrant, a Path Clears Out of the Dark Maze
of Detention, N.Y . TIMES, Scpt. 11, 2009, at A20.

39. See Robert D. McFadden, Upstate Gunman Kills 13 at Citizenship Class, N.Y.
TIMES, Apr. 4, 2009, at Al

40. Rule 3.2(¢) of the Federal Rules of Civil Procedure and Rule 25 of the Federal Rules
of Appeliate Procedure bar electronic remote access by the public to filings in Social Security
appeals and certain types of immagration cases. FED R Civ. POS.2¢e), FED. R Ape P 25,
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available for public inspection and copying.?! Now, of course, these
principles are not absolute. Still, T would suggest that we start with them
and hold them, at least, as a kind of tiebreaker. I often tell my students in
Administrative Law that when you have these kinds of “tectonic” conflicts,
what you may really need is some sort of tiebreaker principle. 1 think the
principle here ought to be a strong presumption of open access.

Those who have concerns about problems caused by openness, in my
view, bear burdens of both production and persuasion. And I think those
are heavy burdens. In immigration cases, especially in deportation cases,
they are particularly heavy, due to a couple of other principles that derive
from the nature of the cases.

First of all, as the Supreme Court has long recognized——and just recently
reiterated in the Padilla v. Kentucky** case—deportation, while not
technically a criminal punishment, is a severe penalty. The stakes are very,
very high-—sometimes, literally life and death.  Although removal
proceedings are technically civil, deportation “is nevertheless intimately
related to the criminal process.™3 Also, as the Court has recently noted,
“The “drastic measure’ of deportation or removal is now virtually inevitable
for a vast number of noncitizens convicted of crimes.”¥ So I think we
ought to look to the norms of criminal cases for some sort of analogous
guidance. These are, for the most part, norms of open access. They are
certainly not categorical bars.

Another guiding principle is the legendary, sometimes humorous,
sometimes teeth-gnashing complexity of immigration law. One court has
referred to immigration as an area of law that would “cross the eyes of a
Talmudic scholar™;*> another, an area of law where “morsels of
comprehension must be pried from mollusks of jargon.”#®

Complexity in this context, I think, matters, particularly because the
exact boundaries of these rules are, to my eyes, rather unclear. I could not
tell, upon reading the text of these rules, whether they would cover a case
like. for example, Hoffman Plastics,*” which was a Supreme Court case that
dealt with the intersection between the National Labor Relations Act and
immigration law. It is also far from clear whether these rules cover all
habeas corpus challenges, particularly if they are just focusing on the
conditions of detention, naturalization appeals, etc.

41. Ser Richmond Newspapers, Inc. v. Virginia, 448 U.S. 555, 575-78 (1980). see also
Nixon v. Warner Commc’ns, Inc., 435 U.S. 589, 597 (1978) (recognizing cornmon law right
“to inspect and copy public records and documents. including judicial records and
documents™).

42, 1308, Ct. 1473 (20100,

43 Jd at 1481. See generally Daniel Kanstroom, Criminalizing the Undocumented:
lronic Boundaries of the Post-September {1th “Pale of Law”, 29 N.C. L InT'L L. & Com.
ReG. 639 (2004); Daniel Kanstroom, Deportation, Social Control and Punishment: Some
Thoughts About Why Hard Laws Make Bad Cases, 113 Harv. L. REv. 1890 (2000).

44 Padilta, 130°'S. Ct. at 1478 (citing Fong Haw Tan v. Phelan, 333 1).5.6, 10 (1948)).

45, Cervantes v. Perryman, 954 F. Supp. 1257, 1260 (N.D. il 1997,

46. Kwon v. INS, 646 F .24 909,919 (Sth Cir, 1981

47 Hoffman Plastic Compounds, Inc. v. NLRB. 535 U.S. 137 (2002).
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The point here is that immigration cases arise in a wide variety of
contexts, and [ fear the rules, as drafted, may be overbroad in ways that call
their validity into question. In fact, I am fairly certain that they are.

Finally, though, as our President likes to say, “Let me be clear.,” In
certain types of immigration-related cases, privacy concems are quite
compelling. For example, asylum cases, Convention against Torture?3
cases, S visa cases,?® T visa (trafficking-victim) cases,® U visa cases,’!
mean that many of these cases require substantially more protection than
the rules give. So the rules are overbroad in light of the background
constitutional and immigration law nonms, but they may be under-
protective in others.

The over-breadth problem, I think, also relates to-—as David was saying
and as I will validate—the tremendous value that is brought by close public
scrutiny to these cases. It has really made a huge difference, for a variety of
reasons, which, if we have time for questions, I would be happy to talk with
you more about.

A second feature of the system that I think should be highlighted in this
vein is the prevalence of transfer and detention decisions. This is a
powerful concern. Many thousands of people each year are arrested, placed
in removal/deportation proceedings, and then summarily detained and
transferred from, say, Massachusetts, where I have experienced it quite a
bit, or New York to remote parts of Texas or Louisiana, where their cases
proceed and where judicial review, if there is any, follows in that district, in
that circuit. So, remote access to these cases is incredibly important, and
incredibly difficult if you have to actually go to the courthouse to get it. I
apologize to anybody who lives in either Texas or Louisiana, but for those
of us practicing in Massachusetts or New York, I think it is a compelling
problem.

So the rules, as 1 said, are both overbroad and they also seem under-
protective 1n some cases. This under-protective aspect can inspire a false
and, [ think, dangerous sense of security. 1 would not want people to think
that these rules are sufficiently protective in the cases in which more

48. United Nations Convention Against Torture and Other Cruel, inbuman or Degrading
Treatment or Punishment, June 26, 1987, 1465 UN.T.S. 85 (as codified in § CF.R. § 208.18
(201)) [hereinafter Convention Against Torture).

49. S visas may be given to noncitizens who assist U.S. law enforcement to investigate
and prosecute certain crimes and terrorist activities. See 8 US.C. § 1101 (a)}15)S) (2006).
They are strictly numerically limited.

50. T visas may be given to noncitizens who are victims of “a scvere form of trafficking
in persons,” as defined in section 103 of the Trafficking Victims Protection Act of 2000. 8
US.C. § 1101 (@150

51. U visas may be granted to noncitizens who have suffered substantial physical or
mental abuse as a result of having been a victim of certain types of criminal activity: who
possess information concerning such criminai activity; and have been helpful, are being
helpful, or are likely to be helpful to a federal, state, or local law enforcement official, to a
federal, state, or local prosecutor, to a federal or state judge, to the Service, or 1o other
federal, state, or local authorities investigating or prosecuting criminal activity. See 8 U.S.C.
§ 1101 @ IS,
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protection is warranted. [ think all of this amounts to a call for greater
nuance and texture in the rules as they are drafted.

One last issue, which comes up a lot in current discussions about
immigration law, is the question of volume. I do think that volume is a
major problem, both for the administrative agencies and for the courts. 1
am not quite sure precisely how it compares to Social Security or other
areas of law. T do think, though, that volume has disparate impact in certain
circuits compared with others—more in the Second and Ninth, probably,
and the Fifth and the Eleventh; maybe a little less so in the Seventh and the
First. Anyway, it is certainly a concern. But I think it is a concern that
should be more technically and more hstorically understood. The volume
of appeals into the judicial system rose dramatically in the early 2000s for
quite specific reasons. Though I do not have time to go into details, there
was a confluence of three factors. One was vastly increased, post-9/11,
workplace- and security-related immigration enforcement. A second was
vastly increased and, in my view—-and, it now seems, in the view of the
Supreme  Court®>—rather  overenthusiastic and legally incorrect
criminal/immigration enforcement.  This concerns a certain type of
deportation case, where the person, often a person with legal status, is being
deported because of criminal conduct. T have referred to this as “post-entry
social control deportation” as opposed to “extended border control”
deportation, which deals primarily with undocumented people.3* The Court
on that score, by the way, has ruled in a series of cases, nine-to-nothing,
eight-to-one,>* that the government theories in those cases were wrong. So
there are a vast number of cases that are not going to be prosecuted as
aggravated felonies anymore.

A third factor is the reduction in the size of the Board of Immigration
Appeals that was championed by John Ashcroft.

None of these factors are now true. The Obama Administration has
stopped the workplace raids. As I said, the Supreme Court has definitively
rejected the Department of Justice’s legal theories in major crime-related
cases. Increased resources are now, properly in my view, being directed to
the Board of Immigration Appeals and to the immigration judges, where the
quality of administrative adjudication should improve. You can go to the
website of the Executive Office for Immigration Review to see some
statistics on this.>® 1 should also disclose that | am on the Immigration
Commission of the American Bar Association. We have just released a

52 See Padilla v. Kentucky, 130 S Ct. 1473 (2010}

53, See generally DANIEL KANSTROOM, DEPORTATION NATION: OUTSIDERS IN AMERICAN
HisTORY (2007) (analyzing these types of controls).

54. Lopez v. Gonzales, 549 U.S. 47 (2006) (holding that an “aggravated felony”
includes only conduct punishable as a felony under the Federal Controlled Substances Act,
regardless of whether state law classifies such conduct as a felony or a misdermeanory;
Leocal v. Asheroft, 543 US| (2004) (holding that state drunk driving offenses, which do
not have a mens rea component or require only a showing of negligence in the operation of a
vehicle, do not qualify as an aggravated felony “crime of violence™).

55 See Statistical Year Book, Der'1 OF JUSTICE.
htp:/www Justice. govieoir/statspubssyb2000main. htm (last visited Sept. 23, 20103,
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major report, written primarily by Amold & Porter, about this last set of
issues, and calling for certain further reforms, but highlighting the reforms
that are already taking place.?®

So 1 do think—though perhaps 1 am too optimistic about this-—the
volume concern is actually going to diminish, and 1 would bet that it
already has diminished, as the quality of admmistrative adjudication has
risen. Also, as T am sure you know, appellate court jurisdiction over
deportation cases has been substantially himited in recent years, particularly
in cases involving challenges to the denial of discretionary relief from
deportation.57

In any case, the volume concern cuts two ways. High volume, while a
concem for federal courts, also indicates to me that deportation can be a sort
of enforcement tsunami that bears close watching, especially by lawyers,
advocates, policy groups, and the press. Remote access to immigration
cases has been crucially important to determine whether there have been
patterns of racial disparities in enforcement, patterns of wrongful
deportations of U.S. ctizens, deportation of low-level offenders in
categories that superficially appear to involve major crimes (e.g.,
“aggravated felonies”), and much more. Much of my own scholarly work
has been in this vein.

So in sum, the general exemption of immigration, and especially
deportation, cases from remote access seems to me to require much more
substantial justification than T have yet heard. Certain types of cases clearly
do require protection. But for those cases, sealing and redaction are much
more appropriate.

But, in general, given the harshness of deportation, its convergence with
the criminal justice system, the complexity of the law, the lack of counsel
for most deportees, and the prevalence of detention and transfer policies, it
seems to me that the costs of general exemption are much greater than the
potential benefits.

Thank you.

JUDGE HINKLE: Next we have Eleanor Acer. She is the Director of
the Refugee Protection Program at Human Rights First.

MS. ACER: Thank you very much. It is a pleasure to be here.

Human Rights First works in partership with lawyers at law firms in
New York, Washington, and other places around the country to help
provide legal representation to asylum seekers who are indigeni as they
navigate their way through the asylum system. And we provide this
representation at the Asylum Office level, before the immugration courts,
and before the federal courts as well. We also advocaie with the U.S.
government to urge that U.S. asylum standards are in accordance with our

56. ARNOLD & PORTER LLP FOR THE ABA COMMISSION ON IMMIGRATION, REFORMING
THE IMMIGRATION SYSTEM: PROPOSALS TO PROMOTE INDEPENDENCE, FAIRNESS, EFFICIENCY.
AND PROFESSIONALISM IN THE ADUDICATION OF REMOVAL Cases (2010), available at
hitp/fwww abaneLorg/media/nosearch/immigration_reform_executive_summary_0§2510 pdf.

57. See Daniel Kansuoom, The Better Purt of Valor: The REAL 1D Act, Diseretion, and
the "Rule” of Immigration Law, 51 NY L Scu L REv, 101 (2006/07),
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obligations under the 1968 Protocol Relating to the Status of Refugees
(Refugee Protocol)®® and other international human rights standards.

Asylum has a long history in this country. The pilgrims came here
seeking some protection from persecution. In the wake of World War 11,
the United States led the international community in setting up a regime to
ensure the protection of those who fled from persecution. In 1980, the
United States enacted a law that actually created the status of asylum.?
That law just celebrated its thirtieth anniversary last month.5

1 am giving you a little bit of background just to set the stage for the
importance of maintaining confidentiality and some protections for
confidentiality in asylum cases and in similar cases involving withholding
of removal due to refugee statusé! and withholding of removal under the
Convention Against Torture.%?2 1 actually agree with many of the points
raised by my fellow panelists. T agree that this is not an easy issue to
navigate, but I think it needs some closer examination.

There are a number of reasons, which 1 will touch on, for maintaining
confidentiality in cases involving asylum and similar forms of immigration
retief. One is, of course, the potential for some kind of retaliation against
an individual if he is returned home. Another reason is the potential for
some kind of harm to family members or other colleagues who may
actually still be in the country of persecution. In addition, asylum
applications often involve very confidential types of information. Finally,
another reason is that the very nature of an asylum application requires that
applicants be honest about very intimate details of their lives, as well as
about information that could affect the lives of other individuals, and so the
assurance of confidentiality is actually incredibly important to the people in
the process and also important to the strength of the asylum system, so that
applicants and witnesses really do provide accurate information and are not
scared to provide information that is important to the process out of a fear
that it may later be publicly disclosed.

U.S. regulations, as some of you may know, actually contain specific
protections for confidentiality in asylum cases. These regulations appear in
two different places. They appear at 8 C.F.R. Section 208.6% as well as 8
C.F.R. Section 1208.6.4% The reason they appear in two different places is
that since the Department of Homeland Security took over the

58. Protocol Relating to the Status of Refugees, Jan. 31, 1967, 19 US.T. 6223, 606
UN.T.S. 267 (entered into force 1968).

59. Refugee Act of 1980, Pub. L. 96-212, 94 Stat. 102 (codified as amended at 8 US.C.
§ 1522 ¢2006)).

60. HuMan RigHTs FIrsT, RENEWING U.S. COMMITMENT TO REFUGEE PROTECTION:
RECOMMENDATIONS FOR REFORM ON THE 30TH ANNIVERSARY OF THE REFUGEE ACT 1 (2010),
available at htp://humanrightsfirst.org/asylumirefugee-act-symposium/30th-AnnRep-3-12-
10.pdf.

61 See Withholding of Removal Under Section 241(b){(3)B) of the Act and
Withholding of Removal Under the Convennion Against Torture, 8 C.F.R. § 208.16 (2010},

62. See Convention Against Torture, supra notc 48.

63. 8CFR.§20856.

64, Id §1208.6.
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responsibilities of the former INS, the U.S. Immigration and Naturalization
Service, in 2003, responsibility for immigration and asylum matters now
rests with the Department of Homeland Security, though the Department of
Justice continues to play a role as well. As a result, these regulations are
essentially mirror regulations appearing in two different places.

Under 8 C.F.R. Section 208.6(a), “Information contained in or pertaining
to any asylum application, records pertaining to any credible fear
determination . . . pertaining to any reasonable fear determination . . | shall
not be disclosed without the written consent of the applicant, except as
permitted by this section or at the discretion of the Attorney General.”%3
Now, under the Homeland Security Act, that discretion actually rests with
the Secretary of Homeland Security.%¢

The regulations include an exception for “[a]ny Federal, State, or local
court in the United States considering any legal action,” including that
“lalrising from the proceedings of which the asylum application, credible
fear determination, or reasonable fear determination is a part.”™’

In addition to these regulations calling for confidentiality in asylum
proceedings, the instructions on the asylum application form actually
inform the individual applicant at the time he or she actually fills out the
initial asylum application.®® The asylum application form’s instructions
state,

The information collected will be used to make a determination . . .. Tt
may also be provided to other government agencies . . . for purposes of
investigation . . . . However, no information indicating that you have
applied for asylum will be provided to any government or country from
which you claitn a fear of persecution.5”

Then the instructions cite to the regulations, i.e., to § C.F.R. Section 208.6
and 8 C.F.R. Section 1208.6.70

Why does this matter? I can tell you why I think it matters, and 1 will in
a little bit. But I am going to cite the Department of Homeland Security’s
explanation of why confidentiality matters first.

There is a fact sheet that was prepared by the U.S, Citizenship and
Immigration Services (USCIS) Asylum Division and that fact sheet is
posted on the USCIS website.”! This fact sheet was prepared for those in
the USCIS Asylum Division who actually adjudicate asylum cases.’? In

65 id § 208.6(a).

G6. Homeland Security Act of 2002, 6 US.C. § 271 (2000).

67. BCF.R 2086(c)2).

68, U.S. Citizenship and Inunigration Services, 1-589, Application for Asylum and
Withholding of Removal, available at http//www uscis.gov/files/formyi-389.pdf,

69 See US. Citizenship and Immigration Services, Instructions, [-589, Application for
Asylum and Withholding of Removal, availeble at http/iwww uscis.gov/files/formi-
S8%nstr.pdf.

70. See id.

71 See U8, Citizenship and Immigration Services, Fact Sheet:  Federal Regulations
Protecting the Confidentiality of Asvlum Applicants (June 3, 2005), available at
http.//www.uscis.gov/files/pressrelease/FetSheetConf061 5035 pdf.
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both the first paragraph and in the response to the first of the frequently
asked questions, USCIS explains some of the reasons why the regulations
protect asylum-related information.”? The fact sheet explains that “[pJublic
disclosure of asylum-related information may subject the claimant to
retaliatory measures by government authorities or non-state actors in the
event that the claimant is repatriated, or endanger the security of the
claimant’s family members who may still be residing in the country of
origin.”’ Public disclosure also can, in rare circumstances, and only if the
individual can meet the standards, give rise to a potential asylum claim in
and of itself, based on potential for persecution based on the release of that
information.”

The U.S. Court of Appeals for the Fourth Circuit, in its decision in Anim
v. Mukasey,”® has actually cited to this particular USCIS memorandum and
its explanation of why maintaining the confidentiality of asylum seekers is
important.”” So, too, has the Court of Appeals for the Second Circuit in its
decision in Lin v. U.S. Department of Justice.”®

I am also going to read briefly from the policy of the UN Refugee
Agency. The United Nations High Commissioner for Refugees (UNHCR)
was actually created before the 1951 Refugee Convention.” The United
States 1s a member of the Executive Committee of UNHCR and is also one
of UNHCR’s leading donors. UNHCR has explained, in a policy letter, that
“the nature of asylum proceedings call[s] for strict observance of the duty of
confidentiality.”8® The UNHCR itself has a confidentiality policy for all
the refugee status adjudications it conducts itself across the world. As a
general rule, UNHCR will not share any information with the country of
origin (i.e., the country of feared persecution). The policy letter also
stresses that information relating to the applications needs to be kept strictly
confidential. The letter includes several additional paragraphs describing
the importance of maintaining confidentiality in asylum cases.

For people who have actually applied for asylum, many kinds of
information are included in their asylum applications. This information can
be very personal and sensitive information: the details of an individual’s
rape or torture; the rape or torture of the applicant’s family members or
colleagues; details about an individual’s sexual or gender identity, or the
sexual or gender identity of another.

Sometimes asylum applications and testimony can include names of
individuals who helped an asylum seeker escape from his or her

73. Id at2,3.

74. Id at3.

75. Id.; see also United Nations Convention Relating to the Status of Refugees, July 28,
1951, 189 UNN.T.S. 150.

76. 535 F.3d 243 (4th Cir. 2008).

77, Id. at 253-55.

78. 459 F.3d 2585, 263-64 (2d Cir. 2006).

79. See About Us, UNCHR: THE UN REFUGEE AGENCY,
hitp://www.unher.org/pages/49¢3646¢2.himi (last visited Sept. 23, 2010).

8. Letter from Joanne Kelsey, Protection Officer, UNHCR, to Sandra Saltrese, Miller
& Associates (July 12, 2007) (on file with Human Rights First).
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persecutors; names of other individuals who participated in prohibited
political activity with the asylum seeker; or the names of individuals who
are members of an underground church. Often during the asylum process,
the applicant will need to describe how other individuals who are similarly
situated are treated, and U.S asylum adjudicators will want names,
specifics, dates, and other detailed information to assess credibility and
eligibility for asylum.

Oftentimes, the very fact that a person has applied for asylum can be
viewed by a persecuting government as an act of treason, or at least as a
blatant criticism of the government and its human rights policies3' This
danger was publicized more at the height of the Cold War, but this danger is
still very much present, whether we are talking about China or Iran or many
countries where state and non-state persecutors may target individuals for a
wide range of reasons.

In closing, 1 would like to thank the Judicial Conference Privacy
Subcommittee and Fordham University School of Law for inviting me to
participate in this panel. I actually did not realize that the confidentiality of
asylum claims was a subject of discussion by the Judicial Conferences’
Privacy Subcommittee. In looking at this issue in preparation for our
discussion today, I realized that there needs to be a lot more attention
devoted to these issues.32

JUDGE HINKLE: Thank you.

Next is Elizabeth Cronin. She is the Director of Legal Affairs and Senior
Staff Counsel at the Second Circuit.

MS. CRONIN: Thank you, Judge. Good morning. Thank you so much
for inviting me,

From the viewpoint of the federal courts, there are two issues that I think
are relevant to the discussion here today. One is the public availability of
the A-number, or the alien registration number, and then whether the
federal rule 5.2(c)® should be reexamined or what the implications of that
rule are. 1 am going to address the A-number issue very briefly. I think I
am going to let Mark Wallters talk about that in more depth. 1 would like to
focus on the public access portion of the federal rule.

To set the stage, 1 would like to explain that, for the most part, up until
about 2002, the federal circuit courts dealt with immigration cases,
particularly asylum cases, on a relatively small scale. Prior to around 2002,
immigration cases accounted for less than four percent of our circuit’s
caseload. Within just a couple of years, the filing of immigration cases
exploded, and by 2004 to 2005, they accounted for over forty percent of the

81. See Virgil Wiebe et al., Asking for a Note From Your Torturer: Corroboraton and
Awthentication Requirements, in Asylum, Withholding and Torture Comvention Claims,
IMrMiGR. BRIEFINGS, Oct. 2001, at 6 n.24 (on file with Human Righis First).

82, See Memorandum from Bo Cooper, INS General Counsel, to Jeffrey Weiss, INS
Director of Int'l Affairs, in Hearing Before the Subcomm. on Immigration, Border Sec., &
Claims of the H. Committee on the Judiciary. 107th Cong. 41 (2002), availuble at
http:/fjudiciary house.gov/iegacy/82238.pdf.

83, Fen. R.Criv. Po5.2(c).


http:issues.82
http:policies.sl

36 FORDHAM LAW REVIEW [Vol. 79

court’s caseload3 So you can see that it increased exponentially over a
really short period of time. As a result, many people in the court ended up
becoming experts in a lot of different areas of immigration law, as a
necessity.

As many of you are probably aware who are involved in this field,
our court tried many different methods of handling the influx of cases, both
to address a rising caseload and out of a desire to provide a timely forum for
the litigants. Ultimately, the court developed a non-argument calendar,
which we call the NAC,% successfully eliminating the backlog. But the
cases continued to come, predominantly to the Second and the Ninth
Circuits.

Prior to this time, I do not think a lot of thought was given to A-numbers
or the implications of having A-numbers available. However, once the
deluge of immigration cases came, it quickly became clear that the only
reliable method for keeping track of the thousands of immigration cases that
we were dealing with was to have the A-number utilized to identify who the
cases belonged to. There is a letter from Molly Dwyer, who is the Clerk of
Court in the Ninth Circuit, addressing this issue in the materials that were
given out this moming.86

There have been some suggestions that the A-numbers should be
redacted as a way of protecting the confidentiality of the litigants. But, as
Molly says in her letter—and our clerk of court agrees—absent a suitable
replacement system, this could really wreak havoc on the courts and the
ability of the courts to maintain order of the thousands of cases that get
filed.®7

Some of the issues that are relevant with respect to the availability of the
A-numbers:

First, the names in many of these cases are incredibly similar. In our
circuit, a large majority of the cases are Chinese immigrants filing
asylum.®® There has been a lot of confusion in how the names are reported
when they get to us, whether their first names are substituted for their last
names, Many of the last names are similar. Without having some other
identifier, like an A-number, it would be impossible for the clerk’s offices
to keep track of who the cases belong to.

Second, immigration cases, as you know, can go on for many, many
years. They go from the agency up to the circuit. They go back to the

84, MICHAEL A. SCAPERLANDA, IMMIGRATION Law: A PrimirR 7 (Federal Judicial
Center, 20093, available at htp//www fjc. govipublic/pdfnst
lookup/immlaw09. pdf/8filesimmlaw09 pdf

85, See generally 20 Cir. R, 34.2.

86. Letter from Molly C. Dwyer. Clerk of Court, U.S. Court of Appeals for the Ninth
Crreuit, to Professor Daniel Capra, Fordham Law School (Nov. 2, 2009) (on file with
Fordham Law Review).

87. I

88, See Jobn R.B. Palmer et al. Why dre So Many People Challenging Board of
Immigration Appeals Decisions in Federal Court?  An Empirical Analysis of the Recent
Surge in Peditions Jor Review, 20 GEG. IMmiGr. L1 1, 71-72 (2005).
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agency, sometimes many times. It is an effective way of making sure that
the case is tracked properly.

Third, clerks are always concemned that somebody may get deported by
mistake because they were misidentified. The A-number is a way of
preventing that from happening.

Fourth, the Board of lmmigration Appeals (BIA) issues presidential
decisions with A-numbers, except in asylum cases. But many cases begin
as asylum cases and then tum into something else when they get to the
circuit court.

Fifth, courts do not want to be in the business of doing redaction, for
obvious reasons. They do not want to be taking documents that come to
them and altering them in some way. Also they do not want to be charged
with the awesome responsibility of perhaps taking something out that
should not be taken out.

Lastly, there is a question of what harm could come to petitioners as a
result of the A-numbers being made available, and even some Immigration
Judges have asked courts to put the A-number on their decisions so that
they can track the case that they had when it was at the agency level.

I will let Mark deal with that more. But those are some of the issues that
are relevant to the A-number.

With respect to Federal Rule 5.2, as I understand 1t, initially the Social
Security cases were the ones that were given protection from unlimited
public access, because they are inherently different from regular civil cases.
They are a continuation of an administrative proceeding, the files of which,
at that level, are confidential. Moreover, according to the report of the
committee when they were discussing this rule, the cases in the Social
Security context are of limited or no legitimate value or use to anyone who
is not a party in those cases.®¥ As you know, with Social Security cases,
they are replete with medical records, because the person has to put that
information in, in order to qualify for the benefits.

Immigration cases were included in the new version of the rule because
they presented similar privacy issues as those in the Social Security cases.
As discussed, this federal rule limits access to actual documents at the
courthouse and does not permit electronic access, other than to the docket
sheets and the court’s decision. | think, as both Mr. McCraw and Professor
Reidenberg said, it ends up being practical privacy or practical security,
because fewer people have physical access to those records.

It is not surprising to me that the media and research academics would
want greater or easier access to court documents. 1 think in the written
materials, Mr. McCraw mentioned judicial transparency. This is obviously
a very important concept to the federal courts as well. Under this particular
rule, the judiciary is trying its best to balance the court’s own support of
open access to records with the pnivacy of litigants. As everyone has
discussed from this mormung’s panel to this panel, it 15 a very difficult and

§9. Feo R Civ. PUS.2 advisory committee’s note.
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complicated issue. The rule is not perfect, but it is an effort to balance
those two competing interests.

In this day and age of electronic availability of just about everything, 1
guess the question is, is this rule an anachronism, or is it a euphemism for
“elite access™ Or is it trying to address a legitimate concern that unfettered
electronic access to immigration records through the courts can lead to
what, I think, one professor this morning said could be data mining that
would create dangerous situations for petitioners because Internet access
may altow for private or personal information to go viral?

Professor Kanstroom talked also about whether immigration cases are
more akin to criminal cases, and mentioned that it would be helpful to look
at the criminal privacy rules. But criminal cases, as we know, are available,
for the most part, electronically. In my view, having read a lot of
immigration cases and looked through a lot of immigration records, there
are some differences between immigration and criminal cases that would
make immigration cases more akin to Social Security-type cases that would
warrant, perhaps, a stronger look at those privacy issues.

As 1 said earlier, Social Security cases originate in the administrative
agency and then they come right to the Federal Circuit courts. The
administrative records, as Ms. Acer so ably described, are replete with
personal information. There is a letter from the government to a judge
involved in the beginning process of developing these rules about what
kinds of records are available.?? If you have the ability to look through an
administrative record in an immigration case, you can see that it is not in
discrete areas, that this personal information is woven throughout the entire
record, in the same way as the Social Security case. There are copies of
passports, which include photographs. There are photographs of the
individuals and their family members. They have history of their origin,
their dates of birth, the addresses where they lived in the country from
which they are coming to the United States. There is information about
their children. There are often very detailed medical records. There are a
lot of different statements, because these petitioners are giving statements,
often from the time that they arrive in the United States, regarding torture,
domestic violence, gender identification, political dissent, sexual assault,
among many other issues.

As you know, in asylum cases, often what the immigration judge is
Jooking at are credibility determinations. A lot of times, the decision as to
whether or not to find the petitioner credible rests upon the information that
that person is providing. If they are providing very little detail, then if is
more likely that the immigration judge may rule against them., It is
important for them to provide as much personal detail as possible.

One of the problems that our court has experienced is the lack of the
quality of representation of asylum petitioners. About eighty percent of

90. Letter from Peter D. Keisler, U.S. Department of Justice, Civil Division, to Hon.
Sidney A. Fitzwater, U.S. District Coun for the Northern District of Texas (Oct. 15, 2004)
(on file with Fordham Law Review).
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petitioners in our court are represented by counsel, which would sound like
a good thing, But many times they may often be better off representing
themselves than having counsel. These are retained counsel. They are not
appointed for them. So there is some concern that even if redaction rules
are put into effect, these attorneys are not going to be providing the kind of
redaction that would protect the people whom they are filing on behalf of.

Thank you.

JUDGE HINKLE: Thank you.

Mark Walters is the Senior Litigation Counsel at the Office of
Immigration Litigation, the Department of Justice.

MR. WALTERS: Thank you, Judge Hinkle.

{ have been doing appellate and trial litigation in the area of immigration
law for twenty-five years at the Department of Justice, twenty of them as
both a litigator and supervisor. For reasons I can no longer remember, 1
became the principal point of contact for the Ninth Circuit when there were
issues related to mediation, or when general administrative matters needed
to be addressed. One of the recurring topics of discussion with the Ninth
Circuit was the process of getting administrative records to the court from
the BIA, As we moved toward electronic filing, almost every aspect of that
process needed to be looked at again: How are we going to transmit
records? Will they be paper records or electronic? Are the records going to
go online? If so, what portion of each record is going to be kept from the
general public and what will be available to the public online?

The practice right now, as you all know, is that the public has limited
access on PACER, but unlimited access at the courthouse for those who are
willing to go there and ask for the file.

The current practice 1s working on a number of practical levels. That
does not mean that public access cannot or should not be improved in the
future. My concern is that we are not where we need to be technologically
to improve access today.

Let me deal with the alien registration number, or A-number, issue first.
I do not know if the Privacy Subcommittee has received any letters on this
issue, but I know the clerks of the various circuits have gotten letters from
time to time urging that the A-numbers be redacted from their orders. I
think Elizabeth has given you a number of reasons why they should be left
on court orders—common names, among other things. But also, more than
in any other area of law, people in immigration proceedings are repeat
litigants. Many immigration cases come to the Court of Appeals twice, and
go through the agency two, three, or four times. You want to make sure
you know, when you are dealing with somebody, whether there are already
removal orders for this person, or whether they have already been granted
immigration benefits. When aliens have interacted with the benefit side of
the Department of Homeland Securty, the U.S. Citizenship and
Immigration Services, USCIS, or even with the now-defunct Immigration
and Naturalization Service, they would have done so under an assigned A-
number. But their names might change over time. There are lots of
legitimate reasons for a subsequent name change. Marriage is an example,
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In addition, after aliens have been here for a while, they may choose to
anglicize the order of their names, or even change the spelling to make it
more readable or pronounceable in English. There are also many
illegitimate reasons for subsequent name changes, like the adoption of
aliases for criminal activity or to avoid immigration enforcement. The A-
number sticks to the individual despite these changes almost as well as the
fingerprint. And it really helps avoid clerical error. In the end, it helps
prevent mistaken removals, and promote accurate enforcement of court
orders.

The Ninth Circuit has had hundreds of cases in the last several years
where the surname is Singh; the Second Circuit, hundreds of Lin cases.
One of my attorneys accused me of giving her only Lin cases after I
assigned her three in a row. It was just a coincidence, but I think you get
the point. The situation we have long had in the United States with an
abundance of people named Smuth and Jones presents itself even miore
frequently in some cultures, because of repetition or similarity of names.

Turning to the question of what should be available on PACER, the
points made by Eleanor Acer on asylum are good points. The need for
confidentiality in the asylum context is one of the primary reasons not to
give public access to immigration records on PACER. The suggestion has
been made to redact immigration records and then give the public full
access online. This ignores the sheer volume of cases that would need
careful redaction. In the last six years, the number of cases that have gone
from the BIA to the courts of appeals have ranged from a low of about
7,500 to a high of about 12,300. To illustrate what redaction of these
records would mean in practical terms, consider the experience of the
Freedom of Imformation Act (FOIA) unit at the Board of Immigration
Appeals. [t takes a member of that unit about two hours to go through an
inch of paper and redact it using FOIA standards. The average asylum
record is four inches thick. This means one FOIA officer would have to
work a full day to get just one average asylum record ready for transmission
to the court of appeals in redacted form.

So why not ask the petitioners’ attorneys to do it? For cases completed
in immigration court in fiscal year 2009, only thirty-nine percent were
represented, while sixty-onc percent were unrepresented. For obvious
reasons, it would be unwise to ask unrepresented aliens to apply the
standards that trained FOIA officers apply if you expect to get a meaningful
redaction. Such pro se redactions would be inconsistent in the extreme,
sometimes to the public’s detriment and sometimes to the alien’s.

The Ninth Circuit has a pro bono program and makes a large effort to get
quality law firms on the west coast to give their junior associates experience
in the Court of Appcals by providing immigration training and asking them
to take cases. If you are going to ask these firms and their lawyers to do
redaction when they agree 10 take these cases, what impact will that have on
the number of firms and lawyers willing to participate in the pro bono
program? I am not sure you would get quite as many volunteers if the
commitment up front is to spend a day or so doing redaction,
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I want to sum up by saying that I think the ultimate goal, to reveal as
much as possible online, is a worthy one. But practical realities mean we
must wait for the technology that will make this reasonably possible. Right
now, if redaction has to be done manually, given the amount of time and
money that it would take to deal with up to 12,000 records a year, we are
not there yet.

JUDGE HINKLE: We are at the point of taking questions.

PETER WINN: T just have a question for Elizabeth Cronin, in terms of
the technology of the access to a Social Security or an immigration file. |
did some experiments in Seattle on this. My understanding is that an
outsider can actually enter a notice of appearance in a case as an interested
party or something and actually have online access to it. It is just not
anonymous access. So the parties to the case would know who was
watching and looking at the pleadings. They would have remote access.

MS. CRONIN: Ido not know. According to our Clerk of Court, PACER
access is available to pretty much anyone who files, but I do not know
about that specific issue.

MR. WINN: With respect to an offline case, which is what Social
Security and immigration cases are, even though there is no access through
PACER, the parties have online access.

MS. CRONIN: Correct.

MR. WINN: So a third party who 1s not a party has, technologically, the
ability to identify themselves as somebody who wants that access and can
file using the same technology as the parties do. It is just that the parties
would be able to see that and see that transparently and be in a position to
protect themselves if they wanted to.

I just was not sure if you were sort of zeroed in on the technological
capacity to deal with some of the concerns of the press about online access
to these offline records. But the availability of this intermediate system
would also allow, to some extent, online access on an individualized basis.

PROF. KANSTROOM: May I speak to that? In anticipation of this, |
did a little bit of unscientific empirical research, and [ started calling around
to some lawyers who litigate nationally in these kinds of cases. A couple of
people did mention that. That made me think that a lot of the problem here
is a question of coding, whether we could code asylum cases to protect
them at a sort of anterior point in the system or not, and the idea that if we
cannot, we still have this other problem. A couple of lawyers, for example,
said to me that they were now thinking that all they had to do to maintain
access to their cases was not code them as immigration cases, but get them
coded as habeas or something else.

So [ think this is a big question. Maybe there are the kernels of a solution
m that understanding.

JUDGE TALLMAN: [ am from the Ninth Circuit in Seattle.

I want to underscore a couple of points that Mark Walters and Ehzabeth
made. The letter that Molly Dwyer wrote was written at the direction of the
fifty judges on our court, who process 8000 immigration cases a year. |
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think about the privacy problems in immigration, the sensitive information
in Social Security appeals, the sensitive information in criminal cases. We
are working on a national security case right now, with top-secret
information. If we have to redact or somehow deal with these problems in
each of these cases, it will bring the Ninth Circuit to its knees.

And I do not think the Ninth Circuit is alone. 1 cannot underscore the
practical problems that we have in just getting access to information that
has already been partially sealed or redacted before the administrative
agency or the court below, in trying to get a comprehensive appellate record
so that the decision maker is presented with the information that he or she
needs in order to make the decision.

You can talk about all of these interim steps to try to protect some of the
sensitive information. But how do you describe in the opinion, when you
are writing the decision, the reasons why you decided the case, without
disclosing that which you are seeking to protect?

I also want to underscore the point with regard to the identifiers. We just
have too many litigants by the same name. We are going to have to give
them some kind of a number that is going to be unique, whether it is an A-
number or a Social Security number or a new litigation number. 1 just do
not know any other way to do it. Otherwise, we cannot have any
confidence when we put that person eventually on the plane, if they are
going to be deported, that we have the right Singh who is going back to the
Punjab.

JUDGE HINKLE: What do you do now? You issue the opinion where
you describe the information in, say, an asylum appeal. That opinion goes
out, and it has the name and it has the information in it, right?

JUDGE TALLMAN: That is exactly right. And you run into the
problem that Mr. McCraw was talking about, where in the wrong case, that
information can have very harmful consequences back in the country that
you are going to repatriate the alien to.

MR. MCCRAW; 1 certainly have a great deal of sympathy for the
practical problems of the courts dealing with paper. But I hope those of you
who are attorneys for civil litigants will share with me sort of the irony,
having been in front of judges, where, when we explain how hard electronic
discovery is, how many documents we have to go through, and having
judges tell us, “Figure it out. The law requires you to disclose those
documents.”

The fact is, we understand that. These practical problems should be
taken seriously, but they should not overcome constitutional rights and the
greater common law values of transparency in the court system.

JUDGE RAGGI: 1 have a question that asks this panel to think beyond
its particular task and may actually tread a little bit on CACM's
responsibilities, When we talk about redacting immigration cases, we are
basically talking about creating an exception from the presumption in favor
of open court files. We will hear in the course of today from any of a
number of groups who will say, “Make an exception for me. too.”
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1 am not sure [ quite understand how the privacy concerns that you have
articulated and that | recognize with respect to immigration warrant a
different treatment from the privacy concems of other litigants in a variety
of cases, of jurors—we have just heard it said that for jurors it is tough.
This is part of their civic duty. Why is not that also the answer with respect
to any party that comes knocking at the court door? I am not suggesting
that we may not recognize exceptions. But, why immigration and not other
areas?

MR. WALTERS: 1 think one answer to that is the volume. The Ninth
Circuit, in the last six years, has ranged from thirty-one to forty-one percent
of their docket being immigration cases.

JUDGE RAGGI: You think that is an argument for sealing or redaction?

MR. WALTERS: That is an argument for why they should not have to
be redacted, but, rather, limited access on PACER should continue, with
only attorneys of record having access.

JUDGE RAGGI: Why limited access, though, for this type of case and
not others presenting comparable privacy concerns or for jurors who have
provided a host of private information to us?

MR. WALTERS: 1 think it is the practical problem with applying
redaction rules to that volume of records, coupled with the fact that this
would not be light redaction. As some of my co-panelists have indicated, in
addition to the sensitive information in asylum cases, which are a large
percentage of the immigration docket, you have quite a bit of personal
information in every immigration case, having to do with Social Security,
Selective Service, medical history, hardship claims with medical records,
and marriage information, sometimes including very personal details. Is
this a legitimate marriage or is it not? The list of sensitive and personal
information frequently found in immigration records goes on and on. One
of the letters in the materials gives a more comprehensive list, 9!

So 1 think it is volume combined with a need for thorough redaction that
distinguishes immigration cases. It is not a light redaction, like you might
see in some other cases, where there are only a few places in the record
where you have to deal with sensitive or personal information. And it is not
a manageable volume. These two factors call for an exception.

JUDGE RAGGI: If ] can just press my concern, because the committee
will undoubtedly discuss this at some length. This is not an area of simply
a private dispute-- -contracts or anything else. This is an area of enormous
public debate, reaching well beyond the judiciary. To not give broad access
to what we are doing in this area raises some of the concemns that Mr.
McCraw highlighted. 1 think we are a little hesitant about limiting access.
Who would we limit access to? You have suggested just the litigants. How
could we justify that in an area of serious public policy debate?

JUDGE HINKLLE: We arc at the end of the pancl, basically. 1 would say
this to everybody. One of the reasons we have panels like this is to hear
stories like David McCraw told us about accidentally coming on to a case

9t 1d.
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that really needed to be reported. Yet the puzzle for everybody 1s to figure
out a way to protect the private information. If that is an asylum case, it is
probably chock-full of this really private information. Figure out a way to
protect the private information while also allowing public access to the fact
that there is an immigration judge who is being very arrogant and treating a
person shabbily, which needs to be disclosed publicly. It is a very difficult
problem.

MS. ACER: In many of these cases, at least in the asylum context, you
are talking about returning people to places where individuals—either that
individual or others—are at risk of persecution, torture, and serious harm, in
states that either are not protecting individuals or are actively persecuting
those people. We in the U.S. have no control over that.

1 think that is one way in which these cases may be different. I am not at
all commenting on the protections that other individuals should potentially
€njoy or not.
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CONFERENCE ON PRIVACY AND INTERNET
ACCESS TO COURT FILES

PANEL THREE: IMPLEMENTATION—WHAT
METHODS, IF ANY, CAN BE EMPLOYED TO
PROMOTE THE EXISTING RULES’ ATTEMPTS
TO PROTECT PRIVATE IDENTIFIER
INFORMATION FROM INTERNET ACCESS?

MODERATOR
Hon. Ronald Leighton*

SPEAKER

Joe Cecil**

PANELISTS

Michel Ishakian®?
Edward Felten?’
Joseph Goldstein®?
Hon. Elizabeth Stong®’
Jay Saferdt
Robert Heinemann®’

JUDGE LEIGHTON: My name is Ron Leighton. I am a United States
District Judge from the Western District of Washington, a member of the
Court Administration and Case Management Committee.

The panel we have here is the panel on implementation. We are here to
discuss the means and methods by which the judiciary seeks to disseminate
information and, at the same time, protect privacy.

When [ was given responsibility by Judge Raggi for the implementation
side of the aisle, I said this is a committee in need of a job description.
When the other committees identified a policy. we would go to work in
developing an appropriate method for achieving that ebjective—easy. As{

* United States District Court Judge, Western District of Washington,
** Project Director, Division of Research, Federal Judicial Center.

92. Chief, Public Access & Records Managemenr Division, Administrative Office of the
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93. Professor, Princeton University.

94, Freelance Reporter.

95. United States Bankruptcy Court Judge, Eastern District of New York.

96. Partner, Locke Lord Bissell & Liddell LLP.

97. Clerk of Coust, Eastern District of New York.
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have drilled a little deeper, I have come to the conclusion that, just as the
competing legitimate interests of the courts and its constituencies make
policy making difficult, so too these important and oftentimes mutually
exclusive interests make it difficult to select an appropriate method to best
achieve what would otherwise be deemed a laudable goal.

To help us navigate through these choppy waters, we have assembled an
interesting and informed panel of speakers.

To begin, we are going to ask Joe Cecil, who is a senior researcher for
the Federal Judicial Center (FIJC), to talk about a study that was just
conducted by the FJC on unredacted Social Security numbers within the
federal judiciary over a two-month period. Joe?

DR. CECIL: Thank you, Judge Leighton.

This is the implementation panel, and one of the things that we were
asked to do was to determine the extent to which the protections in the rules
to guard against improper disclosure of Social Security numbers have, in
fact, been properly implemented. You will recall that the attorneys are
instructed to redact the Social Secunty numbers upon filing,

QOur study is essentially the study that you heard described by Peter Winn
earlier. It was a Google search of all the documents filed in federal court,
district court, and bankruptcy court in November and December of this
year. We were looking for something that was very specific. We were
looking for a pattern of numbers that followed the pattern that Social
Security numbers have, the three digits, hyphen, two digits, hyphen, four
digits.

The result of that search revealed about 2900 Social Security numbers in
all the documents filed, the 10 million documents filed, during those two
months.

The rules themselves have some exceptions for filing of Social Security
numbers, and it looks to us like probably about five million of those Social
Security numbers fall under some of the exceptions. There were numbers
that were from the previous day’s court proceedings that were not restricted.
Some of the documents were, in fact, filed earlier than December of 2047.
But in the end, we got down to 2400 Social Security numbers that look like
they are stili knocking around in the system, numbers that should have been
redacted.

Two final points.

First, we are talking about 2400 documents. Some of these documents
have more than one Social Security number. In a large commercial
bankruptcy, we would find documents that listed Social Security numbers
for all of the employees that worked at the business that went bankrupt. We
would find documents and financial account numbers for investors in a
failed enterprise. So some of these documents are really rich in Social
Security numbers. We estimate that about twenty percent of them have
mote than one.

The last thing is that when we think about the 2400 Social Security
numbers that still exist in the records, you have 10 keep in mind that we are
talking about ten million records that are filed in court. So, really, only one
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out of every 3400 documents that we examined had a Social Security
number.

"Thank you.

JUDGE LEIGHTON: Joe, thank you.

The first member of the panel to speak is Michel Ishakian. She is the
Chief of the Public Access and Records Management Division at the
Administrative Office of the United States Court. Prior to joining the
Administrative Office, she worked as a management consultant for the EDS
{Electronic Data Systems] Corporation and as a Foreign Service officer.
Michel?

MS. ISHAKIAN: Thank you, Judge Leighton, Good moming.

I would like to begin by giving you a very bnef overview of the
Judiciary’s electronic public access program, the mission of which is to
facilitate and improve public access to court records and court information.
Although 1 am here today to discuss access to court records through
PACER, I would be remiss not to mention that the program is broader and
encompasses the judiciary’s public websites, courtroom technology, and
noticing.

PACER was established in 1988 as a dial-up service. In the last decade,
through the implementation of CM/ECF—that would be the electronic case
filing system—PACER has evolved into an Intemet-based service. In other
words, PACER is a portal to CM/ECF, which is integral to public access.
PACER provides access to various reports, court dockets for more than 30
million cases, and over 500 million--that is 500 million—documents filed
with the courts.? This is by any standard a massive collection.

During 2009, the program reached a new milestone, with over one
million registered PACER accounts. In any given year, approximately one-
third of those accounts are active, and many accounts do, in fact, have
multiple users. PACER has several categories of users. They are fairly
discrete. Fully 75% are from the legal sector or are litigants, 10% are
commercial users, approximately 5% are background investigators, which
we have sorted out from commercial institutions, 2% belong to the media,
and 2% represent academia.

As | mentioned, PACER users are registered. All PACER access
requires user authentication through the use of a log-in and password.
Usage information is collected and stored, as set forth in the PACER
privacy and security notice on our website, as well as the PACER log-in
banner. This provides a deterrent to those who would use PACER to obtain
information for nefarious purposes. I can tell you that the Administrative
Office does respond promptly to subpoenas for information on PACER
usage. Information that we have provided has been used quite effectively in
the courts.

98. ApMIN. OFFICE OF THE U.S. COURTS, ANNUAL REPORT OF THE DIRECTOR 12 (2009),
available  ar  httpi//www.uscourts. gov/FederalCourts/UnderstandingtheFederalCourts/
AdministrativeOffice/DirectorAnnualReport/Viewer aspx?doc=/uscourts/Federal Courts/Ann
ualReport/2009/includes/annuatReport2009_screenResolution.pdf.
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The judiciary proactively works to strike a reasonable, reasoned balance
between providing public access to court files and protecting sensitive
information, as evidenced by the evolution of national policies, federal
rules, and procedures over the years. We have not done so in a vacuum.
We seek expert advice and input from all the various interested parties—
especially all of you here today—which, as we have already heard today,
are often seeking different, sometimes mutually exclusive outcomes. On a
personal note, I will let you know that this is just the type of territory—
fraught, ongoing, seemingly intractable issue—that a former diplomat really
relishes.

Our efforts to inform the public of our policies, rules, and procedures
extend to the Internet. We have published extensively at the following
website: www . privacy.uscourts.gov.

In the interest of time, I would like to surnmarize just a few of the more
recent steps that have been taken to protect sensitive information, while
preserving a high level of public access to which we are committed.

In 2003, CM/ECF was modified so that only the last four digits of the
Social Secunty number can be seen on the docket report in PACER. In
May 2007, the Formns Working Group, comprising judges and clerks of
court, reviewed over 500 national forms to ensure that they did not require
personal-identifier information.?” Although, as Judge Morris pointed out
earlier, there is still work to be done, we only found six forms which
required that information, and those forms were revised or maodified to
delete those fields.

Last August, the courts were asked to implement a new release of
CMV/ECF that was specifically designed to heighten the awareness of the
filer’s requirement to redact. The CMYECFE log-in screen now contains a
notice of redaction responsibility and provides links to the federal rules on
privacy. CM/ECF users must check a box acknowledging the requirement
to comply with the rales in order to complete the log-in process. CM/ECF
aiso displays another reminder to redact each and every time a document is
filed.’0 Judging from the complaints we have received, these changes have
certainly served to heighten awareness.

The judiciary continually seeks to expand public access. An important
initiative to do so was approved by the Judicial Conference last month.
Namely, the Digital Audio Pilot, which provides access to audio files of
court heanngs through PACER, was approved for national
implementation.!®!  During the pilot phase of this initiative, a major
concern was assuring that personal information not be made available to the

99. Good Form! Working Group Restyles, Improves Federal Court Forms, Tae THIRD
Branch (Adnun. Office of the US. Courts), May 2009, at 1, 7, available at
http.fwww uscourts.gov/uscourts/News/TTB/archive/200905%20May.pdf?page= | #page=1.

100. News ltem. Notice Enhanced for Redaction Responsibilities, U.S, COUrTs (July 27,
2009y, httpi/iwww uscourts.goviNews/NewsView/09-07-27/Notice_Enhanced for
Redaction_Responsibiliies.aspx.

101 News ltem:  Judiciary Approves PACER Innovations To Enhance Public Access,
US. Courts (Mar. 16, 2010}, hup/www.uscourts. gov/News/NewsView/10-03-
Vo/dudicrary Approves PACER Innovanons To Enhance Public Access.aspx.
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public through the audio files. Eight courts participated in the pilot,
including the Nebraska and Pennsylvania Eastern District Courts, as well as
the North Carolina Eastern, Maine, Alabama Northern, Rhode Island, and
New York Eastern and New York Southern Bankruptcy Courts. Each of
the pilot courts warned lawyers and litigants, in a variety of ways, not to
introduce personal identifiers nor to ask questions which would elicit
personal identifiers unless absolutely necessary. Lawyers and litigants were
also warned that they could and should request that recorded proceedings
that include information covered by the privacy rules or other sensitive
matters not be posted. Of course, the presiding judge ultimately determines
which audio files should be posted.

A word on the use of software to redact. Algorithms can and have been
developed to identify Social Security numbers, and they are effective in
most, but certainly not all, cases. Unfortunately, it is far more difficult, and
in some instances not presently possible, to develop algorithms to identify
other types of sensitive information, such as the name of a minor, which, T
would argue, is far more sensitive in nature than a Social Security number.
Be that as it may, technology is a wonderful tool. 1 know—we use it
liberally. But it is not a fail-safe, and it 1s certainly not an adeguate
substitute for filer vigilance with respect to protecting sensitive information
from disclosure.

T think it 1s fair to say that the judiciary’s national and court-based
efforts, which you will be hearing more about shortly, appear to be having
the desired effect, as illustrated by the Federal Judicial Center’s excellent
study. We really took heart that, of the ten million recently filed documents
that the researchers reviewed, less than .03% were found to contain Social
Security numbers. Of those, 17% had a readily apparent basis for a waiver.
Upon further scrutiny, we believe that we will find more documents that
quahify for the waiver for pro se litigants. All in all, this is very valuable
information, and we will use the results of the study to zero in on lapses and
address them.

Thank you.

JUDGE LEIGHTON: Thank you, Michel.

Our next presenter is Professor Edward Felten. He is the Director of the
Center for Information Technology Policy and Professor of Computer
Science and Public Affairs at Princeton University. His research on topics
such as web security, copyright and copy protection, and electronic voting
has been covered extensively n the popular press. 1In 2004, Sciensific
American magazine named him to its list of fifty worldwide science and
technology leaders. Professor Felten.

PROF, FELTEN: Thanks.

T would like to respectfully challenge the standard narrative about this
issue. The standard narrative is that there is a longstanding tension between
transparency and privacy, and that technology makes this worse. 1 would
like to argue that technology can be our friend on these issues, in two ways.
First, advanced technology can help us to address the privacy challenges we
face. Second, advanced technology increases the benefits of openness.
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First, we can use advanced technology to help address the privacy
challenges. We have already seen an example of this earlier in the session,
with the study of how many Social Security numbers are present in
documents. That is a valuable step. Of course, Social Security numbers, as
Michel said, are probably the easiest case, because there is a very fixed
pattern that is easy to scan for technically. It is possible to find and
automatically redact Social Security numbers in a lot of cases.

But I believe that techmology can be pushed a lot farther to help identify
failures to redact, not as a replacement for human attention, but to augment
it. There are some simple things we can do, and some more technologically
advanced things. As an example of a simple practice, if a particular name
or piece of information is redacted in one case document, but not in another,
a system could flag that fact at the time of filing and alert counsel or the
court employee who is filing that document to take another look.

As an example of a more advanced use of technology in these fields, [ am
convinced that advanced machine leaming methods can be very valuable in
helping to find failures to redact, even for difficult types of information,
such as names of minor children. This is a topic on which we have ongoing
research at Princeton, and we are hoping to be in a position to talk about
positive results soon.

So I believe that we can do a lot to help find redactions that are done
wrong, and ] think there is a lot that can be done in terms of how the system
is structured and how users interact with it in order to make it more evident
when certain kinds of sensitive information is available.

1 would also like to talk about some of the benefits of transparency, of
putting documents out there for people to use. The kind of research that |
was talking about into machine learning, the kind of research into different
interfaces, as well as research about the extent of privacy problems in the
documents of the sort that we have been doing, is only possible because we
do have access to a large number of documents. We have assembled a
corpus of about two million documents by a variety of lawful means that
has served to enable our research. But many people who are itching to do
constructive research along these lines have been held back by lack of
access to documents. Jt is simply not feasible to buy two million
documents from PACER. That would cost too much money, as well as not
really being feasible even to download them all. So access to documents
has a lot of value.

Indeed, there are many new types of constructive and valuable research
which will become possible when documents are available to researchers in
bulk. This includes research on issues of direct interest to the judiciary,
such as 