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December 28, 2006

By Electronic Mail (rules_comments@ao.uscourts.gov)

Peter G. McCabe, Secretary

Standing Committee on Rules of Practice and Procedure
of the Judicial Conference of the United States

Thurgood Marshall Federal Judiciary Building

Washington, D.C. 20544

Re:  Proposed Amendment to Federal Rules of Evidence
Dear Mr. McCabe:

The Advisory Committee on Evidence Rules has proposed a new Rule 502 of the Federal
Rules of Evidence, and the Standing Committee on Rules of Practice and Procedure of
the Judicial Conference i1s holding public hearings and seeking comment before
presenting recommendations to the Supreme Court and eventually Congress for adoption
into law. The new rule would codify the conditions in which parties could waive
protections afforded by the attorney-client privilege and work product doctrine. 1 would
like the opportunity to appear at the hearings scheduled in New York, New York on
January 29, 2007, and offer testimony at that time on the practical implications proposed
new Rule 502 of the Federal Rules of Evidence would have on large organizations.

Background Information
Before founding the business advisory group of Lexakos LLC, [ was global head of
compliance for Cendant Corporation until its disaggregation in August 2006.' My decade

' [ joined HFS Incorporated in 1996, and assumed roles of increasing responsibility over my 10 years with
the company. During my tenure, [ formed a new litigation group to handle conflict resolution for the largest
franchise company in the world. [ was centrally involved in the work to preserve electronically stored data
in 1998, following the revelation of the CUC fraud and those efforts were instrumental in securing
information needed by authorities investigating the expansive civil and criminal matters stemming from
that situation. As Cendant grew to become a global corporation with over 90,000 employees across the
world, in 2002 I designed and oversaw the organization’s first compliance and ethics, and records
management programs. When the company spun off into four separate entities in August 2006, I resigned
from my role as senior vice president, corporate compliance officer and formed Lexakos, a legal consulting
firm specializing in compliance, risk management and records management. Before my corporate career, |
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of service in a corporate law department divide into three general areas, all of which
pertain to proposed Rule 502 in some respect: (1) litigation and outside counsel
management, (2) records and information management (including e-discovery, email and
enterprise content management), and (3) corporate ethics and compliance. With respect to
the latter areas, I reported to the board of directors and the audit committee of the board
on a regular basis. In forming these corporate functions from their inception, I became
familiar with best practices at other organizations and served various leadership roles
over the years with the Corporate Executive Board, Association of Corporate Counsel,
Ethics and Compliance Officer Association and the American Bar Association. The list
below represents a sampling of my leadership roles in these organizations, in addition to
my involvement in lectures, seminars and publications over the past several years.

e ABA - Chair, corporate counsel committee of Section of Administrative

Law and Regulatory Practice (2000- ), and liaison to the ABA Presidential
Task Force on Attorney Client Privilege (2006- )
ACC — Immediate-past president of the Greater New York Chapter (2006)
CEB - Founding member of Compliance and Ethics Leadership Council,
among select group of chief compliance officers from Fortune 100
companies (2004- )

e ECOA - Sponsoring member (2002-06) and nominee to the board of
trustees (2006)°

Having now left corporate life, there are few constraints on my ability to give full and
candid testimony of the current state of affairs inside corporations. Accordingly, I would
appreciate the opportunity to participate in these proceedings and share the perspectives
of a lawyer who represented corporations as inside and outside counsel, and a former
senior executive who understands the challenges organizations face today in managing
and producing information for legal and regulatory proceedings. While I recognize the
Advisory Committee will be hearing testimony from many accomplished judges, lawyers
and legal scholars, I respectfully submit that my unique experience could provide helpful,
complementary perspectives on the practical implications of proposed new Rule of 502.

Overview of Proposed Testimony

If permitted to testify, I would address these three aspects of proposed new Rule 502: (1)
mnadvertent waiver, (2) claw-back and quick-peak agreements, and (3) selective waiver.
The balance of this letter summarizes proposed testimony in these areas, with anticipation
to develop these ideas in a more formal submission upon your request.

practiced corporate litigation for 6 years at Pitney Hardin and LeBoeuf Lamb, following a one-year
clerkship with Hon. Sylvia B. Pressler, Superior Court of New Jersey, Appellate Division in 1989.

* I could not accept nomination to serve on the ECOA board due to my decision no longer to serve as a
corporate compliance and ethics officer. For the same reason, [ tendered my resignation as president of the
Greater New York Chapter of ACC, effective January 1, 2007. In December 2006, three members of the
American Law Institute nominated me to become a member of ALL, subject to approval in February 2007.
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Inadvertent Waiver -- Having uniform rules governing the doctrine of inadvertent waiver
is an important development in the general protection of attorney-client privilege for all
the reasons explained in the testimony taken on April 24, 2006, and aptly observed in the
Advisory Committee’s comments to proposed new Rule 502. I will not repeat the
rationale here, but would testify about the significant complexity and expense involved in
isolating privileged communications from the vast amounts of electronically stored
information (ESI)3 generated each day. In 2006, for instance, scholars estimate that
organizations worldwide sent or received an estimated 85 billion emails each day. That
figure is triple the number from just a few years ago and there is no end in sight.

Lawyers practicing today in corporate law departments have business clients who insist
on receiving legal advice through email for all the reasons email has become the principal
form of communication for business in general — email is expedient, efficient,
convenient, and global. To compete in a global economy, organizations leverage email
over the Internet to increase sales and productivity and need real-time legal advice to
achieve demanding business goals. Of course, with the benefits email and the Internet
bring to business come numerous detriments and liabilities. Studies show that enterprise
content management has become, seemingly overnight, in the top three high-risk
compliance areas for every organization. Organizations simply have not found ways to
manage information with effective records retention policies that reduce overall storage
through enforcement of information lifecycle management. Managing email traffic is a
top priority in most all organizations polled in the last two years, but few, if any, have
ESI under any semblance of control. Government is not immune from the information
overload crisis, and Freedom of Information Act requests are creating significant burdens
on key government agencies.

When you consider, then, the task of culling privileged communications from among all
the others emails sent and received in a global organization, it begs a broader question
regarding the ability of organizations to satisfy the standard of reasonableness envisioned
in the proposed new rule. The current draft of Rule 502(b) (2) reads in pertinent part:

(2) the disclosure is inadvertent and is made during discovery in federal or state
litigation or administrative proceedings — and if the holder of the privilege or
work product protection took reasonable precautions to prevent disclosure and
took reasonably prompt measures, once the holder knew or should have known of
the disclosure, to rectify the error, including (if applicable) following the
procedures in Fed. R. Civ. P. 26(b) (5) (B) . . . . (emphasis added)

? “Electronically stored information” is the term used in the new Federal Rules of Civil Procedure, which
became effective in all federal civil lawsuits filed after December |, 2006. Rules 26, 33, 34, 37 and 45 of
the Federal Rules of Civil Procedure, among others, bear close relation to the issues
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Inasmuch as most organizations lack sound records management policy and procedures,
few will be prepared to demonstrate “reasonable precautions to prevent disclosure” or
“reasonably prompt measures ... to rectify errors.” With the new Federal Rules of Civil
Procedure, and the implied duty to preserve and express obligation to discuss and
produce ESI in every civil case, organizations are finally ready to bring about meaningful
change. Instituting the reforms needed to address records and information management in
a large enterprise is a long-term proposition, however, leaving few if any organizations
prepared to meet the threshold of inadvertency contemplated by the new proposed Rule
502. The vast majority of corporations would not be able to demonstrate having taken
reasonable precautions to prevent disclosure of privileged information embedded in ESI.
Accordingly, though promulgation of a rule for inadvertent waiver is a laudable means to
protect the sanctity of attorney-client privilege, proposed Rule 502(b) (2), like the new
Federal Rules of Civil Procedure, are highlighting a bigger problem.

Claw-back Agreements and Confidentiality Orders -- It is not cost effective to use
traditional attorney review to cull privileged or confidential information from vast
volumes of ESI. With the cost of searching and producing data so high, for general
discovery and forensics, organizations are more frequently bypassing traditional search
methods and are using new concept query technologies (not attorneys) to isolate relevant
information for legal proceedings. The Adversary System will test those technologies
over time for reliability and eventually we will recognize generally accepted
methodologies, perhaps under a Daubert standard of analysis.

While there is no easy or clear answer to the question of when organizations will have
reliable and effective records management programs, the use of stipulations and
confidentiality orders, as envisioned under two sections of proposed Rule 502, is an
excellent means to keep the flow of information moving in litigation. I am not convinced,
however, there is a cost savings realized when producing information at the outset of
proceedings under a claw-back agreement or confidentiality order. Though it might be
cost effective in respect of expediency, the parties will need to incur the cost of culling
ESI with expensive, new and largely untested technologies at one point or another.

Selective Waiver - Understandably, there is mostly opposition to any rule that might lead
to the erosion of the attorney-client privilege. For many, proposed Rule 502(c) is just
that. I share the view that coerced waiver tactics violate the basic principles that underlie
the attorney-client privilege. If intellectual honesty were to prevail, however, most would
agree there are limited circumstances in which an organization might appropriately need
to share the fruits of an investigation to advance the public interest and protect capital
markets. The problem with the notion of selective waiver is the perception that such a
rule would invite governmental abuses and open a floodgate of requests for waiver as a
matter of convenience. The corporate and private bar, and most every other bar
association that has spoken on the subject, argues that there has emerged a “culture of
waiver” in the post-Enron years, where the government uses a target’s decision to waive
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privileges as a litmus test to show cooperation in an investigation and gain favor as a
result.

The pressure of the bar, and perhaps the bill introduced by Senator Specter, ultimately led
to the issuance of the “McNulty Memo,” which, among other things, establishes
procedures prosecutors must follow before asking an organization to waive privilege.
For many critics, the McNulty Memo is not a departure from the practices followed under
the Thompson Memo. The government plans to continue to ask for privilege waivers, but
will not condition waiver on determinations of whether an organization is being
“cooperative.” It is unclear how anyone will know what ultimately influences
prosecutorial discretion, notwithstanding the language in the McNulty Memo.

Those debating the issue of selective waiver may be missing a fundamental point I would
like to review with the Advisory Committee as a reason that militates in favor of why
selective watver might be included in the proposed new rule. In short, the government
and defense lawyers are fixated on the notion of privilege waiver as a means to gauge
cooperation because they do not know how to measure the effectiveness of an
organization’s ethics compliance and compliance program.

Fortune 100 companies have spent and are spending millions of dollars each year
maintaining and improving compliance programs modeled after the principles espoused
in the Federal Sentencing Guidelines. Few, if any, compliance officers are involved when
defense lawyers confer with prosecutors or regulators about a pending investigation or
contemplated action. When discussion turmms to cooperation in an investigation the
dynamic of the discussion might not tum readily to privilege waiver if the person with
day-to-day responsibility for ethics and compliance were present to explain all the
positive actions a company takes to encourage an ethical culture and an organization that
understands the importance of compliance with law. If able to demonstrate the
effectiveness of a compliance program on the culture of an organization, there might be a
higher degree of trust in the reliability of the nature and extent of a corporation’s
investigative efforts and scope of self-reporting, and waiver of privileges would be
necessary, perhaps, as a last resort.

In 2005, participated in several meetings with chief compliance officers of some of the
world’s largest corporations, where we confidentially debated how best to measure
effectiveness. The companies who participated in those meetings placed the initiative of
measuring compliance program effectiveness atop their priority list for 2006.
Remarkably, however, efforts at self-governance and improving corporate culture seem
absent from the analysis of whether to charge a corporation. How to measure
effectiveness is an admittedly difficult undertaking. There has been progress, however,
and there needs to be a means through which to share the fruits of the labor of
compliance programs. If prosecutors and the defense bar were better informed of these
developments, I believe the emphasis on privilege waiver as a de facto litmus test for
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cooperation would dissipate and ultimately deter requests for waiver from organizations
able to demonstrate the effectiveness of its ethics and compliance program.

While these thoughts are not in a form of written testimony or talking points, if allowed
to testify and submit comments, I would gladly provide more data and support for the

points generally raised in this letter.

I appreciate your consideration of this request.

Respectfully submitted,

Richard J. Wolf
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Subject Letter of Rick Wolf to Advisory Committee on Evidence

Dear Mr. Secretary,

| attach for your consideration a letter in support of my request to testify with respect to the hearings
upcoming on proposed new Rule 502 of the Federal Rules of Evidence.

Many thanks for considering my application.

Sincerely,

Rick Wolf

Managing Partner
Lexakos LLC

443 Northfield Avenue
West Orange, NJ 07052
www.lexakos.com

(973) 324-0050
(973) 324-0052 (fax)

RJW Letter to Advisory Committee on E vidence Rules.pdf
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STATEMENT OF
RICHARD J. WOLF®

Before the
ADVISORY COMMITTEE ON EVIDENCE RULES
OF THE v
STANDING COMMITTEE ON RULES OF PRACTICE AND PROCEDURE
JUDICIAL CONFERENCE OF THE UNITED STATES

NEW YORK, NEW YORK
JANUARY 29, 2007

INTRODUCTION

Chairman Smith, Committee Members, and members of the Bench in attendance, I
appreciate this opportunity to testify and share views for consideration on proposed new Rule
502 of the Federal Ruies of Evidence. My name 1S Rick Wolf.

I offer my testimony from the perspective of a former senior executive who, from 2001 to
2006, put together and headed up the ethics and corporate compliance function of a Fortune 100
company. I also formed and managed a records management group within the compliance
department, which included a cross-functional team to handle email and electronic document
management. Ten years ago, with a company called HFS Incorporated, I designed a litigation
management system to rationalize spending through early case evaluation and mediation, and

settled or litigated hundreds of commercial cases in federal court over that period. For what we

*(973) 324-0050, rwolt@lexakos.com. Before founding Lexakos LLC, a business advisory group specializing in compliance,
records management, and conflict resolution, Mr. Wolf was head of global compliance and ethics at Cendant Corporation until its
disaggregation in August 2006. During a decade serving as an executive in a corporate law department, he developed and ran
litigation management, records management and compliance systems. Mr. Wolf was previously in private law practice,
concentrating on corporate litigation, commercial law and appellate practice at the firms of Pitney Hardin and LeBoeuf Lamb.
Mr. Wolf is immediate-past president of the Association of Corporate Counsel, Greater New York Chapter (2006), and holds
leadership positions for the ABA, including chair of the corporate counsel committee of the Administrative Law and Regulatory
Practice Section and that Section’s liaison to the Presidential Task Force on Attorney-Client Privilege.




called the national counsel program, 1 established the business requirements for a customized
matter management system used to collaborate with outside counsel and track litigation metrics.
While I recognize the Advisory Committee will hear testimony from many accomplished
judges, lawyers and legal scholars on more nuanced legal implications of the proposed rule, 1
offer my blend of experience in compliance, records management, litigation and legal technology
deveiopment, to help shed light on some practical implications of proposed new Rule of 502.
Like other members of the bar, I support these efforts to establish a clear standard for
disclosures that would not lead to waiver of protections afforded by the attorney-client privilege
and work product doctriné. I plan to address two }Srincipal exceptions to waiver by disclosure
contemplated by the proposed new rule: (1) inadvertent disclosure, including a quick word on the

effects on “claw-back” or “quick-peak’” agreements, and (2) so-called selective waiver.

TESTIMONY OF RICHARD J. WOLF

Inadvertent Disclosure Exception

I support the adoption of proposed new Rule 502(b) and a uniform inadvertent disclosure
exception. The Advisory Committee observed in its notice that the new rule should “reduce the
risk of forfeiting the attorney-client privilege or work-product protection so that parties need not
scrutinize production of documents to the same extent as they now do.” In view of the challenge
of managing electronically stored information (“ESI”), 1 woﬁld like to spend a few minutes
exemplifying some of practical difficulties with applying an inadvertent disclosure exception in
today’s corporate environment.

Isolating privileged communications or attorney work product from the vast amounts of

electronic information corporations amass and store is a complex and expensive undertaking.



Studies estimate that organizations collectively sent or received over 80 billion emails each day
in 2006, more than tripling the figure estimated for 2002. Coupled with this information
explosion, organizations do not practice information lifecycle management and keep data well
past its useful life. One reason organizations over-retain information is simply that one cannot
dispose data until they figure out how to find and preserve what is‘ needed for legal purposes.

Commingled with the high volume of email generated and received each day is a much
smaller universe of ESI containing privileged communications and attorney work product.
Business representatives today expect to receive legal advice from in-house counsel through
email for all the reasons that medium has become the principal form of communication for
business in general — email is efficient, expedient and global. However, because organizations
mix privileged email communications with the millions of other non-essential emails, it is
difficult to cull privileged email from everything else.

It is not cost effective to search terabytes of data manually, so corporations have been
turning to automated review technologies with concept search capabilities that isolate relevant
information and reduce the overall volume of ESI subject to attorney reviéw. The analysis for
determining privilege is more subtle than looking for subject lines labeled “attorney-client
privilege,” however, and whether these new review technologies will withstand the scrutiny of
the Daubert standard remains to be seen.

Organizations struggle to manage and control ESI due to fundamental issues of corporate
governance and compliance. Over the last five years, IT departments aﬁswered the call and
accommodated business needs by adding more email servers and bandwidth for global
telecommunications. These infrastructures grew with little guidance from the law department

- and lacked compliance policies governing the management of content. When the law department



asked IT to retain email for discovery, the IT department used email server backup tapes
intended disaster recovery as archives for litigation. Extracting email from these tapes requires
computer forensic experts, and is a cumbersome and expensive process. Organizations
accumulated thousands of these backup tapes with generally slack inventory controls. Morgan
Stanley has become the poster child for poor email controls, but I suspect most would fare no
better if their email retention practices were subject to’ scrutiny. Faced with the new federal
procedures for e-discovery in civil litigation, organizations have finally started to bring order to
the chaos of these sprawling IT infrastructures, but even the most basic request for ESI remains
very expensive. For instance, it will be difficult to reduce tape inventories because your custody
and control makes data on those tapes discoverable in new litigation, and retention is perpetual.
With the threat of spoliation claims and sanction motions looming, the new e-discovery
rules have injected energy to records management compliance programs, but most companies are
just starting down the road. The General Counsel Roundtable recently conducted a survey of
chief legal officers and the results show that very few have records management controls.
Eighty-five percent ranked records management as important or very important, and eighty
percent ranked “Improving companywide records management policies, tools, and compliance”
as importagt or very important. Eighty percent ranked “Improving electronic discovery policies
and preparedness” as important or very important. Seventy-five percent ranked “Improving
employee awareness of appropriate email use and tone” as important or very important.
Generals counsel rank the task to “Improve consistency of enterprise-wide compliance with
records management policies” as their second highest priority in 2007, behind plans for

“Revising and streamlining preferred provider network of external law firms.”



Findings at the Association of Corporate Counsel corroborate these figures. In a poll
taken late last year, only seven percent of in-house counsel rated their company as prepared for
the new Federal Rules of Civil Procedure aﬁd ninety-two percent said they are still taking steps
to improve their organization’s readiness for the new rules. In another ACC survey just released,
chief legal officers cited records management and global expansion as the two most important
areas of focus for 2007. Law departments have known the importance of having an effective
records management policy for years, and unrestricted email traffic may be “clear and present
danger” to the enterprise, but a combination of competing priorities and poor execution keeps
efforts to improve records management compliance on the backburner.

In my experience, developing an effective records management program for a moderate-
sized organization could take eighteen months and up to three years in a large company. To
compound the challenge, email volume continues to groW unabated and lawyers are finding it
difficult to influence the extent or use of technology in a corporation. The two functions that
must coordinate closely to manage electronically stored information -- the law department and IT
department — do not report into the same place in most companies and simply do not coordinate
activity. While the law department tries to identify an individual to take on records management,
make the business case for capital investment and align management behind a program that
needs everyone’s support to succeed, there remains a gaping hole in records management
compliance. As questions of governance and accountability remain, few companies are ready to
enforce a legal preservation policy or purge ESI that has no ongoing business or legal purpose.

When you consider, then, the task of culling privileged communications from among‘all
the others emails sent and received in an organization, it begs a broader question of what is

necessary to satisfy the standard of reasonableness in the proposed new rule. The current draft of



Rule 502(b) says a disclosure isinadvertent “if the holder * * * took reasonable precautions to
prevent disclosure and took reasonably prompt measures, once the holder knew or should have
known of the disclosure, to rectzﬁ the error . . ..” (Emphasis added). Without an enforceable
records management policy, it is not clear what “reasonable precautions” organizations might
take to “prevent disclosure” or how an organization could take “reasonably prompt measures ...
to rectify errors.” The standard is likely too high for most corporations to meet.

As noted, instituting the reforms needed to bring records and information management fo
a large enterprise is a long-term propoéition, and that means few would be prepared to meet the
threshold of inadvertency contemplated by the new proposed Rule 502. The test of
reasonableness should take into account “whether an organization has followed the steps
necessary to have an effective compliance program for records management,” which should
include an enforceable policy, adequate resources, training and awareness, regular monitoring,
and proper remediation. Though an inadvertent disclosure exception to waiver is desirable, there
is much to address before corporations would be able to meet the high standard of
reasonableness contemplated by from Rule 502(b). |

Claw-back Agreements and Confidentiality Orders

As noted, traditional attorney review is not a cost-effective or efficient way to cull
privileged or confidential information from ESI. Proposed Rule 502(¢) encourages the use of
“claw back” or “sneak peek” agreements, supported by confidentiality orders under subsection
(d) of the proposed rule, to facilitate discovery and “limit the costs of privilege review.” Such
stipulations and confidentiality orders allow parties to avoid the expense of pre-production
review and recover privileged information inadvertenﬂy produced without fear of waiver. Aside

from the question of enforceability as to non-parties, it is not clear to me how parties would



realize savings from avoiding pre-production review. The recipient of information under a claw-
back agreement, for instance, would need to conduct the same review and incur the same costs,
as the producing party. Although the claw-back agreement might achieve expediency, at some
point in time parties will incur the expense of culling through ESI. There are also practical risks
associated with the use of sneak-peak or information produced under the ambit of a
confidentiality order, and reasons why organizations might not jump at this opportunity. Even if
the parties agree that information shared under this procedure would remain privileged and not
discoverable in the proceedings in which such an order is entered, once information gets out,
particularly in electronic form, it is very difficult to contain dissemination and the producing
party runs a significant risk of finding privileged communications republished notwithstanding
stipulated confidentiality orders.

Selective Waiver

One would expect mostly opposition to any rule viewed as leading to the further erosion
of the attorney-client privilege. Over the past few months, there has been much debate about the
ethics and legality of asking an organization to waive privileges in a criminal investigation as a
sign of cooperation. [ share the view that coerced waiver tactics violate fundamental rights and
the basic principles underlying the attorney-client privilege. Should intellectual honesty prevail,
however, most would agree there are circumstances in which an organization should share the
fruits of an investigation to advance the public interest, and protect capital markets and
shareholder value. For instance, there is a legitimate need to share content with outside auditors
or directors, who have common interests to the organization and need information in order to
discharge oversight duties and regulatory obligations. Ideally, the rules should not view sharing

information with outside auditors or directors as a disclosure of privileged information, but



recognize such communications or work product as sabject to a cloak of protection under
common interest principles.

A rule for selective waiver or “limited disclosure” does raise the concern that such a rule
would invite .governmental abuses and open a floodgate of reqﬁests for waiver as a matter of
investigati.ve convenience. The corporate and private bar, .and most every other association that
has spoken publicly on the subject, argues that there has emerged a “culture of waiver” in the
post-Enron years, where the government uses a target’s decision to waive privileges as a litmus
test to show cooperation in an investigation and possibly gain favorable treatment as a result. I
agree with this assessment, but only in part.

The pressure of the bar, and perhaps the bill introduced by Senator Specter at the end of
the 109™ Congress, and reintroduced earlier this month, ultimately led to the issuanqe of the
“McNulty Memo” on December 12. 2006. The Specter bill, titled “The Attorney-Client
Privilege Protection Act,” among other things, would prohibit the government frém conditioning
civil or criminal charge decisions on whether an organization asserts privileges, defends
employees with common interests, or fails to terminate employees implicated in an investigation.
The McNulty Memo put one of these elements to rest when it denounced the policy against
organizations advancing defense costs for employees, in resf)onse to the recent landmark
decision of Judge Kaplan in the KPMG tax litigation. -

The McNulty Memo also describes procedures prosecutors must follow before asking an
organization to waive privilege, which varies based on th