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Criminal Justice and the
IT Revolution

IT WILL NOT BE LONG until per-
sonal computers are as common as tele-
phones. This is one consequence of the
information technology (IT)! revolution that
has taken place since the invention of the tran-
sistor 50 years ago.> Of course, it is now a de-
cade or so since the designation “personal”
became inappropriate. What used to be “per-
sonal” during the first few years of the revo-
lution has now become general. It is probably
not too great a stretch to assert that virtually
every organizational, business and scientific
use of information incorporates in some way
the general IT that is encompassed by the ru-
bric “personal computers.” In addition, desk-
top and laptop systems are moving into public
and private organizations, as well as homes,
with a rapidity that is far greater than occurred
with the telephone, and they seem certain to
have (may already have had) a greater impact
than the telephone on the way public and pri-
vate activities are conducted.

The revolution has enormous implications
for the criminal justice system, which is gen-
erally regarded as a fragmented and some-
times cumbersome processor and user of
information.’ It has provided a capacity for
information management that has begun to
radically change the way in which law enforce-
ment conducts its business. Though it is true
that the pace at which law enforcement has
adopted the new IT lags behind many other
elements of society, there is also an inevita-
bility about that adoption. In the end, law
enforcement will not have a choice. The IT
revolution will have to be embraced.

Terence Dunworth

Managing Vice President, Abt Associates

In this article, I have a narrow focus—the
effect of the IT revolution on the criminal
justice system. This is because criminal jus-
tice agencies are, in my opinion, the most
dynamic users of the kind of information that
the IT revolution is bringing into existence.
Criminal justice agencies use information to
make strategic, tactical, and investigative de-
cisions in ways that other agencies do not.
Criminal justice agencies do a lot more than
record their activities, and they are faced with
a constant need to adapt to a changing op-
erational environment. In that sense, the IT
revolution is a very good fit for their needs.

In the following section, I present a brief
historical background of the application of in-
formation to law enforcement, beginning with
early developments in the nineteenth century
and culminating with the 1994 Crime Act.

Following the historical overview, I con-
sider the promise and the reality of informa-
tion technology for law enforcement, reviewing
where law enforcement stands with respect to
a number of critical information systems ar-
eas: records management; criminal histories
and offender identification; the Uniform
Crime Reporting System and the National In-
cident Based Reporting System; and computer
networking technology and the Internet.

The final section contains some reflections
on criminal justice IT and the 21* century.
The potential for the generation of new
knowledge and the risks associated with pos-
sible misuse of computerized data are briefly
reviewed and a short conclusion brings the
article to a close.

Historical Background
The First 100 years—
1830 to 1930

Though the intensity of our current focus on
information systems in criminal justice is his-
torically unparalleled, a demand for facts
about crimes, those who commit them, and
the response we muster goes back for more
than two centuries. In a 1978 article,* Decker
identified early approaches by Bentham (urg-
ing data collection on British prisoners in
1778), Guerry (beginning a formalized sys-
tem of French criminal statistics in 1833), and
Quetelet (who commented at the same time
on the issues surrounding the strengths and
weaknesses of official French crime data).

Decker noted that in the United States, the
effort to develop systematic information about
crime dates back about a century and a half. In
1834, Massachusetts was the first state to be-
gin collecting data on crimes. The U.S. federal
government did the same, first in conjunction
with the 1850 census and subsequently with
later censuses. By the early 1900s, data from
police reports were being compiled into crimi-
nal statistical reports, and federal prisoner data
and federal judicial statistics were being accu-
mulated, printed, and disseminated by the of-
fice of the U.S. Attorney General.

Though these early efforts were modest by
today’s standards, the federal systems in par-
ticular generated what appear to have been
reasonably accurate compilations of the ac-
tivity of the federal judicial system, and they
were used for decision-making about budget-
ing, facilities construction, and resource al-
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location issues. Data on crime in cities was
another matter. Many law enforcement agen-
cies lacked the resources and perhaps the in-
terest needed to compile comprehensive and
accurate statistics, and the consequence was
that knowledge about non-federal crime and
the local criminal justice environment was
sketchy, at best.

In the 1920s, the International Association
of Chiefs of Police (IACP) responded to the
need for a uniform, nationwide system of com-
piling statistics on crime by developing and
initiating a Uniform Crime Reporting System
(UCRs), to which police departments were
urged to voluntarily contribute crime data in
a standardized format. In 1930, IACP cooper-
ated with the federal government in arranging
for the transfer of this system to the Federal
Bureau of Investigation (FBI), where it is still
housed.” The 1930 UCR report included 1002
cities, with 83 percent participation of all cit-
ies with populations greater than 25,000.

Wickersham Commission, 1931

In 1929, the same year that the UCRs were
launched, a National Commission on Law
Observance and Enforcement was established
by President Hoover. This came to be known
as the Wickersham Commission, named af-
ter its chair George W. Wickersham.® Though
there had been locally based studies of crimi-
nal justice during the previous ten years,’ this
was the first national evaluation of the sys-
tem of justice administration in the U.S.

The Commission published 13 reports in
June of 1930.% One of these, the Report on
Criminal Statistics, was an assertion of the
need for accurate, nationwide statistics on
crime and the criminal justice system. The
report reflected the influence of the IACP's
work on the UCRs, and specifically cited the
UCR system as a model. However, the mem-
bers of the Commission wanted to go much
further than the UCRs, by creating a compre-
hensive system of national data encompass-
ing penal, judicial, and police data under one
umbrella federal agency which would estab-
lish national data collection systems to achieve
these objectives. The report also expressed
reservations about the accuracy of the crime
statistics currently being compiled, as well as
about the interpretations of them that were
being made. In this respect, the Commission's
observations were prescient—many of its
concerns have been repeatedly echoed in sub-
sequent commentary on the UCRs.

Presidential Commission, 1965

For the next three and a half decades, the UCRs
were systematically collected and came to be
the nation's only barometer of crime levels.
However, little progress was made beyond this,
except at the federal level, where the creation
of the Administrative Office of the U.S. Courts
in 1938 consolidated federal judicial and pe-
nal system data collection under the new
agency and led to the creation of a centralized
process of data compilation and reporting that
has persisted largely unchanged (except for
computerization) to the present time.

Then, in 1965, President Johnson convened
the President's Commission on Law Enforce-
ment and Administration of Justice. The man-
date of this commission, with respect to issues
pertaining to crime, was essentially unlimited,
and its extensive report was a wide-ranging and
enormously influential document.’

The Commission's examination of infor-
mation systems and statistics produced
gloomy observations by commission mem-
bers. Henry Ruth, deputy director of the
Commission, is quoted as saying: “Practically
no data on the criminal justice system existed
when the Commission began work. Not much
police data existed. Court data were a mess.”"’
In addition, the Commission's survey of
10,000 households suggested that crime of all
kinds was being seriously under-reported to
police, with the result that the UCRs could
not be counted upon to be an accurate mea-
sure of crime levels in the country.!!

This led to what was in a number of respects
a reaffirmation and clarification of the prin-
ciples and approaches promulgated earlier by
the Wickersham Commission, but never ad-
equately adopted. Namely, that policy should
be informed by knowledge and facts; that the
development, collection, and compilation of
these should be the responsibility of a National
Criminal Justice Statistics Center; that state sta-
tistical centers should be established to both
provide information and support to the fed-
eral agency and to generate locally useful data;
and that federal funding should be provided
to help accomplish these goals.

Federal Legislation: 1968—1994

The immediate outcome of the work of the
Commission was the passage of the Omni-
bus Crime Control and Safe Streets Act of
1968, which has been the foundation for vir-
tually all subsequent federal legislation on
state and local criminal justice matters.This
Act created the Law Enforcement Assistance

Administration, which from 1968 until 1979
housed the National Institute of Law Enforce-
ment and Criminal Justice (the precursor
agency to today's National Institute of Jus-
tice), and the National Criminal Justice In-
formation and Statistics Service (the
precursor to today's Bureau of Justice Statis-
tics). LEAA also managed federal assistance
to state and local criminal justice agencies,'
and, in 1973 established the National Crime
Survey, which carried forward the approach
undertaken by the Commission in the 1967
survey mentioned above. Of the Crime Sur-
vey, Tonry notes:

Some observers would say that the Na-
tional Crime Victimization Survey is the
single most important research-and-sta-
tistics legacy of the President's Crime
Commission. Considering that there
were no victim surveys before the
President's Commission sponsored the
pilots, the NCVS is a remarkable accom-
plishment. Not only has it survived for
nearly a quarter of a century, and been
steadily improved during that period, but
it has now achieved recognition as at least
equal to the UCR as a source of informa-
tion on crime trends and patterns.'?

Despite the promise inherent in the
Commission's report and the subsequent leg-
islation, the operational manifestation of the
principles the Commission espoused did not
generate long-term acceptance by Congress
or the criminal justice community. By the late
1970s, the LEAA was an agency whose time
had come and gone. Congressional willing-
ness to fund the agency dwindled from the
peak reached in 1976, and by 1980, appro-
priations were effectively zero.'

This discontent with LEAA led to an over-
haul of the federal government's approach to
the management of its efforts to influence and
assist state and local crime control activities.
In 1979, Congress passed the Justice System
Improvement Act of 1979, which took the
building blocks created by LEAA and con-
verted them into the federal system for deal-
ing with state and local criminal justice issues
that we know today. An independent National
Institute of Justice (NIJ) and Bureau of Jus-
tice Statistics (BJS) were created within the
LEAA framework. An oversight office—the
Office of Justice Assistance, Research, and
Statistics (OJARS)—was also set up. When
LEAA was formally abolished in 1982, the
other three offices survived and the Compre-
hensive Crime Control Act of 1984 created a
new structure, retaining NIJ as the research
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entity, BJS as the statistics entity, renaming
OJARS to the Office of Justice Programs
(OJP) with similar oversight responsibilities,
and creating two new agencies—the Bureau
of Justice Assistance (BJA) to manage block
grants and the Office for Victims of Crime
(OVC) to handle victim issues. This organi-
zational structure has survived to the present
day and most subsequent legislation autho-
rized and appropriated funding within it. The
exception was the 1994 Crime Control Act,
which, among other things, created an inde-
pendent agency, the Office of Community
Oriented Policing Services (OCOPS) to man-
age the 100,000 Cops on the Street program
of the Clinton administration.

Summary

A common theme about information and sta-
tistics can be found in the reports of the two
commissions and the legislation that has been
enacted. This is that we don't know enough
about crime and the criminal justice system,
and we must develop more information in
order to develop good policy and make sen-
sible operating decisions. Certainly until 1967,
this was the clarion call that was being explic-
itly sounded. Since 1967, various acts have
attempted to codify that call into an effective
system for gathering, organizing, and dissemi-
nating information.

In some respects, these efforts can be con-
sidered a success. BJS now produces an im-
pressive array of data series, covering a large
variety of criminal justice topics. NIJ spon-
sors a wide range of empirical research and
itself manages a significant data collection ef-
fort focusing on drugs and crime.'® The FBI
produces Uniform Crime Reports on a
nationwide scale. The National Crime Vic-
timization Survey captures unreported as well
as reported crime in ways that most observ-
ers consider highly credible and dependable.
And at the local level, many police depart-
ments have replaced paper records with com-
puterized information systems that would
have been infeasible a decade ago.

However, there is a problem. Though the
emphasis on collecting facts and increasing
our knowledge of the situation with which the
criminal justice system must deal is an obvi-
ous first step in dealing effectively with crime,
data alone cannot tell us what to do. Though
it is true that if we don't know the scope of
the problem we face, our responses to it are
not likely to be appropriately focused, an ac-
cumulation of facts is not an answer to policy
and operational questions. The facts must be

processed in some useful way. They must be
analyzed, interpreted, and used as a basis for
action. This is where difficulties arise.

Over the past decade or so, extraordinar-
ily rapid increases in data processing capabili-
ties have taken place. What used to take a
roomful of hardware to do slowly and some-
times badly can now be done by a machine
that we can hold in one hand. We can store
vast quantities of records on a device smaller
than an envelope. For a few hundred dollars,
we can acquire a computing system that is
more powerful than one that cost hundreds
of thousands twenty years ago. But, in the field
of criminal justice, there is a real question fac-
ing us: How do we make this new capacity
work for us?

By and large, in the operational world, we
don't know the answer. Agencies are acquir-
ing capacity without knowing what to do with
it, except to automate paper systems. This is
fine, but it isn't much of an advance in deci-
sion-making.

In the next two sections of this article, this
issue will be examined in the context of local
law enforcement agencies. In many respects,
local law enforcement agencies have the great-
est need among criminal justice agencies for
a clear understanding of their environment
and the ways they can adapt to it. This makes
them, potentially at least, the most needy con-
sumers of the new IS/IT that has come on line
in recent years. For these reasons they consti-
tute a highly informative context within
which to consider the impact of the IT revo-
lution on criminal justice.

Law Enforcement and IT—
Promise and Reality

The Promise

This section reviews what has taken place in
law enforcement with respect to IS/IT devel-
opment in a number of important areas dur-
ing the past three decades. The organizing
theme is that the rapid technological advances
that have taken place outside law enforcement
have promised and sometimes delivered sig-
nificant improvements in information pro-
cessing capabilities. It is further believed that
the incorporation of these advances into law
enforcement operations will at least radically
improve and perhaps revolutionize law en-
forcement. Such advances span virtually all
of the information gathering requirements
pertaining to crime measurement, control
and response that law enforcement agencies
might need.

However, despite this promise, the reality
in law enforcement has been, and is, quite
different. Large-scale data collection systems
of crime measurement, such as the National
Incident Based Reporting System, have not
yet come close to realizing their potential. Few
departmentally-based systems have been
implemented at anything approaching the
level that is technologically feasible. Even
when implemented, such systems have often
come to be viewed as disappointingly irrel-
evant to the functions that law enforcement
agencies must perform, and a jaundiced view
of them is expressed with disturbing fre-
quency by officers and command staff.

The result is that there now exists a real
danger that the IS/IT revolution will come to
be seen as little more than a faster way of col-
lecting information that used to be put down
on paper. If this view prevails, law enforce-
ment will have missed the most important
contribution that the IT revolution can
make—namely, to assist law enforcement to
redefine itself along the lines proposed by
community-oriented and problem-solving
philosophies.

In the balance of this section, I will present
an overview of the status of IT in law enforce-
ment across what I consider to be the most
significant substantive areas. These are:
Records Management Systems; Criminal His-
tories and Offender Identification; Crime
Analysis; Mobile Data Terminals; Uniform
Crime Reporting and the National Incident
Based Reporting System; and Computer Net-
working Technology and The Internet.”

The Reality

The Reality Records Management
Systems (RMS)

A Records Management System (RMS) is the
informational heart of any law enforcement
agency's operations. It provides for the stor-
age, retrieval, retention, manipulation,
archiving, and viewing of information,
records, documents, and files about every as-
pect of law enforcement business. A compre-

* T have been assisted in this section by the infor-
mation contained in a number of presently unpub-
lished working papers prepared by Abt Associates
staff members Peter Finn, Kristin Jacoby, Julia
Kernochan, Tom Rich, and Shawn Ward. I have
made use of the background materials contained
in those papers, though the individuals named are
not responsible for, and do not necessarily agree
with, the interpretations I have made and the con-
clusions I have drawn.
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hensive and fully functioning RMS should
include crime and arrest reports, personnel
records, criminal records, and crime analysis
data. Even today, this is in fact the exception
rather than the rule. Though virtually all staff
in any law enforcement agency use and de-
pend upon the information that an RMS
should contain, many agencies have inad-
equate or incomplete systems.

Prior to the 1970s, nearly all law enforce-
ment agencies’ record-keeping was paper-
based. Gradual conversion to main-frame
computer record-keeping began in the 1970s,
particularly for crime and arrest information,
and by the mid-1980s, an estimated 1,500 of
the nation’s 17,000 law enforcement agencies
were using main-frame computers to a lim-
ited extent. Characteristically, due to the high
investment cost associated with main frames,
most agencies shared time with other city agen-
cies and management of the machine and the
system was outside the department. Typically
the RMS were little more than record-keeping
systems, with functions that differed little from
those provided by their paper predecessors. As
late as 1993, a Bureau of Justice Statistics sur-
vey found that only two-thirds of local law
enforcement agencies were using computers
for some elements of record keeping.'”

Lack of control over the system, poor links
between its elements, and, sometimes, law
enforcement agency disinterest in record-
keeping or lack of experience and understand-
ing of computers resulted in limited
utilization of the RMS that were developed.
Even today, many departments have only
partial computerization of record-keeping.
Some have no automation on key elements
of the records system, and a number cannot,
for instance, perform simple tasks that com-
puters ought to be able to do easily, such as
automatically compile UCR reports, link ar-
rests to crimes reported, and so on. Conse-
quently, in such agencies, these kinds of
functions still have to be performed manu-
ally, if at all.

More recently, some agencies have begun
to move to fully automated (computerized)
records management systems. Some of these
agencies have gone beyond simply automat-
ing record-keeping procedures to implement-
ing dynamic, relational databases as an
integral element in information management.

In such agencies, RMS systems are no
longer stand-alone systems; they can be in-
terfaced to other systems in the city or county
and to State law enforcement systems, which
in turn provided access to national crime da-

tabases. More recent systems provide graphi-
cal user interface with menus, buttons, icons,
and other easily recognizable screen images.
Built-in editing and error checking can reject
incorrect information as it is entered, thus
prompting correction before it is stored.

Incident address records are a good ex-
ample of this capability. When entered by
hand, addresses frequently contain mistakes;
error rates of 30—40 percent are not uncom-
mon. Now, some agencies have all legitimate
city addresses stored in a master file that is
scanned whenever an address is entered. Ad-
dresses not found are rejected and a prompt
for correction is issued. This produces percent-
age accuracy rates in the high 90s, a critical
accomplishment for use with other computer-
based applications such as crime mapping.

Thus, state-of-the-art RMS can be inte-
grated with other systems, such as Computer
Aided Dispatch (CAD). They can track all the
functions of a police precinct, not just arrests
and bookings, in one complete package. For
example, the latest breed of RMS will man-
age budgets; keep an active inventory of sup-
plies, property, and evidence; schedule K-9
care and vehicle maintenance; organize intel-
ligence; track 911 data; and automate many
other departmental functions.

They also support access to a wide range
of external databases, such as the National
Crime Information center (NCIC) and Na-
tional Incident Based Reporting System
(NIBRS), and have the ability to share infor-
mation with other justice agencies at all lev-
els of government.

These capabilities create significant new
potential for police departments: to conduct
advanced crime analysis; to ground strategic
and tactical decision-making on sound infor-
mation; to determine resource deployment on
a pro-active rather than simply a reactive ba-
sis; and to execute many other functions that
were either impossible to perform under ear-
lier systems or were performed under condi-
tions of extreme uncertainty.

However attractive a picture is drawn, it
must be recognized that implementation of
an advanced RMS is not a simple matter.
Turnkey systems are rarely viewed as attrac-
tive by departments considering vendor of-
ferings, and this creates major design issues.
Some departments that have committed to
state-of-the-art systems spend many months,
or even years, in the design phase. Those that
do not run the risk of disappointment, disil-
lusionment, and failure. The process takes a
major commitment of resources and budget,

and can be very difficult to justify to a city
council that is already under severe budget-
ary pressure.

Even when acquired, automated RMS sys-
tems require extensive user training, which,
because of the expense, departments may ne-
glect or underfund. Officer resistance can also
be a factor, because the modern RMS imposes
information collection demands on officers
that many view as at best irrelevant and at
worst obstructive. Agencies must normally
consider hiring new staff or training in-house
staff to provide ongoing user training and
support, as well as system maintenance and
troubleshooting. Historically, police depart-
ments have not attempted to hire such staff.

Another common concern addresses li-
ability and security with respect to personnel
files and other sensitive data such as investi-
gation reports and criminal files. As com-
puter-based applications have grown, so have
security breaches. Even government systems
that are protected by the most sophisticated
national security systems have yielded to per-
sistent hackers. When a major objective of
computerization is to simplify the exchange
of information among and between officers
and headquarters, the risk of improper access
is obvious.

Despite these caveats, it is evident that no
department will be able to take full advan-
tage of the benefits that the IT revolution of-
fers if it does not acquire a modern RMS. In a
real sense, all other IT applications depend
upon the RMS. If it is absent or deficient, then
a domino effect seems inevitable. The other
applications will either not realize their po-
tential, or they will fail outright.

Criminal Histories
and Offender Identification

As noted above, a critical component of
record-keeping involves criminal histories
and offender identification. These have always
been problematic areas for police depart-
ments. There are two main reasons for this.
First, definitive identification at the time of
arrest is sometimes difficult to achieve. Some
arrestees simply give false names and carry no
documents. The result is that a delay in iden-
tification occurs and police records are, for a
period of time that in some cases can be
lengthy, inaccurate or incomplete. Second,
even when identification is made at the local
level, linking the offender to his/her records
in other jurisdictions can be a difficult and
tedious process. Since arraignments usually
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have to be held within 48 hours of arrest, this
can lead to bail decisions that would be quite
different if the full history were known.

These problems were first widely discussed
in 1967, with publication of the report by the
President’s Commission on Law Enforcement
and the Administration of Justice, which
noted that criminal history records were fre-
quently inaccurate, incomplete, and inacces-
sible. These problems persist. A data quality
survey conducted in 1997 found that only 25
of the 50 states surveyed reported that 70 per-
cent or more of arrests from the past five years
in their criminal history database had entries
for final dispositions.!®

What is obviously needed are identifica-
tion and history systems that overcome these
problems quickly and efficiently. Ideally, these
should be integrated into the RMS. Comput-
erization offers that potential, though it would
be accurate to say that the potential has not
yet been realized.

Nevertheless, both federal and state crimi-
nal history and identification systems have
evolved significantly over the past few de-
cades. States have established criminal history
repositories that contain information about
arrests occurring throughout their state. The
FBI maintains criminal history systems for
federal offenders and a national criminal
records systems, including the National
Crime Information Center (NCIC) and the
Interstate Identification Index (III).

Initially, most states maintained some-
thing akin to a manual index card system that
contained a list of arrested persons, perhaps
with accompanying paper folders that con-
tain documentation about individual arrests.
Over time, most states have automated these
files to some extent. Individual law enforce-
ment agencies can query them via remote ter-
minals. At the national level, the FBI is
currently moving towards an automated Na-
tional Fingerprint File (NFF).

Over the past decade, the federal govern-
ment has invested more than $200 million to
improve the quality of criminal history
records at state and federal levels. These
records are not only critical to the day-to-day
operation of virtually every federal, state, and
local criminal justice agency. They are also of
increasing relevance to non-criminal justice
applications. Most states permit some access
to criminal history records by agencies out-
side criminal justice for employment, licens-
ing, and other purposes.

Perhaps of greater significance are the
mandates imposed by the Brady Act and the

National Child Protection Act of 1993.%
These significantly expanded the importance
of criminal history records for determining
eligibility to purchase a firearm and for
screening childcare facility employees.
Though there is a good deal of controversy
about the constitutionality and efficacy of this
process, some evidence exists that it has had
an effect. The Bureau of Justice Statistics has
reported that from March 1, 1994 to Novem-
ber 29, 1998, approximately 12,740,000 ap-
plications for handgun purchases were made.
There were 312,000 rejections as a result of
the background checks required by the Brady
law.?® Whether this should be considered
many or few may be a matter of debate. What
is not at issue is the dependency of this result
on automated information processing that
could not even have been attempted a decade
ago. Like it or not, the ability to perform such
checks is a remarkable IT achievement.

Expansion of such checking seems assured
for the future, and, given the expanding pub-
lic and political attention being paid to gun
violence, there seems no doubt that the checks
considered necessary will become increasingly
demanding and sophisticated. Anyone who
has examined the amount and type of infor-
mation generated by a single arrest knows that
it can be complex and voluminous, perhaps
involving several agencies within a single ju-
risdiction. Compiling a comprehensive crimi-
nal history involves multiple jurisdictions. In
order to have complete, accurate, and timely
access to such histories, each step in the pro-
cess must be carefully executed, and the re-
sults must be subject to the most rigorous
quality control.

To achieve these goals, federal, and state
agencies will need to implement a number of
different strategies. These will include: baseline
audits of record systems to understand the
nature and extent of data quality problems;
entering backlogs of manual arrest and dispo-
sition records into automated files; develop-
inglong-term data quality improvement plans;
and undertaking efforts to obtain unreported
dispositions from courts and prosecutors. To
date, this has been a Sisyphian task due to the
fact that much of the desired information ex-
ists only on paper or, even if automated, in
non-standardized form. Consequently imple-
menting dependable and uniform electronic
interfaces between reporting agencies and the
central criminal history repository will be a pre-
requisite for expansion in the effective utiliza-
tion of criminal histories. In fact, a good deal
of work is being done to bring this about.

The Bureau of Justice Statistics (BJS) cur-
rently manages a major federal initiative—the
National Criminal History Improvement
Program (NCHIP)—that provides funding to
the FBI and state criminal history reposito-
ries. The goal of the NCHIP program is to
ensure that accurate records are available for
use in law enforcement, including sex of-
fender registry requirements, and to permit
states to identify ineligible firearm purchas-
ers, persons ineligible to hold positions in-
volving children, the elderly, or the disabled,
and persons subject to protective orders or
wanted, arrested, or convicted of stalking and/
or domestic violence. NCHIP also provides
funding to the FBI to operate the National
Instant Criminal Background Check System
(established pursuant to the permanent pro-
vision of the Brady Handgun Violence Pre-
vention Act), the National Sex Offender
Registry (NSOR), and the National Protec-
tive Order File.

These developments move law enforce-
ment closer to the goal of rapid identification
and accurate recovery of history information.
The key, in the end, will be the extent to which
individual criminal justice agencies develop
the capacity to take advantage of the state and
federal systems that are being created. This is
another of the I'T challenges that criminal jus-
tice agencies face.

Mobile Data Terminals (MDTs)

During the past decade, another important
element of law enforcement response capa-
bility has been developed through Mobile
Data Terminals (MDTs). These allow wire-
less receipt and transmission of information
to and from officers on foot or in patrol cars.
Initially, MDTs were basically unsophisticated
terminals that permitted transfer of rudimen-
tary information between station and officer.
Dispatch instructions, for instance, could be
sent to the terminal rather than being put out
over radio. Officers could automatically
record and transmit arrival times at the dis-
patch location. In the past few years, however,
technological advances have led to the intro-
duction of laptop and notebook computers,
pen-based computers, voice-based comput-
ers, and hand-held ticket issuing computers.
These now match desktop machines in so-
phistication, and, in the future, will continue
to expand in capability. As miniaturization
progresses, for instance, hand-held devices
that do not require patrol car installation seem
certain to proliferate. This will free officers
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from patrol car dependence, and increase the
scope and sophistication that officers on the
street can exercise with respect to two-way in-
formation flow. In this sense, MDTs are be-
coming much more than aids to response.

First available around 1990, today’s laptop
models can be operated by officers on a stand-
alone basis or combined with on-board ra-
dios, built-in cellular phones, or computer
docking stations. In terms of technical capac-
ity, law enforcement laptops equal any other
machine. One difference is construction—en-
forcement laptops tend to be “ruggedized” to
withstand the shocks and rough handling that
a law enforcement environment potentially
inflicts. When connected to cellular phone-
based systems, laptops can send and receive
data to and from remote sites. Some laptop
computers provide touch screen capability.
The potential utility of these machines is ob-
viously vast. Not only can virtually any kind
of information be transmitted back and forth,
they can be used to provide rapid authoriza-
tion for law enforcement actions through
faxed warrant requests and approvals, thus
eliminating the sometimes crippling delays
that, in the past, could result from having to
return to the station, write up a justification,
submit it, and then return to the scene.

Hand-held ticket issuing computers, used
principally in parking enforcement, enable
officers to issue computer-generated citations
and simultaneously check the vehicle for out-
standing tickets. These systems, which con-
tain as many as 40,000 records, including
information on stolen or wanted vehicles, and
can also be used to record field interviews.

Pen-based computers, first introduced in
1989, are clipboard-size mobile computers,
weighing less than five pounds, that recognize
handwriting and convert it to text. Some pen-
based computers have radio capability. Pen-
based computers can be mounted in patrol
cars, but officers can remove and operate them
for a limited distance from the vehicles. Be-
cause the software used to recognize handwrit-
ing was initially perceived as inflexible,
pen-based computers have not gained large-
scale acceptance in law enforcement. This is
certain to change as departments see the ben-
efits of the technology that is now common in
business use of hand-held devices. (Gapay
1992)

Computers that offer voice recognition
and translation for input to computer files are
in a similar category to pen-based systems.
Rapid improvements in technology are mak-
ing such devices much easier to use—by 1996,

voice dictation technology was already 95
percent accurate at a dictation rate of over 70
words per minute. The disadvantage is that
the technology still requires considerable user
(and machine) training. This burden declines
each year, and is going to decline more as the
technology gets better. Accurate computer
“listening” to normal human speech will be-
come generally available within the next few
years. Given the obvious advantages of effec-
tive voice input over pen or keyboard, the use
of voice recognition seems likely to be the next
MDT advance. This promises a very signifi-
cant reduction in the amount of officer and
headquarters staff time that is presently con-
sumed by the reporting function.

Though there are few empirical studies of
the impacts of MDTs, their reported benefits
include:

+ speed of information dissemination
+ saving officers time and effort
+ facilitating information sharing

+ increasing reporting accuracy and
uniformity

+ enhancing response time
+ increased officer safety

There are, however, some considerable
obstacles to implementation of MDTs. These
include expense, a lack of information about
available products, a need for significant
amounts of user training, and possible officer
resistance to or misuse of the devices. All of
these seem likely to decline in importance as
progress continues, but their short-term ef-
fect has been to limit the implementation of
MDTs in the policing world.

For example, a 1995 Police Executive Re-
search Forum (PERF) survey of 210 depart-
ments drawn in part from among 1995 COPS
MORE federal grant recipients found that
only a small percentage of police departments
had MDTs in patrol cars.?! However, within
that minority, many departments had been
using laptops in patrol cars for years.

In 1997, the National Institute of Justice
sponsored a study by the National Law En-
forcement and Corrections Technology Cen-
ter on the ability of different agencies to
communicate across jurisdictions with each
other (so-called “interoperability”). A total of
1,344 agencies responded to the questionnaire.
The agencies that were currently using MDT's
employed them primarily for database infor-
mation and free text (e.g., reports, queries).

Nearly one quarter of the agencies (24 per-
cent) used database information (primarily
agencies with 500 or more sworn officers),
and 21 percent of all agencies used free text.
However, the use of MTDs was far less com-
mon in smaller agencies—as low as 4 percent
of agencies that employed fewer than 10
sworn officers.

Despite current limitations, more depart-
ments can be expected to use MDTs. Some
federal funds are being provided to assist pur-
chase. An added impetus for implementation
is to enable officers on the street to take ad-
vantage of the FBI’s new National Crime In-
formation Center (NCIC) 2000 and Integrated
Automated Fingerprinting Identification Sys-
tem (IAFIS) initiatives. MDTs will also assist
departments to conform to the new incident-
based reporting standards of the National In-
cident Based Reporting System (NIBRS). These
clear advantages, coupled with declining cost
and increasing ease of use, suggest that it will
not be long until virtually every department
uses MDTs of one type or another.

Crime Analysis

The International Association of Crime Ana-
lysts (I.A.C.A.) offers this statement about
crime analysis:

Crime analysis is a scientific process in
the sense that it involves the collection of
valid and reliable data, employs system-
atic techniques of analysis, and seeks to
determine, for predictive purposes, the
frequency with which events occur and
the extent to which they are associated
with other events.

In more concrete terms, Reuland identifies
four specific functions for crime analysis:*?

1) To support resource deployment. Crime
analysis for this purpose involves detect-
ing patterns in crime or the potential for
crime in order to enhance the effective-
ness of daily patrol operations, surveil-
lance, stakeouts, and other tactics. These
analyses influence personnel deployment
and resource allocation.

2) To assist in investigating and apprehending
offenders. By comparing files that contain
modus operandi characteristics with files
of new suspect attributes, departments
hope to make more and better arrests.

3) To prevent crime. Crime analysts focus on
identifying locations, times of day, or situ-
ations where crimes appear to cluster so
that departments can take steps to
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“harden” these potential targets to make
them less likely targets of crime.

4) To meet administrative needs. Law enforce-
ment administrators need to provide other
individuals and agencies with crime-related
information, including city agencies, courts,
government offices, community groups,
and the media. Administrators may need
to use crime analysis in this context for leg-
islative, political, and financial purposes.

Crime analysis may also serve strategic
purposes for planning agencies, crime preven-
tion units, patrol and investigative command-
ers, and community relations units in terms
of their programmatic, planning, develop-
ment, and evaluation functions.

It is clear that crime analysis is a process
for which computerized data processing is
tailor made. However, it is true that law en-
forcement agencies have been doing some
form of crime analysis from time immemo-
rial. Policing hasn't been random and it hasn't
been reactive to the exclusion of all other con-
siderations. Crime analysis has always guided
decision-making. However, the crime analy-
sis that we think of now is orders of magni-
tude different from what was performed prior
to the advent of desktop computers. These
have increased the power and speed of crime
analysis tremendously. The advent of com-
munity policing has provided another recent
impetus to enhanced crime analysis. For these
and other reasons, the number of depart-
ments with crime analysis units has been
growing over the past several years.

The five stages of crime analysis illustrate
the natural fit with the IT revolution:

1) Data collection. Law enforcement data are
generated primarily from records and re-
ports within the department. Data sources
internal to the department include field in-
terviews, offense reports, investigative re-
ports, arrest reports, evidence technician
reports, criminal history records, offender
interviews, traffic citations, intelligence
reports, and calls-for-service data. For
community policing purposes, informa-
tion is also likely to come from non-po-
lice sources, such as schools, utility
companies, city planners, parks depart-
ments, social service agencies, courts, pro-
bation and parole agencies, other police
agencies, and the Bureau of the Census
(e.g., for demographics of a given area).

2) Data collation. Departments create data-
bases capable of automated searches and

comparisons. Basic database requirements
include completeness, reliability, and
timeliness.

3) Analysis. Departments analyze crime data
to detect patterns of activity that can pre-
dict future crimes. Crime mapping has be-
come an increasingly popular analysis
approach (see below).

4) Dissemination. Departments prepare data
for internal and external users. Face-to-face
contact between crime analysts and offic-
ers and investigators, and with some other
users, can be important for developing a
mutual understanding of the data and their
usability.

5

~

Feedback. Measuring users' satisfaction
with the information they are given is es-
sential. Crime analysts need to find out
what products and formats work and do
not work. They must also learn how end
users plan to use their products. Analysts
can use a simple, closed-ended survey
form to obtain feedback, as well as per-
sonal contact.

The most prominent crime analysis tech-
nique to have been developed as a direct con-
sequence of the I'T revolution is computerized
mapping. Although computers have been
used to display and manipulate maps since
the 1960s, the use of mapping software in
criminal justice is a relatively new phenom-
enon. Its growth is due largely to the recent
development of inexpensive yet effective and
sophisticated PC-based mapping software
packages and to the emphasis being placed
upon it by the federal government.” The ap-
plication of mapping software to urban set-
tings depends upon the existence of addresses
in the data being mapped. Consequently,
mapping is most likely to be used for crime
analysis in medium and large police depart-
ments where computerized address data are
a by-product of routine, day-to-day work.**

However, utilization is by no means uni-
versal. In 1994, 30 percent of 280 member de-
partments of the International Association of
Chiefs of Police Law Enforcement Manage-
ment Information Section (among the most
active users of computer technology among
local departments in the nation) reported
having used mapping software. A 15-month
survey of 2,000 law enforcement agencies con-
ducted by the National Institute of Justice
Crime Mapping Research Center found that
261 used any computerized crime mapping.
Not surprisingly, larger departments (more

than 100 sworn officers) were much more
likely to use the technology (36 percent) than
were smaller departments (3 percent).”
Despite the widespread availability of
computers and the growth of applications
software that seems to closely fit policing's
crime analysis needs, the majority of police
departments have not yet embraced a com-
prehensive approach to crime analysis.® A
number of obstacles that inhibit a commit-
ment to crime analysis can be identified:

+ the perception by some sworn officers that
crime analysis is not real policing and con-
tributes little to understanding the street
conditions under which they have to work;

+ the fact that crime analysis is often con-
ducted by civilians, who lack the standing
within the department to promulgate the
results of their work and its implications
for strategic and tactical decision-making;

* uncertainty regarding hardware and soft-
ware technology, and the difficulty of mas-
tering the range of available techniques;

* inaccurate or missing data in police records
systems (e.g. addresses for mapping appli-
cations);

+ difficulty making arrangements to obtain
necessary data from other agencies;

+ inadequate or non-existent crime analysis
training; and

+ insufficient funding.

The principal obstacles to more agencies
conducting better crime analysis seem likely
to decline as hardware, software, and data
acquisition costs decline, as user expertise
increases, and as data quality improves. Nev-
ertheless, many departments are still some
distance away from the acceptance of crime
analysis as an important policing tool.

Uniform Crime Reporting/
National Incident-Based
Reporting System

The discussions so far have focused prima-
rily on IT as it relates to individual depart-
ments. However, critical needs exist with
respect to aggregate measures of reported
criminal activity and documentation of na-
tional crime trends. These needs have histori-
cally been addressed by the Uniform Crime
Reporting (UCR) system, which began opera-
tion in the early 1930s and has been in place
with little change ever since. The system is
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dependent upon local police departments,
which voluntarily submit a variety of aggre-
gate data to the FBI each year in standardized
format. Compilations of UCR data, published
annually by the U.S. Department of Justice
under the title Crime in the United States, gen-
erate a statistical overview of data about law
enforcement administration, operations, and
management, and have served as a primary
source of information for researchers and the
public. Crime in the United States offers sec-
tions on the UCR's major topics: crimes
cleared, persons arrested, law enforcement
personnel, and a Crime Index based on 8 se-
lected offences. However, the UCR system is
unable to link an offense to its associated ar-
rest, and the system is believed to have a num-
ber of significant limitations.

Because of these perceptions, it was ac-
knowledged in the mid-1970s that a revised
and enhanced UCR system was needed for use
into the 21 century. This coincided with ad-
vances in information technology that made
a more sophisticated system feasible. The
Bureau of Justice Statistics and the FBI funded
a substantial examination and reassessment
of the UCR program which culminated in the
1985 publication of a Blueprint for the Future
of the Uniform Crime Reporting System.”’

The Blueprint proposed the National Inci-
dent Based Reporting System (NIBRS) to re-
place the existing UCR system. The plan called
for incident-based reporting, rather than ag-
gregate reporting, represented by two levels of
reporting complexity, the more detailed of
which would be followed by only 3 percent to
7 percent of law enforcement agencies nation-
wide. Ultimately, the law enforcement com-
munity endorsed the NIBRS framework but
elected to institute the more complex report-
ing level for all participating agencies.

To achieve standardization across jurisdic-
tions, the FBI sponsored the development of
new offense definitions and data elements for
the new system. Based on the results of a pilot
program at the South Carolina Law Enforce-
ment Division (SLED), representatives of the
law enforcement community in 1988 approved
the revised UCR guidelines and voiced over-
whelming support for the new system.

Representing both an expansion of UCR
and a major conceptual shift, NIBRS is an “in-
cident-based” system that collects detailed
information on individual crimes, including
data on location, property, weapons, victims,
offenders, arrestees, and law enforcement of-
ficers injured or killed. In addition, under
NIBRS the scope of reporting is widened to

cover 22 crime categories that include a total
of 46 specific offenses, known as “Group A”
offenses. For an additional 11 “Group B” of-
fenses, NIBRS collects detailed data on per-
sons arrested.

Whereas UCR requires local law enforce-
ment agencies to report monthly aggregate fig-
ures on crimes and arrests, NIBRS asks local
agencies to submit data on individual incidents
for compilation at the state and federal levels.
This offers a potential for analysis that would
be impossible using only the UCR aggregates,
but it also decreases local agencies’ control over
dissemination of information.

Despite the potential benefits of NIBRS to
law enforcement management, training, and
planning, law enforcement agencies have been
relatively slow to adopt the system. As of May
1997, only 10 states were certified to report
NIBRS data, and only 4 percent of U.S. crimi-
nal incidents were reported under NIBRS.
Large law enforcement agencies have been
especially reluctant to make the transition to
NIBRS: as of May 1999, the Austin (Texas)
Police Department remained the only agency
serving a population over 500,000 to report
NIBRS data.

According to arecent SEARCH study, law
enforcement agencies see lack of funding as
the primary obstacle to full adoption of
NIBRS.?® Indeed, the costs associated with the
transition can be substantial, especially as
many law enforcement agencies have exist-
ing records management systems that are ei-
ther too antiquated to function effectively or
are incompatible with NIBRS requirements.

The study also indicated that local law en-
forcement decision-makers remain unsure of
the benefits of NIBRS reporting, and perceive
several possible drawbacks to the new system.
Although the greater accuracy offered by
NIBRS is desirable in principle, some local
officials fear a negative public reaction in the
event that more precise reporting gives the
impression of rising crime rates. Moreover,
many officials view NIBRS as a tool for aca-
demic research rather than daily law enforce-
ment, or are concerned that reporting the
more detailed information requested by
NIBRS will place an undue burden on offic-
ers in the field. Study participants also dis-
cussed the need for federal agencies to
encourage participation in NIBRS by reaf-
firming their commitment to the program
and providing better education as to the aims
and utility of the revised system.

Of course, the technical and cost prob-
lems are not created by NIBRS information

needs. They are a consequence of the out-
moded and inadequate IT systems that many
departments have in place. In fact, as depart-
ments upgrade and automate record-keeping
systems, they do generate computerized data
that would meet all of NIBRS needs, provided
the requirement for cross-jurisdictional stan-
dardization of definition of offenses and other
data elements can be achieved. Most big city
departments, for instance, now have data sys-
tems that contain a good deal more than the
NIBRS date elements and some perform analy-
ses that match in sophistication those contem-
plated by NIBRS advocates. This suggests that
the main obstacles to more widespread imple-
mentation of NIBRS are not so much techni-
cal or financial, but rather derive from
perceptions that it contributes little to local
needs for crime analysis and information, while
simultaneously containing a good deal of risk
to local jurisdictions. In this sense, the poten-
tial contribution of NIBRS seems destined to
be greatest at regional, state, and national lev-
els. It remains to be seen whether the perceived
value of this potential will be sufficient to mo-
bilize the voluntary local commitment to par-
ticipate upon which NIBRS depends.?’

Computer Networking
Technology and the Internet

The topical reviews provided earlier in this sec-
tion demonstrate that advances in information
technology, combined with law enforcement
agencies' increasing emphasis on crime preven-
tion, community policing, and problem solv-
ing, is redefining the pursuit and use of
criminal justice information. The development
of incident-based reporting systems and in-
creasingly sophisticated techniques of crime
analysis have caused sharp increases in the vol-
ume and complexity of collected data. As this
has occurred, new technologies have begun to
play a crucial role in agencies' efforts to dis-
seminate, share, and manage this torrent of
criminal justice information.

Within the last ten years in particular,
computer networking-linking two or more
computers so that they can share informa-
tion—has revolutionized the way we ex-
change and access data. Many organizations
use internal networks, or intranets, to con-
nect the computers within that organization.
When two or more individual networks are
connected, an internet is formed. The most
advanced public level of such systems is of
course the Internet, a vast collection of inter-
connected computer networks worldwide,
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serving over 35 million users per year.”® The
easy-to-use World Wide Web (known sim-
ply as the Web) is the most popular area of
the Internet, and consists of “sites” dedicated
to various topics.

This rapidly evolving technology has cre-
ated a host of challenges for law enforcement
officials, whose previously disconnected agen-
cies seem especially suited to benefit from net-
working technology. Networking centralizes
data in order to streamline administration and
help agencies collect and manage huge volumes
of crime-related information. Additionally,
computer networking plays a valuable and ex-
panding role in facilitating communication at
all levels: among the local, state and federal
agencies; between local agencies and constitu-
ent communities; or across agencies within a
given region or locality.

One of the Web's most common law en-
forcement applications has been the establish-
ment of web sites to facilitate communication
with the communities served. As of August 1997,
over 500 local law enforcement agencies main-
tained web sites, and the establishment and ex-
pansion of sites continues at a rapid pace.’!
Information on the Web is presented in a lively
and interactive format, and may be accessed by
interested persons at any time from anywhere
in the world. By allowing agencies to interact
cheaply and easily with members of their con-
stituent communities, an effective Web site can
significantly enhance police-community rela-
tions and further community policing objec-
tives. In responding to a faxback survey by the
FBI, for example, most departments that have
sites on the web reported extensive use and posi-
tive responses from citizens.”

Web sites can fulfill multiple functions for
law enforcement agencies. Most sites dissemi-
nate a range of public safety information, in-
cluding: self-protection tips; crime reports and
advisories; news of recovered stolen property
and local fugitives; clarifications of laws and
answers to frequently-asked questions; statis-
tics and budgetary information; community
announcements; and information about the
agency and its staff. On some sites, communi-
cation is two-way, allowing the public to in-
teract with the agency that serves them.
Citizens can use the web to apply for permits,
file reports on minor incidents, offer tips and
information on crimes, and respond to the
agency's performance. A web site makes it
more likely that community members will con-
tribute to the agency's work, since it is easier
and quicker to use the Internet than to go to
the agency's office. Web sites can also reduce

recruiting costs for agencies, who are able to
widen their pool of applicants and provide
prospective employees with information.

The equipment required to establish a web
site and make quite sophisticated offerings is
simple and relatively inexpensive: a computer,
aword processing program, a Web processing
application, and, for some applications a digi-
tal camera and a scanner. Personnel resources
may be harder to come by, but a small indus-
try of experts now exists and assistance is easy
to obtain. As Internet use has spread among
law enforcement agencies, web design compa-
nies have developed expertise in creating law
enforcement sites, and many Internet service
providers have begun to donate access and ex-
pertise to local police and sheriff depart-
ments. Departments have found web sites to
be very cost-effective; once the site is set up,
the cost of maintenance is minimal, and sites
reduce expenditures for publishing public
records and recruiting employees.**

However, the Internet is not a panacea.
Law enforcement agencies that use web sites
to connect to the community must be aware
that not all residents use or have access to the
Internet. There is an access bias, because low-
income residents are less likely to be familiar
with and have access to the Internet than af-
fluent residents in the same area. Some will
not have computers; others will not even have
telephones. Thus, agencies should continue
to pursue traditional methods of public edu-
cation, such as posters or meetings, in order
to reach everyone in the community.

A potentially valuable application of net-
working technology could lead to integrated
justice information systems. These are essen-
tially computer internets that would link
numerous separate agencies—police depart-
ments, prosecutors, courts, etc. Integration
may also be pursued among different levels of
government, within geographic regions, and/
or across disciplines. The cited benefits of in-
tegrated justice information systems are clear:
they improve the quality of data available to
all users; save time and money by eliminating
redundant data entry; facilitate timely access
to information; and permit accurate informa-
tion sharing across distance and time. For
many years, the fragmentation and lack of co-
ordination among criminal justice agencies has
been deplored; the criminal justice system, ac-
cording to many, is not a system. Networking
seems to offer the potential for addressing this
problem.

Setting up an integrated system typically
demands an extended planning process, re-

quiring the participation of all stakeholders.
The planning process involves building sup-
port for the project, needs assessment and
strategic planning for the project, setting stan-
dards for data collection, identifying techno-
logical solutions and establishing an oversight
board for acquisitions and implementation.
During the planning phases, particular atten-
tion must be given to setting information sys-
tems standards, which have been called “the
linchpin to integration.”* For successful in-
tegration, standardization is required in sev-
eral areas: data definitions; a common
language for use between information sys-
tems; communications protocols used be-
tween agencies; procedures for transferring
different types of information (e.g. photos,
fingerprints); and security.

The foregoing indicated that regardless of
the advantages of integration, it should not
be undertaken lightly. Rather, it is an ex-
tended process that requires substantial finan-
cial and human resources, as well as a
sustained commitment from all involved
agencies, to be completed successfully. A
qualitative study conducted by SEARCH in-
dicated the following primary obstacles to
adoption of integrated justice information
systems:

+  Persistence of entrenched information pro-
cessing systems and data at local agencies.

+ Difficulty of coordinating interagency
projects.

+ Limited understanding of technological
issues and capabilities.

+  Need for systems to be private and secure.

+ Fundamental inter-agency differences in
recording/reporting systems.

+ Shortage of information technology pro-
fessionals.

Though the impediments to establishing
integrated justice information systems are sig-
nificant, a number of evaluations strongly
suggest that the benefits of integration are
worth the effort.’

Outlook for the 215 Century

To characterize the IT developments of the
past 50 years as a revolution is no overstate-
ment, in my view. The changes in informa-
tion technology that have taken place are
revolutionizing our lives. And, even more
rapid change is surely at hand. For the fore-
seeable future, we can expect the pace of IT
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innovation and development to continue to
be extraordinarily rapid. This will be particu-
larly noticeable within what can be thought
of as the current IT paradigm. For instance,
further miniaturization and increased speed
of components will likely characterize most
advances. Memory and storage capacity of
machines will increase even as the machines
themselves shrink in size. As long as monopo-
listic or oligopolistic conditions do not pre-
vail, the unit cost of these developments will
continue to fall as installations proliferate. We
are able to do now what was prohibitively
expensive ten years ago. In the early 21% cen-
tury, it will be possible to routinely do for a
few hundred dollars what is technically or fi-
nancially infeasible now.

Though, as I have tried to illustrate in this
article, the criminal justice world is not at the
forefront of the revolution (and probably
shouldn't be), it is nevertheless moving in-
exorably in the same direction. The IT revo-
lution is bringing change in the system's way
of doing business that cannot be avoided. I
would argue that it shouldn't be avoided, be-
cause, properly managed, the change can be
beneficial. But, as criminal justice agencies
make these changes, there will be side effects.
Some of these will probably also be benefi-
cial; but some bring risk.

In this final section, I will first summarize in
very general terms what I think criminal justice
agencies—law enforcement agencies in particu-
lar—will face. Twill then briefly review two likely
side effects, one almost certainly positive, one
possibly negative. The former is the probable
advancement in policy-relevant knowledge that
can be derived from the expanded information
that agencies will have available. The latter is the
risk of misuse of the information, and the inva-
sion of privacy that might ensue.

The Information Future for
Criminal Justice Agencies

In the 21* century, officers on the street, or
in their cars, will have instantly available at
the touch of a button more information than
can presently be mustered in most agencies.
For example, wireless transmission of images
as well as text or data will become common-
place. Maps, scene diagrams, photographs,
paintings, sketches, fingerprints—all will
move back and forth effortlessly. Handheld
DNA scanners are being predicted within ten
years.”” On the spot DNA checks will become
possible, through wireless transmission of the
scanner's reading and an instantaneous com-

parison with millions of DNA records in a
central data bank.

The major question for criminal justice
agencies will not be whether information at
this level of sophistication is going to be avail-
able. The question will be whether it can be
used effectively.

For this to happen in a way that is helpful
and useful, agencies will have to change. The
way things are done will have to be different.
New kinds of information will have to be pro-
cessed and incorporated into strategy and tac-
tics. Officer training will require redefinition
and reorientation.

Of course, the basics of law enforcement will
have to be retained. A significant portion of fu-
ture criminal activity will have characteristics
similar to criminal activity of the past. A rob-
bery will still involve a robber and a victim, and
officers will still need to respond to calls for ser-
vice, especially emergency calls, in the way they
always have. In this sense, the criminal justice
system will need to retain the traditional ele-
ments of its business, while adding new ap-
proaches and techniques that at present are
either non-existent or are in their infancy.

The impediments to successfully imple-
menting IT solutions are very substantial. Sig-
nificant investments of resources, time, and
money will all be required, and, perhaps most
important, agencies will have to change. In
some senses, several Catch-22 problems must
be resolved.

For one thing, it is difficult to see the ben-
efits of the new IT until it is in place and op-
erational. But it will never be in place and
operational if agencies do not accept its ben-
efits on faith, because the path outlined above
is very difficult to successfully implement on
a piecemeal basis. This makes it highly desir-
able for the federal government to promote
the incorporation of new technology into
departmental operations through any means
that are available—financial support, train-
ing and technical assistance, widespread dis-
semination and promulgation of the benefits
of advanced IT, conferences, and so on.*®

There is another Catch-22 in the interplay
between design and cost. It is well known that
development and design issues are difficult
and expensive to overcome. It is not uncom-
mon to see agencies struggle with the design
issues surrounding automation for a number
of years. It is also easy to find agencies that
have had significant problems with vendors
who proved unable to deliver the system that
was promised. Given this, it is perhaps not
realistic to expect agencies to accept turnkey

systems. There will be an inevitable desire to
tailor new systems to idiosyncratic require-
ments and standards. The result would be a
series of one-of-a-kind systems, which would
constitute an astronomically expensive IT tra-
jectory for criminal justice as a whole, as well
as for individual agencies. Yet there is a pow-
erful belief in most agencies that their situa-
tion is unique. It will be difficult to reconcile
these two tendencies.

Another problem exists with respect to
officer training and capabilities. What do we
want an officer to be? It was already noted
above that the response capability that is
loosely defined as “traditional” needs to be
retained. Can the officer who does that well
also be the officer who processes and uses the
new kind of information that is going to be
available? The answer to this question is not
clear. For instance, being comfortable using
or even perhaps writing a Visual Basic pro-
gram to tease out the nuances of crime pat-
terns in a precinct is not going to seem very
pertinent to an officer confronting an armed
burglar in a dark alley. The question is: shall
we, should we, expect an officer to take care
of both of these kinds of tasks? Is that a desir-
able goal? A feasible goal? Does this require
an officer for all seasons, and is such an of-
ficer available? That is a matter for careful
debate that is beyond the scope of this article,
but is something that must be addressed.

However, if these and probably other is-
sues that I haven't touched on or thought
about are resolved, then the biggest remain-
ing problem facing criminal justice agencies
as I'T advances is effective utilization. A com-
parison can be drawn to automated word pro-
cessing, which, so far, is probably the most
frequently used aspect of the IT revolution.
Sophisticated word processing software is
now provided free with many PC purchases,
and, if not free, can be obtained at relatively
low initial cost. But, many users are able to
employ only small portions of the word pro-
cessing capability that is accessible to them.
The instruction manuals are inches thick, and
most users would not consider the software
they access to be user friendly, except for the
most simple and rudimentary tasks. Even the
individuals who make a living utilizing the
software (secretaries, writers, etc.) will usu-
ally acknowledge that they have mastered only
a portion of the capacity of their programs.

Expanded IT in criminal justice agencies will
face problems that are at least as large. The dan-
ger will be that officers will not have the time,
inclination, training, and disposition to learn
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what the IT demands, absorb what it offers, and
incorporate it effectively into their daily work.
In my opinion, this is the biggest single I'T chal-
lenge for criminal justice agencies.

Knowledge and Risk

As noted above, the effects of IT advances in
criminal justice agencies will have repercussions
beyond the operational needs of the agencies
themselves. One such side effect is a potential
increase in knowledge about crime, criminals,
and the criminal justice system. Most of us
would consider this to be a benefit. But knowl-
edge can be used for ill as well as good, and this
risklooms particularly large at a time when mis-
use of personal data and assaults on personal
privacy are already considered by many to be a
major societal problem. We need to ask our-
selves a number of questions. What is the bal-
ance between these two facets of the IT
revolution in criminal justice agencies? Does the
good outweigh the bad? Is there a way to maxi-
mize the former and minimize the latter? I will
not presume to provide answers to these ques-
tions but I will try to outline their dimensions.

Better information gathering, processing
and dissemination offers benefits in at least
four distinct areas.

*  Strategic and Tactical Decision-Making By
Criminal Justice Agencies. This simply re-
iterates the theme that has been developed
during this article. The more information
an agency has and the better its methods
of processing that information, the greater
the likelihood that decision-making will be
rationally based.

* Cross-Jurisdictional Cooperation and Col-
laboration. Good information will create
a better foundation for effective cross-ju-
risdictional interaction. Agencies will be
able to make a more effective contribution
concerning their own knowledge and ex-
perience, and will also be able to better
utilize information provided by other ju-
risdictions. Cooperation and collaboration
on matters of common interest will be en-
hanced.

*  Aggregation at State, Regional, and National
Levels. Aggregate statistics such as those
produced by the Uniform Crime Report-
ing system are no better than the quality of
the data provided by individual agencies.
Improved data at the local level leads to im-
proved aggregations at higher levels. Better
compilations and more accurate statements
of trends will be the result.

«  Stimulation of Research. A common com-
plaint among researchers is that the re-
search they do is not often used. There are
a number of reasons for this. Some are
ideological and not susceptible to easy
change.”® Others however are a conse-
quence of the informational impediments
that researchers have characteristically
faced. These have tended to mean that re-
search costs too much, takes too long, and
produces results that are too often equivo-
cal.®® This is particularly true of research
that has focused on police departments.*!
However, with more dependable and
more comprehensive computerized data,
policing research will be better positioned
to increase our basic knowledge about
crime, and inform policy-making at local,
state, and national levels.

Few would resist the assertion that these
improvements are desirable. Many would
agree that they are necessary. Looked at from
that point of view, these are side effects of the
IT revolution that we can applaud. But we
cannot leave it at that. We have to look at the
other side of the coin. As information about
crime, criminals, and suspects becomes more
detailed and more easily accessible and ma-
nipulable, we must consider whether poten-
tial misuses of such information are possible,
and if so what we should do about that.

I think there are three areas where the pro-
liferation of information could lead to prob-
lems. These all involve matters of privacy and
security of individuals.*?

* Inaccuracy of Data. As more and more in-
formation is accumulated about individu-
als, it becomes increasingly important that
the information be accurate and dependable.
This isn't only true in the law enforcement
world, of course. None of us want our good
credit records to be reported as bad, for in-
stance. But, when we are speaking of a law
enforcement context, the negative effects of
inaccurate or incomplete data about indi-
viduals can be devastating. Quite a lot of
police departments collect data on possible
gang members for instance. Some use a se-
ries of markers to assess likely gang mem-
bership (clothing, nicknames, tattoos,
associates). Above a certain threshold (e.g.
perhaps three out of four “hits”), the person
is flagged as a gang member. There may be
no known criminal activity associated with
such a person, but the person may subse-
quently be treated as if there were. An argu-
ment can be made that the potential for the

prevention and control of crime is enhanced
by this procedure. But, it is not necessary to
be anti-law enforcement or a gang sympa-
thizer to be troubled by the approach. What
if the information is inaccurate?

Unrestrained Official Use. A lot of the in-
formation about persons that gets into po-
lice files is developed through investigation
of complaints and crimes. Such develop-
ment is a normal and proper exercise of
police power and responsibilities. When
this information is paper-based, access to
it tends to be limited. Inside the depart-
ment, neither civilian nor sworn staff
spend their time rummaging through files
about cases with which they personally
have no association. And, departments
would not, for instance, copy an investi-
gative file and send it out to another agency
or a business without a very good reason.
But, when such information becomes
computerized, it is an easy matter to ap-
ply different standards. It becomes a
simple matter for data on individuals to
be made available to other law enforce-
ment agencies, to other public agencies
that request it, to businesses, and perhaps
even to individuals. All that is needed is
for an officially approved reason to exist.
The reason might be to check a would-be
gun purchaser under the Brady Law; it
might be to approve an application for a
driver's license; or to make a decision
about a job applicant; or to decide whether
or not to rent an apartment. Some of these
seem obviously legitimate uses of police
data; some seem questionable. Either way,
once transmitted, control of the informa-
tion is lost. The information could go any-
where and be used for any purpose. Is this
what we want?

Unauthorized Access. A paper file in a fil-
ing cabinet or an officer's desk drawer has
a symbolic boundary around it. Not only
is it inaccessible to outsiders, it is not likely
that unauthorized insiders will go looking
through it. Such barriers disappear when
the file is computerized. Insiders and out-
siders have opportunities to get to it,
sometimes without creating any record of
access. If there is any doubt about this, it
is only necessary to reflect on the number
of known breaches of supposedly secure
national databases by hackers. If hackers
can get into files that are protected by na-
tional security systems, it's hard to see why
computerized files in criminal justice
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agencies will not be extraordinarily vulner-
able. Obviously, this is not what any crimi-
nal justice agency (or any other
law-abiding citizen) would want. But, it
is hard to be confident that it could be
stopped.

What this brief discussion suggests is that
critical concerns exist about data quality and
integrity, and about internal and outside ac-
cess to sensitive information. Unrestrained
or improper access seems certain to lead to
abuses, and so deserves very careful attention.
It may well be that dealing with these con-
cerns may bring a limit to the amount and
type of information that is considered proper
to maintain in computerized criminal justice
files, and/or in safeguards that may result in
less than optimal technical use of the bur-
geoning IT capability. The risk at present
seems to be that the rapidity of the movement
towards computerization will outstrip the es-
tablishment of appropriate protections of in-
dividual privacy.

Conclusion

Among the many timeless observations made
by Thomas Jefferson, one strikes me as hav-
ing particular relevance to the criminal jus-
tice response to the IT revolution. On July 12,
1816, Jefferson wrote a letter to Samuel
Kercheval, an extract from which is repro-
duced on one of the chamber walls of the
Jefferson memorial. Jefferson said:

Tam not an advocate for frequent changes
in laws and constitutions, but laws and
institutions must go hand in hand with
the progress of the human mind. As that
becomes more developed, more enlight-
ened, as new discoveries are made, new
truths discovered and manners and opin-
ions change, with the change of circum-
stances, institutions must advance also to
keep pace with the times. We might as
well require a man to wear still the coat
which fitted him when a boy as civilized
society to remain ever under the regimen
of their barbarous ancestors.

Jefferson, of course, was making a very
general point with this statement. But, tak-
ing a few liberties, I would propose that the
situation he denotes is precisely the one fac-
ing criminal justice agencies. The human
mind is advancing, it is producing new knowl-
edge and capabilities at an astounding rate,
and criminal justice agencies must keep up.
The IT revolution and criminal justice agen-
cies utilization of the capacity it generates is a

journey not a destination. It may in fact be
best conceived as a journey that has stops
along the way. A certain amount of time will
be spent at each stop, during which the fea-
tures and amenities available at the stopping
pointare used, hopefully to good effect. How-
ever, sooner or later the features and ameni-
ties will become outmoded and inadequate.
Then the journey will have to be resumed, and
travel to the next stop will be required. At that
next stop, what is available will be more ad-
vanced and, potentially, more helpful. It will
also be more demanding.

This evolving process is going to be never-
ending. There isn't going to be a point at
which the ultimate destination has been
reached. The amount of time spent at each
stop is probably declining as the interval be-
tween each new advance diminishes. Crimi-
nal justice agencies are going to be continually
challenged to adapt to changing circum-
stances, and, to a very significant extent, these
circumstances are going to be circumscribed
by information and the technology used to
manage it.

In conclusion then, we must acknowledge
that IS/IT and its uses by criminal justice agen-
cies are continually expanding and seem vir-
tually unlimited. The challenge for criminal
justice agencies will be to take the (risky) step
of dynamically embracing the new potential.
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